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USA PATRIOT ACT: DISPELLING THE MYTHS 


WEDNESDAY, MAY 11, 2011 

House of Representatives, 

Subcommittee on Crime, Terrorism, 

AND Homeland Security, 
Committee on the Judiciary, 

Washington, DC. 

The Subcommittee met, pursuant to call, at 10:05 a.m., in room 
2141, Rayburn Office Building, the Honorable F. James Sensen- 
brenner, Jr. (Chairman of the Subcommittee) presiding. 

Present: Representatives Sensenbrenner, Gohmert, Goodlatte, 
Lungren, Chaffetz, Marino, Gowdy, Adams, Quayle, Conyers, Scott, 
Johnson, Chu, Jackson Lee, and Quigley 

Staff present: (Majority) Caroline Lynch, Subcommittee Chief 
Counsel; Lindsay Hamilton, Clerk; (Minority) Bobby Vassar, Sub- 
committee Chief Counsel; Sam Sokol, Counsel; Joe 
Graupensberger, Counsel; and Veronica Eligan, Professional Staff 
Member. 

Mr. Sensenbrenner. The Subcommittee will come to order, and 
the Chair recognizes himself for 5 minutes. 

Today’s hearing is the third the Subcommittee has held in the 
last 2 months on the USA PATRIOT Act. The first two hearings 
examined what the expiring provisions and the permanent provi- 
sions of the Act authorized the government to do and why they are 
critical to our national security. 

Today’s hearing will examine what the government is not author- 
ized to do under these provisions, dispelling the myths and misin- 
formation that has swirled around this law for 10 years. 

Let’s begin with the “Lone-Wolf’ provision. First proposed by 
Senator Schumer and Kyle in 2002, the provision was added to the 
FISA definition of agent of a foreign power in the Intelligence Re- 
form and Terrorism Prevention Act of 2004. 

Let’s be clear. “Lone-Wolf’ is simply a definition intended to close 
a gap in our intelligent laws that allows rogue terrorists to slip 
through the cracks. It is not a free-standing provision. It does not 
create a set of surveillance tools different from FISA. It does not 
allow the government to engage in warrantless surveillance or 
gather any intelligence without the approval of a FISA court. Only 
those tools currently laid out in FISA — business records, roving 
wire taps, and the like — can be used to target a “Lone-Wolf’. And 
the “Lone-Wolf’ definition can only be applied to non-U.S. persons, 
meaning it cannot be applied to citizens or permanent resident 
aliens. 
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Similar to the “Lone-Wolf’ provision, the roving wire tape au- 
thority is not a free-standing provision. It does not authorize 
warrantless surveillance, nor can roving authority he used to target 
an entire neighborhood or city block of people. Since 1978, FISA 
has authorized court-approved surveillance for intelligence gath- 
ering purposes. 

But gone are the days of landlines and rotary phones. Today’s 
terrorists and spies use disposable cell phones and free e-mail ac- 
counts to hide their tracks and to thwart detection. So, in 2001, 
Congress amended FISA to allow the FISA court to approve roving 
authority in certain circumstances similar to criminal roving au- 
thority that has been in place since 1986. 

In order to use a roving wiretap, intelligence agents must first 
establish, and a FISA court must approve, all of the criteria for a 
traditional wiretap. These include probable cause that the target of 
the surveillance is a foreign power or an agent of a foreign power, 
and probable cause that the devices being used are about to be 
used by a foreign power or an agent of foreign power. Then the 
agents must make an additional showing, which the FISA court 
must also approve, that the actions of the target may have the ef- 
fect of thwarting their identification. With this authority, agents 
can monitor modern day terrorists and spies. Without it, agents 
would have to obtain a new surveillance order from the FISA court 
every time a target switches cell phones or e-mail accounts and 
risk losing track of him. 

Despite claims to the contrary, roving authority does not create 
a John Doe warrant. We know that drug dealers and gang mem- 
bers often use nicknames or aliases. It should come as no surprise 
that terrorists and spies do as well. It should not surprise anyone 
that it may be difficult or impossible to provide the true identity 
of those who engage in clandestine underground activities in cir- 
cumstances in which the identity of a target is unknown and the 
government may provide a description of the specific target. But it 
must provide it description specific enough to establish probable 
cause that the target of the surveillance is a foreign power or an 
agent of a foreign power. 

That leaves us with the business records provision. To begin 
with, business records orders are not — and I repeat — are not na- 
tional security letters. PATRIOT Act critics often join the two to- 
gether in an effort to transfer NSL concerns to business records. 
National security records are administrative subpoenas; business 
records are FISA court orders. These orders cannot be used to 
search a person’s home or obtain their personal records. They can 
only be used to obtain third party records, such as hotel or car 
rental records. 

Perhaps the biggest myth that we just dispel here today is with 
the death of Osama bin Laden, we no longer need the PATRIOT 
Act. Nothing could be further from the truth. Just last week, Al- 
Qaeda released a statement saying it will continue to plan and plot 
“without any fatigue, boredom, despair, surrender, or indifference.” 
It is clear that Al-Qaeda has not backed down, and neither should 
we as the United States of America. That’s why last week I intro- 
duced legislation to permanently reauthorize the “Lone-Wolf’ defi- 
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nition and extend for 6 years the sunsets for roving and business 
records authority. 

It is now my pleasure to recognize for his opening statement the 
Ranking Member of the Subcommittee, the distinguished gen- 
tleman from Virginia, Bobby Scott? 

Mr. Scott. Thank you, Mr. Chairman. 

Today’s Subcommittee meets again to discuss the provisions of 
the USA PATRIOT Act, and I believe it is appropriate that we 
thoroughly examine these controversial provisions. And I thank 
you for holding a series of hearings that you have been holding so 
that we can fully understand exactly what these provisions are. 

Each time we allow law enforcement greater power to access pri- 
vate communications or look at records regarding private activities, 
we give up something important. Piece by piece we may not notice 
it, but we may wake up one day and ask, where did our freedoms 
go? 

There is no doubt that we entrust our law enforcement officers 
at all levels with awesome responsibility to protect us from harm. 
We respect them and thank them for that, and we work on a bipar- 
tisan basis to give them the resources and authorities they need. 
However in protecting us, we must also protect our freedoms and 
civil liberties, the basic principles of our Bill of Rights underlying 
what it means to live in a free country, and to define that relation- 
ship between citizens and government. 

And when we talk about government, it is not government in the 
abstract. In Northern Virginia, we are talking about people who 
may be our neighborhoods, lots of other people who may be in- 
volved in these activities. So, when we say government, we may be 
talking about dozens of people, or hundreds of people, who may 
have access to our private conversations. 

For years we’ve discussed roving wire taps, the “Lone-Wolf’ pro- 
vision, and the relaxed standards for access to business records. 
These provisions have expanded the government’s power to listen 
to personal conversations, read confidential records, and track pri- 
vate movements. We may establish procedures on how these au- 
thorities may be executed and require a secret court to authorize 
some of these actions, but those subject to the surveillance or those 
whose records have been examined may never get a chance to know 
just how much the government, their neighbors, and friends, or 
other people who may be government employees have intruded into 
their lives. It is difficult for us to conduct meaningful oversight 
over provisions which are implemented in such secret conditions. 

So, I welcome our witnesses, including one of our former col- 
leagues, a Member of the Subcommittee, the gentleman from Geor- 
gia, Mr. Barr, and the other witnesses. I look forward to their testi- 
mony. 

Mr. Sensenbrenner. I thank the gentleman from Virginia. 

I now recognize the junior Chairman emeritus of the Committee, 
the distinguished gentleman from Michigan, Mr. Conyers? 

Mr. Conyers. Thank you. Chairman Sensenbrenner. It is a 
pleasure to be here today and to join Bobby Scott in welcoming Bob 
Barr, our former colleague from Georgia, for many years here to 
the Committee room. He also served on the Judiciary Committee, 
and we know we are all pleased to see him again. 
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Now, instead of this hearing, which is another oversight hearing, 
I begin by making the point that we have not had a legislative bill 
on the PATRIOT Act before the Committee for hearing. We have 
had a number of oversight hearings, and what we want to do is try 
to get ready with 16 days left to determine what we are going to 
do on this bill. 

Now, we have been having a hearing on “The USA PATRIOT 
Act: Dispelling the Myths.” Well, that is great, but I think that it 
shortchanges the real problems with a bill that we have so little 
time to work on. We ought to be, in my judgment, be working on 
what compromises we have to make to the PATRIOT Act to get it 
through the Committee and the House and the conference that is 
sure to follow. And it is in that spirit that I make this opening 
statement. 

We have got some work to do here. Now, there are a lot of people 
that are troubled about these expiring provisions. So, to introduce 
a bill that makes some of them permanent is exactly the wrong 
way to go. Now, this is the Committee that unanimously passed 
the first PATRIOT Act because we worked it out on both sides. And 
I do not think we are following that procedure again the way that 
we are going now. 

And so, I have introduced a compromise measure — H.R. 18-5 — 
that is intended to cover this. And that compromise is a bill to ex- 
tend the sunset of certain provisions of the USA PATRIOT Act, and 
that is what I would like all of my colleagues, especially the Chair- 
man of our Judiciary Committee and the Members of this Sub- 
committee, to examine critically so that we can work out some posi- 
tion that we can reach some accord on. 

So, what we are dealing with now is legislation that makes 
“Lone-Wolf’ authority permanent. Well, no hearings, but let us just 
make it permanent because it is not that bad, all you critics of the 
PATRIOT Act. If you understood it and listened and read it, you 
would not feel so bad about it. 

It extends the business records and roving wiretaps for 6 years. 
The majority’s bill would make no further improvements to the PA- 
TRIOT Act period. It includes no new protections for privacy. It re- 
quires no reporting to Congress to the inspector general audits or 
to any other oversight. And so, I do not feel very supportive of that 
kind of approach. 

And so, thank goodness we will be hearing from some of our wit- 
nesses today about the serious issues raised by the 21st century 
government surveillance plan. 

Mr. Sensenbrenner. Will the gentleman yield? 

Mr. Conyers. Of course I will yield. 

Mr. Sensenbrenner. First of all, I ask that the gentleman be 
given two additional minutes. 

Mr. Conyers. Thank you. 

Mr. Sensenbrenner. I look back at what happened in 2009, and 
there was only one oversight hearing that was conducted then. And 
there was a bill that was introduced, and following that there was 
a classified hearing that was closed to the public, and the Com- 
mittee marked it up and sent the bill, you know, off to the floor. 
I have had a very open process, both when I was the full Com- 
mittee Chairman in 2001 and 2005, and I believe this year as well 
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You know, we have heard testimony on the three expiring provi- 
sions and what they do, and this was a request for a third open 
hearing on what the PATRIOT Act does not do. So, I think we cer- 
tainly have been able to hear all viewpoints on this. And, you 
know, I will continue to hear all viewpoints on this, but the time 
for a decision is at hand. 

And if the gentleman wants to respond to that, I will be happy, 
and then we can go on to the witnesses’ testimony. 

Mr. Conyers. Well, thank you, Mr. Chairman. What I would like 
to do is finish my opening statement, and I do not choose to re- 
spond to it. 

So, what I hope — and I am sorry I did not see my Subcommittee 
Chairman or my Judiciary Committee Chairman — on the floor yes- 
terday. I was not able to get there because I wanted to alert you 
to what this discussion was going to be like from my chair today. 

So, it is unfortunate, from my point of view, that we have not 
had more negotiations or discussions that may more quickly lead 
to a bipartisan compromise. Many Members on both sides of the 
aisle have serious concerns about the PATRIOT Act, including 
these three provisions that are about to expire. 

While some Members will judge that they cannot support any re- 
authorization, others may be open to compromise. Indeed, two in- 
form these negotiations, I have introduced, by the bipartisan com- 
promise measure that has been reported out by the Senate Judici- 
ary Committee, and which has the full support of the intelligence 
community. 

Now, at an earlier hearing of this Subcommittee, the Assistant 
Attorney for National Security and the General Counsel for the Di- 
rector of National Intelligence, both stated their support for this 
compromise. Both. General Counsel Bob Lipp said that this was 
the kind of measure that, “...would provide enhanced protection for 
civil liberties without affecting operational utility.” 

Can I have some additional time, Mr. Chairman? I yielded to 
you. 

Mr. Sensenbrenner. But I did not use the whole 2 minutes. 
How much additional time does the 

Mr. Conyers. Well, if you do not want to grant it 

Mr. Sensenbrenner. How much do you want? 

Mr. Conyers. I want to finish my opening statement. 

Mr. Sensenbrenner. I ask unanimous consent the gentleman be 
given two additional minutes. 

Mr. Conyers. Well, thank you for your generosity. 

What we are doing is trying to make meaningful improvements 
in important legislation, and what I am proposing in the bill. 
Chairman Sensenbrenner, is to remove the over broad “presump- 
tion of relevance” in Section 215 cases. Instead, require a detailed 
written statement of the facts and circumstances supporting the re- 
quest for a Section 215 order in every case. 

We also have a provision to offer greater protection to library and 
book seller records. In addition, we tighten up the use of NSLs and 
reform the gag orders that were struck down as unconstitutional 
by the 2nd Circuit Court of Appeals. And finally, it puts in new re- 
porting and audit requirements. 
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For many, or for some, this bill will not go far enough, but for 
others it may go too far. For me, the bill represents a reasonable 
compromise. And with the short time that we all know that we 
have, and with the need to find a measure that can win the sup- 
port of the other body and the Administration, I think this bipar- 
tisan compromise measure is the proper vehicle for moving this 
issue forward. 

In any event, I appreciate that we are not here today for a legis- 
lative hearing. Instead, we are holding another general oversight 
hearing, this one called “Dispelling the Myths” about the PATRIOT 
Act. This title, of course, raises a question. If the majority has al- 
ready concluded the concerns about the PATRIOT Act are myths, 
then why is the hearing necessary? It seems like they have already 
made up their mind. 

And I will submit the rest of my statement, and thank you. 
Chairman Sensenbrenner. 

[The prepared statement of Mr. Conyers follows:] 
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Statement of the Honorable John Conyers, Jr, 
at a hearing on 

“The USA PATRIOT Act: Dispelling the Myths” 
before the 

House of Representatives Committee on the Judiciary 
Subcommittee on Crime, Terrorism, and Homeland Security 

Room 2141 Rayburn House Office Building 
May 11,2011 
10:00 am 


In sixteen days, tliree provisions of the Foreign Intelligence Surveillance Act 
expire. Under the majority leader’s current schedule, the House will be open for 
legislative business on only six of those days. 

The majority has now introduced legislation that would make the Lone Wolf 
authority permanent, and that extends the business records and roving wiretaps for 
six years. The majority’s bill would make no further improvements to the Patriot 
Act. It includes no new protections for privacy. It requires no reporting to 
Congress, Inspector General audits, or any other oversight. I do not support that 
approach. 

We will hear from our witnesses today about the serious issues raised by 
21st century government smveillance. Conservative civil libertarians like Bruce 
Fein and Bob Barr will remind us of the vision of our founders - a free and brave 
nation that elevates the individual over government. 

So I hope that when we consider Chairman Sensenbrenner’s bill at markup 
tomorrow, there will be bipartisan openness to improvements and changes. 

Indeed, it is unfortunate in my opinion that we have not had more 
negotiations or discussions that might have led to a bipartisan compromise. Many 
members on both sides of the aisle have serious concerns about the Patriot Act, 
including these three provisions that are set to expire. While some members will 
judge that they cannot support any re-authorization, others may be open to 
compromise. 
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Indeed, to inform these negotiations I have introduced the bipartisan 
compromise measure that has been reported out by the Senate Judiciary 
Committee, and which has the full support of the intelligence community. 

At an earlier hearing of this Subcommittee, the Assistant Attorney General 
for National Security and the General Counsel for the Director of National 
Intelligence both stated their support for this compromise. 

ODNI General Counsel Bob Litt said this was the kind of measure that 
“would provide enlianced protection for civil liberties without affecting operational 
utility.” 

The bill is not perfect, but it makes meaningful improvements to the law. 

For example: 

• It removes the overbroad “presumption of relevance” in Section 215 
cases. Instead, it requires a detailed written statement of the facts and 
circumstances supporting the request for a Section 21 5 order in every 
case. 

• It offers greater protection to library and bookseller records. 

• It tightens up the use of NSLs, and reforms the NSL gag orders that 
were struck down as luiconstitutional by the Second Circuit Court of 
Appeals 

• It puts in new reporting and audit requirements. 

For many this bill will not go far enough; for others it may go too far. For 
me, the bill represents a reasonable compromise. With the short time we have - 
and with the need to find a measure that can win the support of the Senate and the 
Administration — I think tlris bipartisan compromise measure is the proper vehicle 
for moving this issue forward. 

In any event, I appreciate that we are not here today for a legislative hearing. 
Instead we are holding another general oversight hearing, this one titled 
“Dispelling the Myths” about the PATRIOT Act. Tins title of course raises a 
question - if the majority has already concluded that concerns about the PATRIOT 
Act are - quote — “myths,” then why is the hearing necessary? It seems like they 
have already made up their mind. 

In any event, I for one do not think that concerns about the PATRIOT Act 
are fanciful. For one tiling, these powers are used in secret and the people whose 
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phones are tapped or records are seized often never find out. And if they do find 
ont they are often barred by court order from telling anyone. So I question whether 
it will ever be possible to fully document the impact of these powers on our 
privacy and civil liberties. 

F urthennore, what does it mean to say that these powers have not been 
abused? The 215 power, for example, is so broad that the issue is not whether it 
has been misused - the question is whether the pennitted uses of it are too broad. 
The critical question is not whether the rules are being broken, but whether we 
have the right rules in the first place. As a witiress at one of our earlier hearings 
put it: 

“It would be more worrying, after all, if standards were lowered and 
safeguards weakened so far that nothing counted as a "misuse." The 
real danger is that the formally lawftil collection of records is giving 
rise to a set of ever-growing databases-the FBI's comprising billions 
of records at last coimt-overflowing with potentially sensitive 
infonnation about innocent Americans and their constitutionally 
protected activities.” 

Now, I expect we will hear today many reasons why these powers are useful 
to the government. 

And no doubt they are. But that is not the question. The Judiciary 
Committee does not exist to simply rubber stamp the executive’s demands for 
more and more power. 

Of course more and more govenmrent surveillance can be helpful in fighting 
terrorism. But as a nation we have chosen a different course. We value freedom 
and privacy, as well as our physical safety. 

So the question is not whether these authorities are helpful. The question is 
whether they are worth it. Is a nation that gives its government this type of power 
truly free? That is the question I hope our witnesses will address today. 

And with that I thank the Chairmair and yield back. 


3 


Mr. Sensenbrenner. Without objection, other Members’ opening 
statements will be made a part of the record. 

And without objection, the Chair will be authorized to declare re- 
cesses during votes on the House floor. 
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It is now my pleasure to introduce today’s witnesses. 

Patrick Rowan is a partner in McGuire Woods in Washington, 
D.C., where he practices in the Government, Regulatory, and 
Criminal Investigations group. Before joining McGuire Woods, he 
spent 18 years in the Department of Justice serving as an assistant 
U.S. attorney in Washington, then as acting deputy general counsel 
for the FBI’s national security law branch. And in 2004, he became 
senior counsel to the assistant attorney general in charge of the 
criminal division, where he assisted in the management of all 
counterterrorism investigations. 

Excuse me. In 2006, DoJ established the national security divi- 
sion, which consolidated its law enforcement and intelligence ac- 
tivities on counterterrorism and counterintelligence matters. Mr. 
Rowan served first as the division’s principal deputy assistant at- 
torney general, and then as its assistant attorney general. 

He received his law degree from the University of Virginia in 

1989 and his undergraduate degree from Dartmouth College in 
1986. 

The Honorable Bob Barr represented the 7th District of Georgia 
in the U.S. House of Representatives from 1995 to 2003, and was 
the 2008 Libertarian Party nominee for President of the United 
States. 

He practices law in Atlanta, Georgia, and he is of counsel with 
the Law Offices of Edwin Marger. He runs a consulting firm. Lib- 
erty Strategies, Inc., which is also headquartered in Atlanta, and 
is a registered mediator and arbitrator. 

Mr. Barr was appointed by President Reagan as the United 
States attorney for the Northern District of Georgia in 1986, and 
served as president of the Southeastern Legal Foundation from 

1990 to 1991. He was an official with the CIA from 1971 to ’78, and 
additionally, he served as an official member of the U.S. delegation 
at several major United Nations conferences. 

He received his law degree from Georgetown University, his mas- 
ter’s degree from the George Washington University, and his bach- 
elor’s degree from the University of Southern California. 

Mr. Bruce Fein is a constitutional lawyer, scholar, and writer. He 
has served as a visiting scholar for constitutional studies at the 
Heritage Foundation and adjunct scholar at the American Enter- 
prise Institution, a guest lecturer at the Brooking Institution, and 
an adjunct professor at the George Washington University in 
Washington. 

He was appointed as research director for the House Republicans 
on the Joint Congressional Committee on Covert Arms Sales to 
Iran from 1986 to 1987, and was general counsel of the Federal 
Communications Commission from 1983 to 1984. From 1981 to 
1982, he served as the associate deputy attorney general in the De- 
partment of Justice and supervised the Department’s litigation and 
vetting of candidates for the Federal judiciary. From 1975 to ’76, 
he served as the assistant director in the Office of Legal Policy at 
DoJ, where his primary duties concerned legislative initiatives, 
aimed at upgrading the administration of Federal justice. Prior to 
his work in the Office of Legal Policy, he served as special assistant 
to the assistant attorney general for the Office of Legal Counsel 
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from 1973 to 1975, then he graduated with honors from Harvard 
Law School in 1972. 

Sergeant Edward D. Mullins has been a member of the New 
York City Police Department since January 1982. On July 1, 2002, 
he was elected president of the Sergeant’s Benevolent Association 
of New York City, one of the largest police unions in the Nation 
with more than 11,000 members. 

Early in his career, he was assigned to the 13th Precinct on 
Manhattan’s East Side. After nearly 10 years, he was promoted to 
detective and assigned to the 10th precinct in Manhattan’s Chelsea 
area. Promoted to sergeant in 1993, he was assigned to the 19th 
precinct on Manhattan’s Upper East Side, and subsequently trans- 
ferred to the detective bureau in Brooklyn South, where he served 
as the violent crime supervisor in the 67th Precinct Detective 
Squad, Special Victim’s Squad, and the King’s County District At- 
torney’s Office. 

He has a bachelor’s degree from Concordia College and a mas- 
ter’s degree in organizational leadership from Mercy College. 

Each witness will be recognized for 5 minutes to summarize their 
written statement. 

And the Chair now recognizes Mr. Rowan for 5 minutes. 

Could you turn the PA on and bring the mic a little bit closer 
to you, and we will reset the clock? 

TESTIMONY OF J. PATRICK ROWAN, PARTNER, 

McGuire woods llp 

Mr. Rowan. Thank you. Chairman Sensenbrenner, Ranking 
Member Scott, and Members of the Subcommittee, thank you for 
inviting me to testify today. 

My name is Patrick Rowan, and I am currently a partner in the 
law firm of McGuire Woods, but prior to joining the firm in 2009 
I worked at the Department of Justice for 18 years, including at 
the FBI’s office of General Counsel, the Criminal Division, and the 
National Security Division. 

During this period I had the opportunity to work with FBI 
agents and DoJ lawyers who dedicated their days and nights to 
countering the national security threats that face our country. In 
this work, the investigative tools drawn from the PATRIOT Act 
were regularly deployed in the service of our national security. 

Even though the provisions of the PATRIOT Act have been re- 
peatedly and successfully used in national security investigations 
over the last nine and a half years, the Act remains somewhat con- 
troversial. While there is great value in the ongoing national dia- 
logue about the balance between national security and liberty, I be- 
lieve that at least some of the continuing concern about the PA- 
TRIOT Act stems from misconceptions that have grown up around 
the Act. Accordingly, I appreciate the opportunity to appear before 
this Committee to address some of those misconceptions. 

I want to talk specifically about the three provisions that are 
scheduled to sunset this month — the roving surveillance provision, 
the business records provision, and the “Lone-Wolf’ definition. 
Each requires the government to make a showing to an inde- 
pendent court — the FISA court. Each provision comes with rule 
governing how the government handles information regarding 
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United States persons, and each is subject to extensive executive 
branch oversight, as well as congressional reporting requirements, 
all of which is to suggest that they are not particularly susceptible 
to misuse in any way. 

The government’s most recent statements indicate that the 
“Lone-Wolf’ definition has never been used, let alone abused. The 
two other tools which have been used hardly represent radical in- 
cursions on civil liberties as these tools were recognized as avail- 
able for ordinary criminal investigations long before 9/11. 

Some apparently believe that the government uses these national 
security tools to make an end run around the judiciary and the pro- 
tections that surround our criminal justice system. I think that no- 
tion overstates the protections on the criminal side and understate 
the protections on the national security intelligence gathering side. 
For example, a FISA business records order is used to obtain the 
same records that can be acquired with a grand jury subpoena. As 
a Federal prosecutor, I issued grand jury subpoenas to specific indi- 
viduals and organizations with virtually no oversight and no mean- 
ingful judicial review. Because those records were acquired in the 
course of a grand jury investigation, the person to whom those 
records pertained was ordinarily not aware that the government 
had obtained them. Those records did not necessarily relate di- 
rectly to the target of the investigation. For example, in a fraud or 
bribery investigation, it would certainly not be unusual to seek 
records relating to the target’s girlfriend to determine if her activi- 
ties had some relation to the target’s crimes. If the grand jury did 
not return an indictment or the charged offenses were not con- 
nected to the girlfriend’s activities, the girlfriend would likely never 
learn that her records had been subpoenaed. 

To employ the FISA business records provision, the government 
must apply to an independent court and demonstrate relevance in 
order to obtain a court order under the provision. There are height- 
ened protections when investigators seek materials that are consid- 
ered especially sensitive, such as medical records and records from 
libraries. 

If the target of the investigation is a U.S. person, the government 
must show that the investigation is not based solely on activities 
protected by the First Amendment. Moreover, the government 
must adhere to minimization procedures that limit the retention 
and dissemination of the information that is obtained concerning 
U.S. persons. And the government must also report to Congress on 
the use of this tool. 

To the extent that one assumes that criminal investigative tools 
are used with greater care because investigators understand that 
they will eventually have to defend their actions in court, one must 
keep in mind that national security investigations, intelligence in- 
vestigations, often result in prosecutions as well. Agents know that 
even the most sensitive national security investigation may ulti- 
mately end up in a U.S. court where the investigative techniques 
will be scrutinized. This is particularly true when the investiga- 
tions target a U.S. person. Agents understand that the most obvi- 
ous and effective tools for neutralizing a U.S. person who threatens 
our security is a Federal criminal prosecution, and they make deci- 



13 


sions about the use of investigative tools with that principle in 
mind. 

Let me talk for a minute about the “Lone-Wolf’ definition. The 
government recently indicated that it has never had occasion to use 
the “Lone-Wolf’ definition, which was contained in the Intelligence 
Perform Terrorism Prevention Act of 2004. And there are some 
that argue that the non-use of the definition demonstrates this pro- 
vision is unnecessary and that it should be allowed to expire. I do 
not subscribe to this logic. The mere fact that I have never had oc- 
casion to use my spare tire does not mean that I would prefer not 
to have one in my car. The availability of radicalizing material on 
the Internet seems to be producing more and more individuals who 
form the intention to carry out violence on their own without the 
aid and support of a terrorist organization. 

These are circumstances for which the “Lone-Wolf’ definition was 
created. If and when the need for the “Lone-Wolf’ definition arises, 
it should be available to the FBI and their partners at NSD. Valu- 
able time and resources might be wasted in trying to engineer our 
work around for the lapsed definition. 

Many of those who are concerned about the PATRIOT Act seems 
to think that the judges of the FISA court are rubber stamps from 
the government, that these judges approve everything that there is 
to approve and impose no meanin^ul check on the government. 
From personal experience, I can tell you that simply is not true. 
And I will be happy to answer further questions about the court 
and the other provisions that we are here to discuss today later on 
in the hearing. 

Thank you. Chairman. 

[The prepared statement of Mr. Rowan follows:] 
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Chairman Sensenbrenner, Ranking Member Scott, and members of the 
Subcommittee, thank you for inviting me to testify today. My name is Patrick Rowan, 
and I am currently a partner in the law firm of McGuireWoods LLP. Prior to joining the 
firm in 2009, 1 worked at the Department of Justice (DOJ) for eighteen years. Many of 
those years were spent as a federal prosecutor, but the last portion of my time at DOJ was 
spent in positions with national security responsibilities, including at the FBI Office of 
General Counsel, the Criminal Division and then the National Security Division (NSD). 

During this period, I had the opportunity to work with FBI agents and DOJ 
lawyers who dedicated their days and nights to countering the national security threats 
that face our country. In this work, the investigative tools drawn from the USA 
PATRIOT Act (PATRIOT Act) were regularly and responsibly deployed in the service of 
our national security. Even though the provisions of the PATRIOT Act have been 
repeatedly and successfully used in national security investigations over the last nine and 
a half years, the Act remains somewhat controversial. While there is great value in the 
ongoing national dialogue about the balance between liberty and security, I believe that at 
least some of the continuing concern about the PATRIOT Act stems from misconceptions 
that have grown up around the Act. 

Accordingly, I appreciate the opportunity to appear before this Committee to 
address some of these misconceptions. In my remarks 1 will try to focus most 
specifically on misconceptions relating to the three provisions of the Foreign Intelligence 
Surveillance Act (“FISA”) that are scheduled to sunset this month: the “roving” 
surveillance provision, the “business records” provision and the “lone wolf’ definition. 

There is nothing about these three provisions. Sections 206 (roving) and 215 
(business records) of the PATRIOT Act and Section 6001 (a) (lone wolf) of the 
Intelligence Reform and Terrorism Prevention Act, to suggest that they are particularly 
susceptible to misuse. On the contrary, each of the provisions is subject to substantial 
protections against civil rights abuses. Each requires the Government to make a showing 
to an independent court, the FISA court. Each provision comes with rules governing how 
the Government handles information regarding United States persons. And each is 
subject to extensive executive branch oversight, as well as congressional reporting 
requirements. 

The Government’s most recent statements indicate that the lone wolf definition 
has never been used, let alone abused. The two other tools, which have been used, hardly 
represent radical incursions on civil liberties. These tools were recognized as available 
for ordinary criminal investigations long before 9/11. Law enforcement agencies have 
had similar roving authority for Title HI wiretaps since 1986, and the authority has 
repeatedly been upheld in the courts. See, e.g.. United States v. Gaytan, 74 F.3d 545, 553 
(5* Cir. 1996); United Stales v. Bianco, 998 F . 2d 1 1 12, 1 122-1 123 (2d Cir. 1993). The 
business records that the government seeks to obtain through a Section 21 5 order can be 


2 



16 


obtained with a garden variety grand jury subpoena in a conventional criminal 
investigation. 

Criminal Investigations Compared With National Security Investigatons 

Some apparently believe that the Government uses these national security tools to 
make an end-run around the Judiciary and other forms of oversight that exist on the 
criminal law enforcement side. I think that notion overstates the protections on the 
criminal side and understates the protections on the national security side. 

For example, as T already noted, a FISA business records order is used to obtain 
the same records that can be acquired with a grand jury subpoena. As a federal 
prosecutor, 1 issued grand jury subpoenas to specific individuals and organizations with 
virtually no oversight and no meaningful judicial review. The recipient of such a 
subpoena was required to comply with its demands whenever there was a “reasonable 
possibility that the category of materials the Government seeks will produce information 
relevant to the general subject of the grand jury’s investigation.” United States v. K. 
Enlerpnses, Inc., 498 U.S. 292, 301 (1991). 

Because those records were acquired in the course of a grand jury investigation, 
the person to whom those records pertained was ordinarily not aware that the government 
had obtained them. Those records did not necessarily relate directly to the target of the 
investigation. For example, in a fraud or bribery investigation, it would certainly not be 
unusual to seek records relating to the target’s girlfriend to determine if her activities had 
some relation to the target’s crimes. If the grand jury did not return an indictment or the 
charged offenses were not connected to the girlfriend’s activities, the girlfriend would 
likely never learn that her records had been subpoenaed. 

To employ the FISA business records provision, the Government must apply to an 
independent court and demonstrate relevance In order to obtain a court order under the 
provision. There are heightened protections when investigators seek materials that are 
considered especially sensitive, such as medical records and records from libraries or 
bookstores. If the target of the investigation is a U.S. person, the Government must show 
that the investigation is not based solely on activities protected by the First Amendment. 
See 50 U.S.C. § 1861(a)(1), (a)(2)(B). Moreover, the Government must adhere to 
minimization procedures that limit the retention and dissemination of the infonnation that 
is obtained concerning U.S. persons. See 50 U.S.C. § 1 861(b)(2)(B) and (g). The 
Government must also report to Congress on the use of this tool. 

To the extent that one assumes that criminal investigative tools are used with 
greater care because investigators understand that they will eventually have to defend 
their actions in a court, one must keep in mind that national security investigations often 
result in prosecutions as well. Agents know that even the most sensitive national security 
investigation may ultimately end up in court, where the investigative techniques will be 
scrutinized. This is particularly true when the investigation targets a U.S. person. Agents 
understand that the most obvious and effective tool for neutralizing a U.S. person who 
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threatens our security is a federal criminal prosecution, and they make decisions about the 
use of investigative tools with that principle in mind. 

While there are thousands and thousands of grand jury subpoenas issued every 
year, the National Security Division recently disclosed that the business records provision 
is used about forty times per year on average. There is nothing about these numbers that 
suggests the business records provision is being abused. 

The business records provision is not as fast or convenient as a grand jury 
subpoena. As a result, agents do not ordinarily elect to seek them except in those 
circumstances in which the secrecy of the investigation is paramount. The business 
records provision bars the recipient from disclosing it, although the recipient may 
challenge the non-disclosure requirement in court (as well as the validity of the order). 

The secrecy provisions surrounding these authorities are a critical element of their 
utility. Given the high stakes in national security investigations, it is essential that the 
investigations be conducted in secret, so that the targets do not adopt countermeasures to 
avoid detection. 

In this regard, the criminal law analogues to our FISA tools - Title 111 wiretaps, 
grand jury subpoenas and criminal search warrants - are simply not an acceptable 
substitute. The procedural requirements imposed by the criminal law, which for Title 111 
wiretaps include mandatory disclosure to the target at the conclusion of the wiretap, make 
it impossible to conduct long-running intelligence-gathering investigations and increase 
the likelihood that an investigation will be compromised in the short term. 

The Lone Wolf Definition Remains Necessary 

The Government recently indicated that it has never had occasion to use the “lone 
wolf’ definition, contained in Section 1801(b)(1)(C) of Title 50 and added in 2004. This 
provision, which applies only to non-U. S. persons, allows the Government to conduct 
surveillance and physical search of individuals engaged in international terrorism without 
demonstrating that they are affiliated with a particular international terrorist group. 

There are some who argue that the non-use of the lone wolf definition 
demonstrates that this provision is unnecessary and that it should be allowed to expire. 1 
don’t subscribe to this logic. The mere fact that 1 have never had occasion to use my 
spare tire does not mean that 1 would prefer not to have one in my car. The availability of 
radicalizing material on the Internet seems to be producing more and more individuals 
who form the intention to carry out violence on their own, without the aid and support of 
a terrorist organization. These are the circumstances for which the lone wolf definition 
was created. If and when the need for the lone wolf definition arises, it should be 
available to the FBI and their partners at NSD; valuable time and resources might be 
wasted in trying to engineer a work-around for the lapsed definition. 


4 



18 


The FISA Judges Conduct Meaningful Review 

Many of those who are concerned about the PATRIOT Act seem to think that the 
judges of the FISA Court are rubber-stamps for the government, that these Judges 
approve everything that they are asked to approve and impose no meaningful check on 
the government. From personal experience, I can tell you that this simply is not true. 

The judges who sit on the FISA Court are well aware that they only hear the 
government’s side of the story. This is not an unfamiliar posture for any federal judge, 
because they are regularly called upon to review ex parte requests for search warrants, 
arrest warrants, and Title TIT electronic surveillance. They understand that a one-sided 
recitation of allegations requires extra scrutiny, and the FISA judges bring that 
understanding with them to the Court. 

The judges of the FISA Court conduct a meaningful review of each application 
that is submitted to them. The judges often require additional information and changes 
and modifications to the proposed orders. Moreover, the judges regularly require 
reporting as to whether their orders are being followed. The Government’s lawyers and 
agents understand that the FISA Court expects to hear if its orders have been violated, 
even if the violation was inadvertent. 

The Value of Oversight 

Over and above the requirements of the FISA Court, the Executive Branch 
conducts its own oversight of FlSA-related intelligence-gathering activities. Each FISA 
application is subject to close scrutiny by the FBI and the NSD and must be approved by 
one of a small number of officials before It is submitted to the FISA Court. The FBI’s 
use of FISA authorities is also subject to oversight by the NSD, the DOJ’s Office of 
Inspector General (OIG) and the Office of the Director of National Intelligence. In 
addition. Congress receives regular reports and copies of significant FISA Court 
opinions. Thus, there are a number of entities that seek to ensure that these authorities 
are used in compliance with the law and in a manner that protects privacy and civil 
liberties. 

These oversight mechanisms have real value, as was demonstrated in connection 
with the FBI’s use of National Security Letters (NSLs). As you know, the PATRIOT Act 
changed the standard of proof required to use NSLs, permitting their use when the 
material sought by the NSL is relevant to a national security investigation. This change 
and others, combined with the changing threat environment, resulted in dramatically 
expanded use of NSLs by the FBI. 

In reauthorizing the PATRIOT Act in 2006, the Congress revised the NSL 
provisions to permit recipients to challenge the NSLs and their nondisclosure provisions 
and to require the DOJ’s OIG to review the FBI’s use of NSLs for potential misuse. 
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Thereafter, the DOJ’s OIG issued a report that was critical of the FBI’s use of 
NSL authorities. A 2007 report exposed a number of problems, including that NSLs 
were issued out of “control fdes,” rather than from “investigative files,” in violation of 
FBI policy. In his report, the Inspector General explained that “in most - but not all of 
the cases we examined in this review, the FBI was seeking information that it could have 
obtained properly through national security letters if it had followed applicable statutes, 
guidelines, and internal policies. See Statement of Glenn A. Fine, Inspector General, 

U.S. Department of Justice, before the House Judiciary Committee concerning the FBI’s 
Use of National Security Letters and Section 215 Requests for Business Records,” 
(March 20, 2007) at 4. The Inspector General also found that FBI agents had not 
intentionally sought to misuse NSLs but that the misuses were the product of mistakes, 
carelessness, confusion, sloppiness, lack of training, lack of guidance, and lack of 
adequate oversight.” Id. 

In response to this report, the FBI developed an automated process for the 
issuance of NSLs, to ensure that all applicable legal and administrative requirements are 
met before the NSL goes out. One of these requirements is review and approval by an 
FBI attorney. The processing system has also improved the FBI’s ability to accurately 
report NSL use to Congress. 

The FBI also tightened its policies regarding the use of NSLs and published 
comprehensive guidance for agents on their use. Extensive training on the use of NSLs 
has been conducted at FBI Headquarters and in field offices. The FBI’s Inspections 
Division began conducting NSL audits, and the Bureau established an Office of Integrity 
and Compliance that aids in assessing compliance with NSL policies and procedures. 
Finally, lawyers from NSD and the FBI conduct oversight of FBI field offices each year 
through National Security Reviews (“NSRs”). The NSR teams ordinarily visit 15-20 
field offices each year and perfonn comprehensive reviews of the field office’s use of 
NSLs, among other things. 

In a follow-on report before all these improvements were in place, the Inspector 
General found that the FBI and DOJ had made “significant progress” in implementing 
recommendations from the 2007 report. Department of Justice Office of Inspector 
General Report, “A Review of the FBI’s Use of National Security Letters: Assessment of 
NSL Usage in 2006” (March 2008). With the full implementation of the mechanisms 
outlined above, 1 have little doubt that compliance has further improved. 

I cite this history of NSL flaws and fixes to demonstrate that oversight is 
meaningful, and problems do get identified and fixed, even when they arise in a secret 
environment. The Congress, the DOJ and the FBI recognize the value of our national 
security investigative tools and they take care to police their use of the tools. 

Conclusion 

In conclusion, T want to thank you for the opportunity to appear before you to 
discuss the USA PATRIOT Act. The three provisions that are set to expire constitute 
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important tools for use in a narrow class of national security investigations. I appreciate 
your desire to identify and strip away any misconceptions that serve to complicate the 
important task of reviewing their utility. T would be happy to answer any questions that 
you might have. 
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Mr. Sensenbrenner. Thank you very much. The gentleman’s 
time has expired. 

Mr. Barr? 

TESTIMONY OF THE HONORABLE BOB BARR, A FORMER REP- 
RESENTATIVE IN CONGRESS FROM THE STATE OF GEORGIA 

Mr. Barr. Thank you very much, Mr. Chairman and Ranking 
Member Scott, Chairman Conyers, and Members of the Sub- 
committee and the Judiciary Committee. It is an honor to be here 
to discuss an Act that was passed with my vote back in 2001, but, 
as with many Members on both sides of the aisle who voted for it, 
not without very serious reservations, which is one of the reasons 
why we placed in the USA PATRIOT Act at the time a number of 
sunset provisions. Those were placed in there not simply to provide 
an opportunity to re-up the provisions regardless of whether they 
were ever used, whether they were necessary, whether they had 
been abused, but in order to provide a meaningful mechanism for 
the Congress of the United States to properly and regularly re- 
evaluate whether or not these provisions, like any provisions of 
law, are necessary, need to be limited, need to be expanded per- 
haps, or are no longer necessary because they have been abused by 
the executive branch. This is both a very conservative view of gov- 
ernment as a well as a very liberal view. It does not apply to one 
side of the aisle as opposed to the other. In other words. Members 
on both sides of the aisle should never be afraid to go back and re- 
evaluate a law that was voted for that they might have voted for 
in earlier times based on exigent circumstances, so to speak, and 
the needs of the time, but which, with the passage of time and with 
evidence that the provisions either have been abused or require ad- 
ditional limitations and restrictions, need to be amended. And if 
that is indeed the purpose of this hearing, then I commend the 
Chairman for that and hope that all Members will approach it in 
that light. 

It is very difficult, as this Committee knows, to really get at the 
issues contained in the PATRIOT Act. There is a feeling or a pre- 
sumption on the part of the American people that whatever is nec- 
essary to protect the national security is okay with them and 
should be done. Of course, we on the — you on the Judiciary Com- 
mittee and we as officers of the court and the private arena or 
sworn law enforcement officers — know that the job of the President 
is not to do whatever is necessary to protect national security. The 
job of the President is in his oath, is to protect and defend the Con- 
stitution of the United States of America. And that includes what 
Justice Brandeis said many years ago, and which is as true today 
as it was back in the 1920’s when he penned the words that the 
right to privacy, which is essentially embodied in the Fourth 
Amendment, as the basic privacy protection for the people of this 
country, those who are here lawfully as well as citizens, of this 
country, is the most basic of right. It is the most important thing 
to be protected in our Nation. It is, as Ayn Rand said a number 
of years later in The Fountainhead, the right to privacy is what de- 
fines civilization. It defines freedom. And where we have provi- 
sions, such as some of these provisions in the PATRIOT Act, as 
well intended as they are, infringe those rights with no necessary 
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countervailing requirement in the government that the right to pri- 
vacy be so suspended. 

It is important to go back and place limitations. For example, 
simply require in these provisions that you all are looking at — Sec- 
tion 215, for example, the business records — provision simply re- 
quire what the Constitution requires, and that is a reasonable link 
between the person, be it citizen or other person, lawfully in this 
country against who the government is seeking information, wheth- 
er it is tangible things, tangible items, or business records, what- 
ever it is, at least give that person the benefit of requiring the gov- 
ernment to show a reasonable connection — some connection to ille- 
gal activity, to terrorist activity, to a known or suspected terrorist, 
or even a known or suspected associate of a terrorist — something 
that gives that person, whether they ever know about it or not. 
That is a red herring. It does not matter whether a person knows 
that their rights have been violated that is the gauge by which we 
determine whether a provision should be continued in law is con- 
stitutional. And it ignores it, a requirement that the citizenry of 
this country come before the courts or the Congress or the Presi- 
dent and document abuses, nor is that the criteria for determining 
the constitutionality of a particular law. It is whether or not it com- 
ports with the intent and the spirit of the Constitution and provi- 
sion of the law, such as those you are looking at here today and 
tomorrow and on which the House will shortly vote, violate those 
basic provisions because they have broken the link between a cit- 
izen of this country or a person in this country’s right to privacy, 
and a reasonable suspicion that they may have done something 
wrong. 

Mr. Sensenbrenner. The gentleman’s time has expired. 

Mr. Barr. That needs to be restored. Thank you, Mr. Chairman. 

[The prepared statement of Mr. Barr follows:] 
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CJiaiiTnan Scnscnbrcnncr, Ranking Member Scott and members of the 
Subcommittee, thank you for inviting me to testify on the USA 
PATRIOT Act, and in particular those provisions set to expire later this 
month. 

From 1995 to 2003, 1 had the honor to represent Georgia’s Seventh 
District in the United States House of Representatives, serving that 
entire, eight-year period with many of you on the House Judiciary 
Committee. 

From 1986 to 1990, 1 served as the United States Attorney for the 
Northern District of Georgia after being nominated by President Ronald 
Reagan. Following my tenure as U.S. Attorney, I sert-ed as president of 
the Southeastern Legal Foundation. Earlier, and for much of the 197t)s, 
I seiwed with the Central Intelligence Agencyt 

I currently serve as CEO and President of Liberty Strategies, Inc. and 
practice law in Atlanta, Georgia. 1 am also a member of I'he 
Constitution Project’s Initiative on Liberty and Security, and an adjunct 
professor at Atlanta’s J ohn Marshall Law School. 

I understand the Chairman introduced legislation last week that would 
malte the so-called “lone -wolf’ authority in the USA PATRIOT Act 
permanent; and would extend the Section 215 and roving “John Doe” 
wiretap authorities in the Act for another six treats, until 2017. I urge 
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this committee to reject this approach tomorrow during its markup, and 
either amend these sections in order to bring them into full compliance 
with the letter and the mtent of our Constitution, or else allow them to 
expire. 

In the aftermath of 9/11, the government itself has become one of the 
major threats to the very thing it was designed to protect — our liberty. 
We have sacrificed our liberty for, at best, perceived security. We have 
allow'cd the government to largely render the Fourth Amendment a 
nullity by way of the PATRIOT .Act and warrantless wiretapping 
programs that empower the government to snoop on its own cititiens. 

There is a reason -why the Founding Fathers - men well-studied in the 
history of governments — set up our Republic with a system of checks 
and balances, due process, and federalism, ihese procedural safeguards 
are absolutely crucial to securing and defending our rights. Without 
them, wc have a government unaccountable to the people; and one 
which perceives itself as being above the law. As Michael German, 
Senior Policy Counsel for the American Civil Liberties Union and 
himself a former FBI Special Agent, pointed out, “under die PATRIOT 
Act the government now has the right to know -what vou’rc doing, but 
you have no right to know what [it isj doing.” 

Supporting repeal, or at the very? least reform, of those provisions of the 
USA PATRIOT Act set to expire at the end of this month — provisions 
far too broad and not essential to investigating and thwarting terrorist 
plots or acts — would be an important signal to this President, that 
those civil liberties put on hold the past 9-1/2 years, must not be 
considered permanentiy frozen. Such a move by this committee will help 
him hold true to his promises of an open and transparent government. 

This reform is absolutely craicial if w-e do not want to live in a society in 
which there arc essentially no limits on the powers of the government. 
In a lanuatyi 2011 report, the electronic Frontier Foundation (KFL) 
details possible 40,000 violations of law, Execurive Order, or other 
regulations governing intelligence investigations by^ the FBI from 2001 to 
2008. Though nobody knows the full extent of the abuse, due to the 
shroud of secrecy surrounding intelligence investigations, this estimate is 
based on review of nearly 2,500 pages of documents released by the FBI 
as a result of a Freedom of Information Act suit. I have attached a copy 
of this EFF report to my wntten statement. 
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Many urge that the provisions of the USA PA'l'RlO'l' Act under 
consideration for sunset be continued in law unless repeated and serious 
abuses of these provisions can be conclusively established. With all due 
respect, this is a red herring. In our system of government, and as clearly 
reflected in both the body of our Constitution and with even greater 
clarity in our Bill of Rights, a law is not to be presumed constitutional so 
long as the government does not abuse it (or does not abuse it too 
scriousR). It is not up to the citizenry to prove government is abusing a 
law before that law might be determined to be improper. This is, of 
course, true a fortiori where a law empowers the government to retain a 
veil of secrecy over its exercise of that law. If a law is contrary to the 
Fourth Amendment, for example, the law itsef is the abuse; and the 
Congress in its oversight role, should not be loathe to step in and correct 
It; regardless of whether citizens can chronicle abuses of it. 

However, as detailed, for example, in the EFF report, there have been 
abuses of this law 

Today I would like to draw your attention to tw'o sections of the 
PAd'RTOT Act m particular, dhe first is Section 215, also known as the 
“business records” provision, which is scheduled to expire at the end of 
this month. This very powerful tool permits the government to obtain 
any tangible thing, to collect information, on persons not suspected of 
any wrongdoing. 

Section 215 amended what was special authony under FISA (the 
Foreign Intelligence Surveillance Act) to seize rental car, self-storage and 
airline records for national security investigations. Prior to the USA 
PATRIO'i' Act, the underlying statutes — 50 U.S.C. §§ 1861, 1862 — 
applied only to a limited subset of businesses, and it required a showing 
of "specific and articulable facts" diat the individual target was in fact an 
agent of a foreign power. 

Section 215 of the PATRIOT Act remov^ed bodi of these hmitadons, 
thereby greafiy' expanding the power of the government to reach all 
"tangible things.” This includes books, records, papers, documents and 
other items; even membership lists of political organizations, gun 
purchase records, medical records, and genetic information — basically 
any document, item or record that the government contends is a 
"tangible thing.” It lowers the cvidcntiaryi standard below ev^en that of 
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standard grand jury subpoenas, which are pegged to at least some 
showing of relevance to criminal activities. Under Section 215, the 
government is not even required to show that items sought relate to a 
person under suspicion or investigation. Ihe link between die 
government invading a person’s privacy and a reasonable suspicion of 
wrongdoing by that person — the foundation of the Fourth Amendment 
to our Constitution — has been completely severed by this provision. 

Congress should amend this section to require a showing to a judge of 
specific and articulable facts demonstrating that the material sought 
pertains to a suspected agent of foreign powers. The provision also 
should include minimisation procedures to ensure that the scope of die 
order is no greater than necessary to accomplish the investigative 
puiyiose. 

Another section of the PATRIOT Act this sub-committee should 
address is that relating to National Security Letters (NSLs). NSLs are 
administratme subpoenas requiring businesses to produce personal 
communication, financial and credit records, but widi no prior judicial 
approv^al and with no required nexus to a suspected terrorist. Before the 
PA'I’RTOT .Act, NST.s could only obtain information on suspected 
agents of foreign powers such as terrorists or spies; but now can be 
issued to collect information on anyone and to obtain any records the 
executive branch on its own determines to be “relevant” to an 
investigation. 

Audits conducted by the justice Department’s Inspector General 
released in 2007 and 2008 have confirmed fears of critics of these 
provisions: unchecked powers are being used to collect information on 
innocent U.S. persons, which ultimately is stockpiled in government 
databases indefinitely, and is accessible by virtually unlimited numbers of 
law enforcement and intelligence personnel. More than 143,000 NSL 
requests w'crc issued between 2003 and 2005, and the latest numbers 
plumbed by' the Inspector General (IG) confirm that a majority? of NSLs 
are now being issued about U.S. persons. That data is being stored in 
gov'ernment databases, including one containing over 560 million 
separate records, and another having over 30,000 authorized users. 

Ihe reports also document that FBI agents are issuing NSLs for people 
two or three times removed from a suspected terrorist, ev'en when there 
IS no indication that those people are any>thing other than innocent links 
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or share some common element with a known or suspected terrorist or a 
known associate of a known or suspected terrorist. 

The IG also found over 700 instances in which hederal Bureau of 
Investigation (FBI) agents issued so-called "exigent letters," claiming 
emergency circumstances and the immediate need for records. 
According to the reports, agents often lied about the existence of an 
"emergency,” and never followed up with an actual legal request as 
promised. The NSLs or grand jury subpoenas that could have legally 
obtained the information never materialized. These exigent letters and 
sham processes continued even in the face of legal advice from the FBI 
General Counsel's office to cease. 

While the I'Bl has taken important steps to create more accountability 
for, and internal checks and balances on NSTs, those changes do not 
address the fundamental question of whether the FBI should have access 
to information about people who arc not suspected of any criminal 
wrongdoing or who are not or cannot be linked to terronsts or tenorist 
organizations. The FBI should not have easy or unfettered access to 
such information; and only an amendment to the statute can create that 
meaningful limitation. In fact, the justice Department and the I'Bl have 
testified before this very committee that collecting innocent information 
is their goal. They claim that they must collect the information first, and 
sift through it looking for evidence of wrongdoing later; a process that in 
essence turns the Fourth Amendment on its head. 

Congress should exercise its oversight responsibility' by requinng that 
NSLs be used only to obtain information pertaining to suspected 
terrorists or spies, and by re-establishing the previous, probable cause 
requirement. 

I have concerns also about the other two sections of the PATRIOT Act 
that you will be voting on tomorrow. The first is the so-callcd “roving 
john Doe wiretap,” that permits the Foreign Intelligence Surveillance 
Court to issue wiretap orders to monitor multiple phones or email 
addresses that specify neither the person to be monitored nor the place 
to be tapped. This violates the Fourth Amendment’s requirement that a 
warrant state with particularity the things to be searched or seized. This 
provision should be corrected to require that if the wiretap order does 
not specify the location of the surveillance, then it must identify the 
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target, or vice versa, iii order to meet constitutional muster. Otherwise, 
the power should be allowed to sunset. 

'Ihe other section is the so-called “lone wolf authorit}"” that permits 
Foreign Intelligence SurvcOlancc Act (FISA) surveillance of non-US 
persons even if they are not suspected to be connected to a foreign 
organization, terrorist group or government, i'his provision eliminated 
the FISA requirement that surveillance properly be conducted against 
persons actually suspected of being agents of foreign powers or terrorist 
organizations. As the Constitution Project has pointed out, “Under 
FISA, the government can obtain a warrant without a showing of 
probable cause that a crime is being coinmilted or is about to be 
committed. FISA’s authorization of secret wiretaps and secret home 
searches in the United States is an exception to traditional Fourth 
Amendment standards, which has been justified on the basis that these 
extraordinary sun^cillance powers are limited to investigations of foreign 
powers and their agents. By eliminating the requirement to show a 
connection to any foreign group, the ‘lone wolf’ provision undermines 
this justification for the lower FISA standards and raises serious 
constitutional concerns under the Fourth Amendment.” 

Considering that the justice Department told Congress in March that the 
government has never once relied upon this authority in conjunction 
with the constitutional issues this provision raises, reauthorization is 
impossible to justify with a straight face. Persons suspected of terrorist 
activities would still be reachable and subject to traditional and 
established criminal law and foreign intelligence gathering standards. 

In sum, I urge this subcommittee and the full Judiciary^ Committee as 
well, to allow the provisions of the USA PA'I RlO'i' Act that are set to 
sunset at the end of this month to expire; or, at the very least, to reform 
these provdsions and bring them in line with the Constitution lest we 
allow' the exigencies of the day' to undermine our liberties. 

Though our Constitution and Bill of Rights have taken some hits in the 
years since 9/11, it is not too late to reset the constitutional clock and 
roll back excessive, post 9/11 powers. History^ has show'n, as recently as 
the Waco tragedy in 199.3, for example, that government agents 'and 
agencies do fall prey to abusing government powers. Another 
subcommittee of this Judiciary Committee took the lead in 1995 to 
conduct extensiv'e he'arings on those abuses; and the full House refused 
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in 1996 to giant federal law enforcement many of the expanded powers 
it asked for, partially in recognition of such abuses. 

In many other countries, it is neither acceptable nor lawful to reflect 
openly on and refine past action. In America, however, it is not only 
allorvable, it is our ohligalion to regularly reexamine decisions made by the 
federal government; especially perhaps, those enacted during the panic 
of an event like the terrorist attacks of September 11* 2001. It is an 
essential responsibility of the Congress to review and reconsider powers 
previously granted to the Executive branch; to determine whether such 
authorities remain essential and necessary or whether they have been 
abused and should be reined in. 

Certainlyy our (or any) country^ suffering through the immediate fallout 
from the worst terrorist attack on American soil ever is liable to malce 
some mistakes in responding legislatively thereto. To err isn’t just 
human; it’s a direct result of representative democracy. But also human, 
IS the ability^ to learn from and correcl our mistakes. 

Case in point: myself I voted for the USA PATRIOT Act. I did so 
only after 1 and a broad coalition of other Members and outside 
organizations had secured a number of limiting amendments, and only? 
after receiving assurances the Justice Department would use the Act’s 
extensive powers as a limited, if extraordinary' measure to meet a 
specific, extraordinary threat. Litde did I or many of my colleagues, 
know it would shortly be used in contexts other than terrorism, and in 
conjunction with a wide array of other, privacy-invasive programs and 
activities. 

1 hat 1 can stand before yxiu and urge the Act’s correction should serve 
as a lesson to other law'makers wlio might have voted for the USA 
PATRIOT Act, and supported similar initiatives. We all should be 
unafraid to revisit past decisions. Indeed, it is an obligation — not only as 
members of Congress with delegated oversight responsibilities, but as 
American citizens with a duty to ourselves and our children to preserve 
our liberties as the generations before us fought and died to do. 

'I'hank you again for allowing me to testify today. 
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EXECUTIVE SUMMARY 

In a review of nearly 2,500 pages of documents released by the Federal Bureau of 
Investigation as a result of litigation under the Freedom of Information Acu EFF 
uncovered alarming trends in the Bureau’s intelligence investigation practices The 
documents consist of reports made by the FBI to the intelligence Oversight Board of 
vidatiems committed during intelligence investigations from 2001 to 2008 The 
documents suggest that FBI intelligence investigations have compromised the civil 
liberties of American citizens far more frequently, and to a greater extent, than >sas 
pieviously assumed In particular, EFF’s analysis provides new insight into: 


Number of Violations Committed by the FBI 

• From 2001 to 2008, the FBI reported to the lOB approximately 800 violations of 
laws. Executive Orders, or other regulations governing intelligence investigations, 
although this number likely significanUy under-represents the number of 
violations that actually occurred 

• From 2001 to 2008, the FBI investigated, at minimum. 7000 piitential violations 
of laws. Executive Orders, or other regulations governing inteiligcmce 
investigations 

• Based on the proportion of violations reported to the lOB and the FBI's own 
statements regarding the numbei of NSL violations that occurred, the actual 
number of possible violations that may have occurred in the nine years since 9/1 1 
could approach 40,000 violations of law, Executive Order, or other regulations 
governing inietiigcnce investigations. ’ 


' This figitn: is jn estimate based, firsl. on Ibe foci that a agnificani number of FBI Moialions VNcnt 
umeported. both inlcmalh and to the lOB; second, this cstimiuc assumes the sample of Moiations reported 
to the lOB and released to EFF is rcpmcniativc of all violahons ihai occufred. including ihosc that >\cni 
unreponed. third, ihccsttmetc assumes Molalions occurred ai the same rate o^c^lunc. In the reports 
released to £FF. ruughl> 33% HCfCMolationsoribc NSIC. were NSt violations, and were other 
vtolations (the remaining violations were loo hcavib redacted to ca(cgon/ci The estimate is based on an 
cvirupoiaiion from the OJG's estimate lluil r«.4Ul> NSL violutions occurred from 2lXI.^«2006. In llie absence 
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Substantial Delays In the Intelligence Oversight Process 

• From 2001 to 2008, both FBI and lOB oversight of intelligence activities was 
delayed and likely ineffectual; on average, 2.5 years elapsed between a violation’s 
occurrence and its eventual reporting to the lOB. 


Type and Frequency of FBI Intelligence Violations 

• From 2001 to 2008, of the nearly 800 violations reported to the lOB: 

o over one-third involved FBI violation of rules governing internal 
oversight of intelligence investigations. 

o nearly one-third involved FBI abuse, misuse, or careless use of the 
Bureau’s National Security Letter authority. 

o almost one-fifth involved an FBI violation of the Constitution, the Foreign 
Intelligence Surveillance Act, or other laws governing criminal 
investigations or intelligence gathering activities. 


• From 2001 to 2008, in nearly half of all NSL violations, third-parties to whom 
NSLs were issued — phone companies, internet service providers, financial 
institutions, and credit agencies — contributed in some way to the FBI’s 
unauthorized receipt of personal information. 


• From 2001 to 2008, the FBI engaged in a number of flagrant legal violations, 
including: 

o submitting false or inaccurate declarations to courts, 
o using improper evidence to obtain federal grand jury subpoenas, 
o accessing password protected documents without a warrant. 


For further information on this repyort, contact Mark Rumotd, mark'xieff.org, or Jennifer 
Lynch, jenfd^eff.org. 


of robnst FBI and thorough oversight, estimates such as these are the only reasonable method to 

approximate the scope of the FBFs investigatory^ misconduct. 
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INTRODUCTION 

EFF's analysis of recently disclosed documents provides new insights into the Federal 
Bureau of Investigation’s unlawful surveillance of Americans during intelligence 
investigations conducted between 2001 and 2008. 

In response to EFF FOIA requests issued in 2008 and 2009, the FBI released reports of 
violations made to the Intelligence Oversight Board (lOB) — an independent, civilian 
intelligence-monitoring board that reports to the President on the legality of foreign and 
domestic intelligence operations. The nearly 2,500 pages of documents EFF received 
include FBI reports to the lOB from 2001 to 2008. The reports catalog 768 specific 
violations arising from FBI monitoring of U.S. citizens, resident aliens, and non- 
residents. 

Following a series of government investigations into FBI intelligence abuses, EFF 
submitted FOIA requests in an effort to obtain the FBFs lOB reports. In 2007, the 
Department of Justice, Office of Inspector General released a report documenting the 
FBFs abuse of its National Security Letter (NSL) authority:^ the report found, in an audit 
of only 10% of national security investigations, that the FBI may have committed as 
many as 3000 NSL violations and had failed to report many of those violations to the 
lOB."^ A 2008 OIG report confirmed and expanded the earlier report’s findings and 
critically assessed the steps taken by the FBI to address the abuse of NSLs."^ 

Following the second OIG report in 2008, EFF submitted FOIA requests to eleven federal 
agencies and agency components requesting all reports of intelligence violations made to 
the lOB from 2001 to 2008. EFF submitted subsequent requests the following year for 
violations reported to the lOB from 2008 to 2009. In July 2009, after many agencies 
failed to respond to the request, EFF filed suit against eight defendants — including the 
CIA, NSA, Department of Defense, Department of Homeland Security, Department of 


- DEP.\RTMENT OE JUSTICE. OEEICE OE THE INSPECTOR GENER.\L. A REVIEW OE THE FEDER.\L BUREAU OE 
Invkstkt.vi'ION’s Usk ok Na'IIONai. Skcuriti' Lkt'I'KRS (March 2007). available at 
hltp:/AvwTv.justicc.gov/oi|^/spccial/s()7()3b/fina].pdf. 

’ See R. Jeffrey Smith , FBI Violations May Number 3,000. Official Says. Wash. Post.. March 21. 2007, 
available at liUps://vvvvvv.v\asliinglonposi.coni/vvp-dvn/conienL/arlicle/2007/03/20/AR2007032000921.1Uinl. 

^ DEP.\RTMENT OE JUSTICE, OFEICE OE THE INSPECTOR GENER.W, A REVIEW OE THE FBFS USE OF 
NaTION.VL StCLiRl'lY LEITERS: ASSESS.\1E.\1 OE COKREC'llVE AC'llO.XS .\N'U EXAMlN.VnON OK NSL US.VCtE 
in 2006 (March 2008), available at http://w\-\Av, justicc.gov/oig/spccial/s0803b/fina], pdf. Even before the 
OTG’s official acknowledgement of FBI investigative abuses, EFF, other civil liberties organizations, and 
members of the media had documented numerous mstanccs of improper government intelligence activities 
in ilie years following 9/11. For example, in 2005, a FOIA request seeking infonnalion about violations 
related to 13 national sccuriw investigations revealed numerous instances of FBI misconduct stemming 
from the Bureau’s newly expanded powers under the USA PATRIOT Act. 

[Jetclronic Frontier Foundation 1 V/vW/.fl 
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Justice, Office of the Director of National Intelligence, Department of Energy, and 
Department of State — demanding the agencies comply with the law and produce the 
requested documents. In December 2009, the Court ordered the agencies to begin 
processing EFEs request. In July 2010, two years after EFF's initial FOIA request, the 
FBI began its release of documents. Over three separate installments in July, August, and 
October 2010, the FBI released nearly 2,500 pages of documents related to reports of 
intelligence violations to the lOB. 

The documents released to EFF constitute the most complete picture of post-9/11 FBI 
intelligence abuses available to the public. Among other findings, EFF’s analysis of the 
documents shows that, from 2001 to 2008, significant delays occurred in the reporting of 
FBI violations to the lOB. The analysis also provides new insights into the type and 
frequency of violations committed by the Bureau. Most violations fell into one of three 
broad categories: first, FBI failure to comply with oversight guidelines; second, abuse of 
the FBI’s authority to issue National Security Letters; and, third, the FBI’s failure to carry 
out investigations within the bounds of the Constitution or other federal statutes 
governing intelligence-gathering. Finally, EFF’s analysis concludes that the FBI may 
have committed as many as 40,000 violations in the 10 years since the attacks of 9/11. 


THE INTELLIGENCE OVERSIGHT BOARD 


The Intelligence Oversight Board “was created in 1976 by President Ford in response to 
recommendations made by the Rockefeller Commission calling for a Presidential-level 
body with specific oversight responsibilities for the legality and propriety of US 
intelligence activities.’'^ The Commission’s recommendations came in the wake of a 
series of congressional reports that revealed illegal and abusive intelligence activities 
targeting American and foreign citizens. These reports found that intelligence agencies 
had intercepted and read Americans’ mail, performed surveillance on civil rights leaders 
and other dissidents, and had orchestrated assassination attempts on foreign leaders. 

In light of the Commission’s recommendation. President Ford established the lOB to 
provide an independent review of intelligence activities to better safeguard citizens' civil 
liberties against these types of abusive practices. The lOB consists of five civilian 
members, all with top-level security clearances, selected by the President to serve on the 
lOB from the larger intelligence-monitoring body, the President’s Intelligence Advisory 


’ President’s Intelligence Advisoiy- Board and Intelligence Oversight Board. FIAB Ilistoiy, 
hltp:/Av\\iv.\vhitchousc.gov/adininislration/cop/piab/histor\-. 
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Board (PlAB)/* The [QB'ii mission is lo “oversee the Intelligence Community's 
compliance with the Constitution and all applicable laws. Executive Orders, and 
Presidential Directives '*’ The !OB must then report to 
the President those violations the Board believ es “may 
be unlawful or contrary to an Executive Order or 
presidential directive*'* Since its creation, the vast 
majority of the lOB's reports and investigations have 
remained secret 

Slight modifications to the lOB’s authority and 
structure have occurred since its creation in I ^>76. but 
the 10B*s oversiglvt capacity remained largely 
unchanged for nearly 30 years In the years following 
the attacks of 9/1 1. however, the Board's rote within 
the intelligence community was diminished in several 
ways. First, from 2001 to 2003, President Bush failed 
to appoint advisers lo serve on the lOB * Even when 
advisers were appointed, however, the lOB continued 
to provide little real oversight the lOB did not forward 
a single instance of intelligence misconduct to the 
Attorney General until 2006, despite having received 
notice of several hundred violations Further, in 2008. President Bush significantly 
weakened the lOB’s oversight capacity by removing its ability to refer violations to the 
Attorney General for criminal investigation." President Bush also removed the lOB’s 
authority to oversee intelligence agency general counsel and eliminated the requirement 
for quarierly agency reporting to (he lOB 

EFF's analysis of FBI reports to the lOB confirms the perceived inefficacy of the lOB’s 
oversight from 200] to 2CK)8. Significant delays between violations occurring and their 
eventual reporting rendered the lOB’s oversight capacity entirely impcMent On average, 
nearly two-and-a~ha!f years passed between the occurrence of an FBI intelligence 

‘ PrcsNlcni’s Intelligence AdMSor> Bogrd imd Intelligence Oversiglil Board. .Ihnni ihv H \B. 
http:/riswv« t^hilchousc gov/iidminisinilion/cop/piHb/aboul 

eji.. Evee Order No 134^2 tFeb 20. 2(WHl. mnlhhfe tfthtrp /Avvvw.fnii.org/trp/ofrdocs/oo/oo' 
I34^2.bim 

* John Solomon. In H'orIJ. u Mute Wah hikt^. WASH. Post. Jui 15. 2nit7. uvtuhNi' at 

hnps Vk ashingtonpost com/v^ pKtvn/oonieni 'artic]c/2ix i7A>7/] 4/AR2i)< rfi >7 1 4( N W62.hlml 

"■w 

Charlie Sa\agc. t'rvMtfeni H'eakcm tyffumage lAfniftht. Bos Ohdlt-.. Mar 14. 
http7AsH^\ boston co^l/Dc^-s/lUlton/^ashmgton/o^lclcli^(MlK^J3/l•l/p^csKlcnl_HCuKcns csp>onagc_o\crsi 
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violaticm and its evcntuaJ reporting lo the lOB. When a violation was reported within the 
FBI internally, on average six months still passed before the Bureau reported the 
violation to the lOB, despite the Bureau's requirement to report lOB violations on a 
quarterly basis In light of these significant gaps between the occurrence of a violation 
and its eventual reporting to the lOB. it seems unlikely that the lOB diligently fuifilled its 
intelligence oversight responsibilities for most of the past decade 

After taking office, President Obama rolled back some of the Bush Administration's 
changes to (he lOB's authority, but the function and effectiveness of tlie Board still 
remains in question In an October 2009 executive order. President Obama largely 
reversed the changes made to the lOB's oversight authonty. and nine appointments have 
been made to the larger President's Intelligence Advisory Board Nevertheless, the 
White House has not disclosed the composition or membership, if any, of tlie lOB. which 
continues to call into question the legitimacy of ctirreni intelligence oversight efforts 


FBI INTELLIGENCE VIOLATIONS REPORTED TO THE lOB 

As noted above, in EFF's review of nearly 2.5W pages of documents released by the FBI. 
EFF uncovered alarming vends in the Bureau’s intelligence investigation practices from 
2001 to 2008 The documents suggest the FBI's intelligence investigations have 
compromised the ctvil liberties of American citizens far more frequently, and to a greater 
extent, than was previously assumed Broadly, these documents show that the FBI most 
frequently committed three types of intelligence violations — violations of interna) 
oversi^t guidelines for conducting investigations, violations stemming trom the abuse of 
National Security Letters, and violations of the Fourth Amendment. Foreign Intelligence 

Four Categories of FBI Intelligence Violations 

1 . Violations of internal oversight guidelines— oi«r t/S of all violations reported 

2. Violations of National Security letter powers— «/mosr /. 3 of all violations reported 

3. Violations of the Constitution, FISA and other laws— / 5 of all violations reported 

4. Remainder— Unclear from redactions 


‘’Charlie Savage. Obema Onitr Strcit^ihem Sfty Owrxi^hi. N Y Times. Ocl 29. at AlO. tnvlhNc 
iri htlps7^vM'w.m limes com/2lM)‘i/IO/>iViis^liticsiri<)inld.html 
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Surveillance Ad (FISA), and other laws governing intelligence investigations Also, 
based on statements made by government officials and the proportion of violations 
occurring in the released reports, EFF estimates the FBI may have committed as many as 
40.0(10 intelligence investigation violations over the past ten years 

Violations of Internal Oversight Guidelines 

The first category of Niolaiion occurring with the most frequency involved the FBI's 
failure to comply with internal oversight guidelines for conducting investigations This 
type of violation ultimately resulted in investigations 
iKcurring without any meaningful oversight from either 
F BI Headquarters or the lOB Of the reports filed with the 
lOB. violations of oversight guidelines accounted for over 
a third of all FBI violations 

The Attorney General Guidelines for FBI National 
Security investigations and Foreign Intelligence 
Collection (NSIG)*'* set forth various reporting rules, 
investigative requirements, and classification regulations 
for FBI agents to follow when conducting intelligence 
investigations.*^ Originally (.ssued in 1976 in the wake of the Church Committee s 
revelations of frequent and serious FBI violations of citizens' rights, the Guidelines (ask 
the Attorney Genet^al with ensuring dial all government intelligence operations occur 
with sulTlcient oversight and within the bounds of the Constitution and other federal 
laws For example, the NSIG requires that, upon initialing a new intelligence 
investigation, an agent report the investigation to FBI Headquarters within a specified 
period CHher guidelines set requirements for annual reporting of investigations, for 
information sharing practices between agencies, and depending on the stage of the 
investigation and the level of interna) authorization — for the investigative techniques 
FBI agents may use Broadly, the Guidelines are intended to protect American citizens' 
constitutional rights from intrusive and ovencaching intelligence investigations. 

In 2006. Department of Justice Inspector General Glenn Fine reported to Congress on 
FBI compliance with the Attorney GeneraTs Guidelines for Domestic Investigations, a 


When the F8t fails 
to comply with its 
own internal 
guidelines there 
can be no 
meaningful 
oversight. 
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distinct set of guidelines from the NSIG governing FBI domestic investigations The 
OIG investigation revealed “significant non-compliance with the Guidelines**'* Finn's 
analysis demonstrates that the FBI's non-compliance extends to the NSIG, as well, the 
FBI frequently violated its own internal oversight protocols for national security and 
intelligence investigations These violations ranged from a failure to submit notification 
of the investigation of a US person to FBI Headquarters for three years.'* to a failure to 
report a violation within H days of its discovery.*^ to continuing to investigate a US 
person when the authority to do so hud expired In all cases involving violations of the 

NSIG, though, the FBI 
only reported to the lOB 
when it determined the 
agency's ability to 
superx'ise the 

investigation had been 
' 'sHhskwnal/) * i m pai red ** 


In a 2005 ^^ashmfilon Post article, a senior FBI official dismissed the ses erity of this type 
of violation, noting that the **vast majority of the potential [violations] reported have to 
do with administrative timelines and lime frames for renewing orders**^ But these 
guidelines are much more than mere “administrative timelines ** the NSIG exists in order 
to prevent inieiligence agencies from invoking “national security** to monitor citizens 
engaging in constitutionally protected activities ~ exatily the type of monitoring the FBI 
was engaging in at the time ^ 

Taken together, the FBI's disregard for its own internal oversight requirements and the 
Bureau's failure to timely report violations to the lOB undermined tlie safeguards 
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established to protect dvU liberties violations from occurring — the precise object of bull] 
theNSIG and the iOB 


Abuse of National Security Letters 

In the reports disclosed to EFF. the second type of violation occurring with the most 
frequency involved FBI abuse of National Security Letters These violations accounted 
for almost onc-third of all reported violations. National Security Letters, or NSLs, are 
secret administrative stibpoenas used by the FBI to obtain records from third-pariies 
without any judicial review While NSLs have existed since the lale>IQ70s. the USA 
PATRI01 Act greatly expanded the intelligence community's authority to issue NSLs 
Dunng the course of a terrorism or counterintelligence inv estigation. NSLs can be used to 
obtain just three types of records II) subscriber and "toll billing information” from 
telephone companies and “electronic communications services;”^^ (2) financial records 
from banks and other financial institutions.^*' and (3) consumer identifying information 
and the identity of financial institutions from credit bureaus 

The FBI's systemic abuse of NSL.s has been well-documented 
— both by Justice Department investigations and through 
litigation and scrutiny of FBI practices by BFF As noted 
above, in reports from 2007 and 2008. the Inspector General 
found that between 2003 to 2006» the FBI may have 
committed as many as 6.400 violations of the FBI's NSL 
authority According to the 2008 Report, from 2003 to 2006. 
the FBI issued nearly 200,000 NSL requests, almost 60% of the 49,425 requests issued in 
2006 were for investigations of U S citizens or legal aliens ^ 


The FBI issued 
nearly 200,000 
NSL requests 
between 2003- 
2006, 
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[iarlicr scrutiny of FBI practices by EFF also revealed abuses of the Bureau’s NSL 
authonty Documents obtained in a response to a 2007 EFF FOIA request showed that 
the FBI issued an NSL to North Carolina State University to obtain educational records, 
in clear violation of the FBI’s statutory authority EFF also filed a lawsuit challenging 
the legality of an NSL issued by the FBI to the Internet Archive The government 
formally withdrew the NSL request in 2008 ” 

Analysis of the FBI's lOB reports released to EFF shinv that the Bureau committed 
violations involving NSLs for telephone and electronic communications records twice as 
often as it did for ftnancial and credit records. While the FBI has publicly disclosed the 
louil number of NSLs issued annually/' the Bureau has refused to release the frequency 
with which the three individual types of NSLs issued However, if the rate at which the 
FBI's NSL violations occurred is an indicator of the frequency with which the three types 
of requests were issued, then, on average, the FBI likely issued approximately 25.000 
NSL requests for telephone and electronic communications records. 12.500 requests for 
financial records, and 12,500 requests for credit information aniuially from 2003 to 2006 

Perhaps most startling, however, was the frequency with which companies receiving 
NSLs — phone companies, internet providers, banks, or credit bureaus — contributed to 
the FBI's NSL abuse In over half of all NSL violations reviewed by EFF. the private 
entity receiving the NSL either provided more information than requested or turned over 
information without receiving 
a valid legal justification from 
the FBI Companies were all 
too willing to comply with the 
FBI’s requests, and — in many 
cases — the Bureau readily 
incorporated the over- 
produced information into its 
investigatory databases 


For example, in a violation reported in 2006. the FBI requested email header information 
for two email addresses used by a U S person In response, the email service provider 
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returned two CDs containing the full conicnl of all etnaiU in the accounts The FBI 
eventually (and properly) sequestered the CDs. notiHcd the email provider of the 
overproduction, and rc-issued an NSL for the originally requested header information, 
but. in response to the second NSL. the email provider itgahi provided the FBI with the 
toll content of all emails in the accounts. 

Compounding the service providers* problematic oxer-disclosure, the scope of the FBFs 
authority to issue NSLs for electronic transactional records rests on unsettled and unclear 
legal grounds The FBI's NSL authority under the Electronic Communications Privacy 
Act (ECPA) allows the government to issue NSL.s to traditional telephone service 
providers for non-content subscriber information and loll billing records — essentially, 
the name, address, length of service, and local and long distance call records?^ ECPA 
also provides the authority to issue NSLs for “electronic communications transactional 
records However, the csoct scope of this remains unclear according to the DOJ, 
'^electronic communications transactional records" include “those categories of 
information parallel to toll billing records for ordinary telephone service What. 

esactly, “those categories of infonnation" constitute — 

possibly including, for example, email “header" 
information, IP addresses. URLs, or other information — 
remains unclear 

Third-parties not only willingly cooperated with FBI NSLs 
when the legal justification was unclear, however they 
responded to NSLs without any legal justification at all In 
one instance, when requesting financial records from a bank 
under the Right to Financial Privacy Act, the FBI used 
language and statutory citations from ECPA — a statute 
entirely unrelated to financial records — for its legal authority, nevertheless, the financial 
institution complied with (he FBI’s legally deficient request In another series of 
violations, the FBI improperiy requested and received hill credit reports on subjects of 
counterintelligence investigations.^’' The Fair Credit Reporting Act. the statute providing 
FBI authority to request credit information using an NSL. however, only provides that 
authority in terrorism investigations^^ In other violations, the FBI failed to certify, as 


Third parties, such 
as financial 
institutions or iSPs, 
responded to NSLs 
that lacked any 
legal Justification. 


“.Sci* lgU.se § 270^)131 

See Dep^nmem of Justice, Omcc of Legal Counsel. Requests for Infonnation under the Elcctromc 
Communications Pnvocy Act tNo\cmbcr2<KiKi at 3 n. 3 . miUlnMeni 
http /MifS-w ras.org/irp/aeency/doj/olc/cGpa pdf 
‘ FBI lOB Report 2(Hi7-7lH. Appendix 5 
*FBI lOB Report I, Appendix 6. 

“^See l5U.se § K'KUv). 


Elaerronte I rnntiar Foundation 


9 


VWWEFFTWC 



45 


requii^ by slalute, that Uie NSL was relevant to a tcfrorism investigation and not being 
(iscd to investigate conslitutionaily protected activities Again, despite the deiiciency of 
the request, the third-party complied with the FBI's NSL 

The FBI’s abuse of its NSL power has garnered much of the attention in the debate over 
the FBI's abusive intelligence practices What has fHJt received as much attention, 
however, is the unwillingness of companies and organizations to guard their clients’ and 
users’ sensitive, personal information in the face of these NSL requests — whether the 
request was legally justifiable or not Undeniably, if the FBI had complied with the law. 
the vast majority of NSL violations would never have ocairred Nevertheless, many of 
the businesses and organizations with which Americans trust their most private 
information are not applying any scrutiny to unjustifiabie requests from the FBI and are 
not responding to valid requests in a responsible manner 


Violations of the Constitution, FISA, and Other Legal Authorities 

The third category of FBI inteliigcnce violations reported to the lOH. accounting for 
almost 20% of all reports, are violations of the Constitution, (he Foreign Intelligence 
SurN'eiilancc Act (FISA), and other federal law.s governing criminal investigations and 
intelligence-gathering activities. The first two types of intelligence violations committed 
by the FBI — violations of the NSIG and NSL abuse — were readily susceptible to 
categorization these violations occurred with great frequency, and the violations were 
often repetitive and largely similor On (he other hand, violations falling into the third 
category were, in general, unique, and often tlagiani. violations of a variety of legal 
authorities 

Violations falling into 
this third category were 
consistently the most 
brazen and egregious 
violations For example, 
in two separate incidents, 
the FBI rcpuiled to the 
lOB that its agents had 
made false statements in 
written declarations to 
courts^* Another reported violation involved the FBI’s use of improper evidence to 
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obtain grand jury subpoenas. Other violations involved FBI’s use of a target’s username 
and password to access and download account information'^'^ and a warrantless search of 
password-protected files. 

Of the reports reviewed by EFF, however, this type of violation was also generally the 
most redacted. One four-page report (on average, most reports are only one or two 
paragraphs) is almost entirely redacted, with the exception of one paragraph that notes the 
“scope of [the FBI agent’s] alleged offenses” warranted reporting to the lOB: the three 
pages detailing the offenses, however, are almost entirely redacted. Moreover, solely 
from the documents provided to EFF, it is evident that the FBI is withholding information 
on an inconsistent and arbitrary basis. For example, one lOB report, which details the 
issuance of NSLs without proper authority in the wake of the attacks on September l lth, 
was inadvertently included twice in the FBI’s document release: one is nearly entirely 
redacted, the other, almost entirely free from redactions.'*^ Numerous documents 
throughout the FBI’s release provide similar evidence of the agency’s inconsistent and 
arbitrary practice of redacting and withholding documents.'*^ 

While the reports documenting the FBI’s abuse of the Constitution, FISA, and other 
intelligence laws are troubling, EFF’s analysis is necessarily incomplete: it is impossible 
to know the severity of the FBI’s legal violations until the Bureau stops concealing its 
most serious violations behind a wall of arbitrary secrecy. 


TOTAL NUMBER OF VIOLATIONS FROM 2001 TO 2008 


Both the frequency and type of violations revealed in the FBI’s release to EFF are 
staggering. At a minimum, these documents already demonstrate the need for greater 
accountability and improved oversight mechanisms for American intelligence agencies. 
Yet, at the same time, the FBI continues to withhold critical information on the 
circumstances, rate of occurrence, and severity of these violations. And, if past 
experience is any guide, it is likely that the FBI is either withholding or failing to report 
many violations altogether. 


FBI lOB Report 2002-72. Appendix 8, FBI lOB Report 2002-74, Appendi.\ 9. 

FBI lOB Report 2005-03, Appendix 10. 

FBI lOB Report 2007-1693, Appendix 11. 

FBI lOB Report 2006-224. Appendix 12. 

FBI TOB Report 2008-255. Appendix 1 3. 

FBI lOB Report 2001-69, Appendix 14. 
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In ihe absence of robujit auditing and full disclosure from the Bureau, the only method for 
approximating the scope of the FBI's abusive intelligence practices is to extrapolate from 
information contained within these releases and public statements made by govemnieni 
officials The lOB reports, themselves, provide some insight into the sheer number of FBI 
intelligence violations In previous litigation, EFF foug;hl the FBI to release the lOB 
matter numbers that accompany every lOB report While not every lOB "matter" is 
ultimately reported to the lOB, the numbers provide some indication 
of the number of violations investigated by the FBI Based on lOB 
matter numbers on the reports released to EFF, it is clear that, at 
minimum, the FBI investigated approximately 7,000 instances of 
alleged misconduct from 2001 to 2008. 

The actual number of violations that occurred from 2001 to 2008. 
however, is likely much higher The Inspector General has 
acknowledged that as many a.s 6,400 potential NSL violations may 
have occurred between 2003-2006;'“ if the proportion of violations 
released to EFF is representative of all FBI intelligence violations during that time period, 
then the number of Utial violations during that four year time-period may have lopped 
17.000 — or an average of 4,250 serious intelligence violations per year In the nine 
yeans since 2001 , EFF estimates that total could approach 40.000 possible violations ^ 


The number of 
FBI intelligence 
violations since 
9/1 i could 
approach 
40,000. 


CONCLUSION 

From 2001 lo 2008, the FBI frequently and flagrantly violated laws intended to check 
abusive intelligence investigations of American citizens While many believed Ihe era of 
abusive FBI practices would end with the Bush Administration, there is little evidence 
that President Obama has taken significant measures to change pa.st FBI practices Two 
years into his term, the President has not publicly disclosed any appointmen(.s to the lOD. 
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and his campaign promise of unprecedented transparency within the executive branch has 
gone largely unfulfilled — especially within the intelligence community. 

Congress, however, has an opportunity to remedy these abuses: portions of the USA 
PATRIOT Act expire in late February, and a bill has already been introduced in the 
House of Representatives to reauthorize it. Instead of simply rubber-stamping the 
intelligence community’s continuing abuse of American’s civil liberties, Congress should 
seize this opportunity to investigate the practices of the FBI and other intelligence 
agencies, and to demand greater accountability, disclosure, and reporting from these 
agencies. Until then, the FBTs pattern of misconduct will continue. 


For finiher information on this Report, contact Mark Rnmold, mark'cC^eff '.org, or Jennifer 
lynch, ienCfeff.org. 
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Appendix 1— lOB Report 2007-1402 
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Appendix 2— lOB Report 2001-46 
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Appendix 4— lOB Report 2006-246 
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Appendix 5— lOB Report 2007-71 8 
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Appendix 6— lOB Report 2004-80 
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Mr. Sensenbrenner. Mr. Fein? 

TESTIMONY OF BRUCE FEIN, CAMPAIGN FOR LIBERTY 

Mr. Fein. Thank you, Mr. Chairman and Members of the Sub- 
committee. 

I would like to amplify on my prior colleague’s statement about 
liberty and go back to first principles, because I think we have 
turned them on their head in discussing the PATRIOT Act, na- 
tional security, and otherwise. 
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Now, as Thomas Paine who wrote, “It’s the duty of the patriot 
to protect his country from his government,” and it is in that spirit 
I wish to address the PATRIOT Act, because it seems to me its fun- 
damental principles are upside down. 

This country’s bedrock birth certificate was placing the liberty of 
the individual above the powers of government. The Declaration of 
Independence, we are all born with unalienable rights. We are en- 
dowed with our Creator with a right to liberty. And the purpose of 
government is to secure those rights. The purpose of government 
is exhausted after it secures those rights. 

And these were not marginal to the fight for our independence 
from Great Britain. James Otis in 1761 deplored the British gen- 
eral writs of assistance because they did not require probable cause 
or particularity in searching persons’ homes. And it was John 
Adams who said that was the bell that sounded the independence 
march of the United States of America. And it’s Patrick Henry who 
is noted for saying, what, “Give me liberty or give me death,” not 
give me liberty, but give me bigger government to protect my lib- 
erty. 

And I underscore these things to emphasize that where you start 
in asking the question determines where you end nine times out 
of 10, why that is so important. And the Founding Fathers did not 
cherish the right to be left alone just as an intellectual abstraction. 
It was Justice Louis Brandeis who wrote in 1928, “The architects, 
the makers of the Constitution, venerated man’s spiritual nature, 
his moods, and his intellect. They sought to protect Americans in 
their beliefs, their attitudes, seclusions, and challenges to conven- 
tional wisdom. They crown citizens with the right to be free from 
government encroachments, the hallmark of every civilized soci- 
ety.” And he concluded, “Every unjustifiable intrusion by the gov- 
ernment upon the privacy of the individual, whatever the means 
employed, must be deemed a violation of the Fourth Amendment.” 

Now, it is has been said by many, well, where are these court 
decisions, saying the PATRIOT Act is unconstitutional. There have 
been a few, but I can see there are few. But the Supreme Court 
and courts err. In the opinion I was quoting from Justice Brandeis, 
the court then held conversations were not even protected by the 
Fourth Amendment, that the government could wiretap and surveil 
free from any restraints because conversation was not in the text 
of the Fourth Amendment that addressed persons, houses, papers, 
and effects. Thirty-nine years later, the Supreme Court reversed. 

And we all remember it was this body in 1988 told the Supreme 
Court during World War II, they got it wrong when they said, you 
could use race-based concentration camps for Japanese-Americans. 
Courts can get it wrong. The Supreme Court itself has reversed 
perhaps 200 times bedrock constitutional principles. So, we should 
not be complacent with the fact that, well, where are the courts out 
there? 

Moreover, there are reasons why there would not be a plethora 
of suits challenging the PATRIOT Act. Number one, a former attor- 
ney general said, to criticize the Act was to aid and abet enemies 
in terrorism. There is a climate out there that if you challenge the 
government on the PATRIOT Act, you are then unpatriotic. You 
then deserve a opprobrium, and that has been true with many who 
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defended those who were detained at Guantanamo Bay. That is not 
the United States of America that was born in 1776. Remember 
John Adams? He defended the British soldiers accused in the Bos- 
ton Massacre. He defended them. He did not say, well, this is time 
when we have to be angry at Great Britain. Due process is out the 
window. That explains why you do not have a mushrooming num- 
ber of lawsuits, aside from the fact that in intelligence collection, 
the target of the investigation is never alerted as they are in a 
Title III case. How would they know that there is a violation? 
There is just a huge database, and the fact that the database exists 
is an abuse of itself 

Now, I want to address specifically the idea, the need to gather 
just intelligence on Americans because need to protect against 
international terrorist. Harlan Fiske Stone was appointed attorney 
general in 1924. He was later appointed Chief Justice of the United 
States, and he shut down all — all — of the FBI’s intelligence collec- 
tion methods. He said, we have to limit this to law enforcement 
only. There had been abuses. He styled what the Bureau is doing 
as tyrannical. So, that is a red herring, in my judgment. 

The United States lived securely for over 100 years without just 
intelligence collection in databases, and I think we can do that 
today. Probable cause to suspect of crime or the discovery of evi- 
dence of crime? Of course the government can seek that kind of evi- 
dence. But this is a free country, and the fact that we have limited 
government, just as Robert Jackson said, does not mean we have 
weak government. And this is very important. Justice Jackson, of 
course, was a prosecutor at Nuremberg in addition to being on the 
United States Supreme Court. And if you would indulge me, let me 
read his opinion here, because I think 

Mr. Sensenbrenner. The gentleman’s time has expired. 

Mr. Fein. All right. Well, thank you. 

[The prepared statement of Mr. Fein follows:] 
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Mr. Chairman and Members of the Subcommittee: 

I am grateful for the opportunity to speak on behalf of the Campaign for Liberty 
about tlie USA Patriot Act. Provoked largely by the gmesome abominations of 9/1 1, the 
legislation was bom of fear and rmcertainty from abroad. Fear, however, is the formt of 
tyraimy . James Madison, father of the Constitution, warned centmies ago in opposing the 
tyi'aimical Alien and Sedition Acts of 1798: “Perhaps it is a miiversal tmth that tire loss 
of libeify at home is to be charged to provisions against danger real or pretended from 
abroad.” At the constitutional convention of 1787, Madison similarly recognized the 
inclination of govenunent to wave a bamier of foreign danger to excuse tire destinction of 
domestic liberties: “The means of defence agst. foreign danger, have been always the 
instruments of tyraimy at home. Among the Romans it was a standing maxim to excite a 
war, whenever a revolt was apprehended. Throughout all Europe, the armies kept up 
under the pretext of defending, have enslaved the people.” 

The 342-page USA Patriot Act passed without inquuy into whether arming the 
government with muscular investigatory tools justified the corresponding intensions on 
the right to be left alone — the right most valued by civilized people. The Patriot Act was 
portrayed as a necessary defense against foreign agents and international terrorists. 
Citizen liberties were relegated to extras in a Cecil B. De Mille cinematic extravaganza 

Despite the good intentions of its architects, the Patriot Act betrays bedrock 
constitutional principles. The individual is the center of the Constitution’s universe. 
Aggrandizing government is the center of the Patriot Act. The Constitution salutes 
freedom and citizen sovereignty over absolute safety and citizen vassalage. The Patriot 
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Act turns that hierarchy on its head. Where experience and facts are inconclusive as 
regards the need for government authority, the Constitution’s default position is liberty. 
Under the Patiiot Act, if a threat passes a microscopic threshold of danger, a Big Brother 
government is exalted, a descendant of the 1% doctrine. The authorization of “lone wolf’ 
surveillance under the Foreign Intelligence Surveillance Act (FISA) is exemplary. It has 
never been employed, yet it is defended as a cornerstone of the nation’s defense against a 
second edition of 9/ 1 1 . 

The Alien Act of 1798 was similar. It answered political or popular fears of 
French immigrants. The President was empowered to deport miilaterally any immigrant 
thought “dangerous to the peace and safety of the United States.” During its two-year 
life, the President never once invoked the Act’s deportation authority. Congress sensibly 
declined to renew it. 

The makers of the Constitution venerated man’s spiritual nature, his moods, and 
Iris mtellect, to boiTow from Justice Louis D. Brandeis. They sought to protect 
Americans in their beliefs, their attitudes, their seclusions, and their challenges to 
conventional wisdom. They crowned citizens with the right to be left free from 
government errcroaclrmerrts, the halhnark of every civilized society. To protect tlrat right, 
Justice Brandeis sermonized, “[EJvery rmjustifiable intrusion by the Government upon 
the privacy of the individual, whatever the means employed, must be deemed a violation 
of the Fomth Ametrdmerrt.” The Patriot Act, rrevertheless, shrivels tire right to be left 
alone from Government snooping and surveillance. It sneers at Benjamin Franklin’s 
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Moreover, extra-constitutional reasons explain the dearth of court challenges. The 
lion’s share of information sought under the Patriot Act is aimed at third parties, not the 
target of surveillance or investigation. The fonner have little or no incentive to incur the 
legal costs and public opprobrium inherent in fighting the government. In addition, many 
recipients of Patriot Act demands, like telecommunications companies or banks, are 
motivated to cultivate govermnent goodwill to preseive contracts or friendly regulatoiy 
relations. The government has also sought to stigmatize any opponent of the USA Patriot 
Act as semi-traitorous or un-American through its title or otherwise. Then Attorney 
General Jolm Ashcroft decried its critics as “aiding and abetting teiTorists.” But in the 
true Republic created by our Founding Fathers, the people censure the government; the 
government does not censure the people. Finally, the vast majority of victims of illegal 
or unconstitutional surveillance under FISA are never informed of the spying. They do 
not know the government has compiled a dossier against them. 

In light of tlie hostility toward Patriot Act dissenters generated by tlie Govenuneiit 
and general concealment of violations, the diminutive number of federal court cases is 
readily understandable. Why bring a lawsuit and risk losing your neighbor, your friends, 
yom' job, and your public standmg? It might equally be said in defense of Inn Crow that 
“separate but equal” must have been benign because so few blacks initiated lawsuits 
seeking its reversal (at the risk of their homes, families, ostracisms, and lives). 

At least one Member of Congress has insmuated that a constitutional violation is 
harmless as long as the Government conceals the violation fiom the victim, for example, 
an unconstitutionally seized and retained email or phone call. That assertion seems first 
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cousin to the nonsense that government assassinations are innocuous if the victims are 
never acknowledged and their bodies are never found. 

Every Foundmg Father — every Member of the Constitutional Convention of 
1787 — would have been appalled at the Patriot Act. They were electrified by patriot 
James Otis’ denunciation in 1761 of villainous Writs of Assistance — general search 
warrants which empowered petty officers to mvade privacy and liberty on bare suspicion 
without oath. Otis elaborated: “It appears to me the worst instrument of arbitrary power, 
the most destructive of English liberty and the fundamental principles of law that ever 
was found in an English law book...Eveiy one with this writ may be a tyrant; if this 
commission be legal, a tyrant in a legal manner, also, may control, imprison, and murder 
any one within the realm.” Patriot John Adams was awed, and remarked, “[T]hen and 
there was the first scene of the first act of opposition to the arbitrary claims of Great 
Britain. Then and there the child Independence was bom.” 

The spirit of the Fourth Amendment was shnilarly captured in William Pitt’s 
forceful address to the British Parliament which reverberated throughout the American 
colonies: “The poorest man in his cottage may bid defiance to all the force of the crown. 
It may be frail — its roof may shake — tlie wind may blow tlnough it — the stonn may 
enter — but the King of England cannot enter. All his force dares not cross the threshold 
of the ruined tenement.” 

The Patiiot Act was misnamed. Thomas Paine lectured: "It is the duty of the 
patriot to protect his country from its government.” Accordingly, the true patriots of the 
Constitution and the Republic are the “band of brothers” who stood or are standing in 
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opposition. They understand that the secret of happiness is freedom. And the secret of 
freedom is the courage to accept risk as inherent to an enlightened and civilized 
existence. Proponents of the Patriot Act acted firom weakness, not strength. I do rrot, 
however, question their motives. They are all honorable men and women. But as Justice 
Brandeis presciently observed: “Experience should teach us to be most on our guard to 
protect liberty when the Government’s purposes are beneficerrt. . .The greatest darrgers to 
liberty lurk in insidious encroachment by men of zeal, well meaning but without 
understanding.” 

Presiderrt John F. Kemredy taught, “Two thousarrd years ago, the proudest boast 
was “civis Romanus sum.” Today, among the disciples of liberty, the proudest boast 
should be, “1 am an American.” On Gettysburg battlefield, seven score and eight years 
ago, President Lincoln noted that our forefathers “brought forth upon this continent a new 
nation, conceived in Liberty....” Repealing the Patriot Act would honor what they so 
irobly begot. 

Persons are bom with tmalienable rights to liberty. Liberty for its own sake is the 
definition of America. Lectures that only citizens with something to hide would balk at 
invasions of liberty are counter-constitutional and un-American. The whole pmpose of 
the Fourth Amendment is to saddle government with a heavy burden of demonstrating by 
indisputable evidence a compelling need to disturb the domain of any citizen before 
crossing liis thi'eshold. Non-particularized rovhig wiretaps justified to prevent 
surveillance targets from outfoxing the government miss the point. Making the 
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convenience of law enforcement or intelligence collection subservient to liberty is the 
Amendment’s whole purpose. 

The Government has been endowed witli Patriot Act authorities for a decade — 
ample time to prove their indispensahility to national security. Every provision should he 
repealed forthwith absent proof by the executive that but for the authority coirferted an 
act of irrtenratiotral tertorism would have succeeded. If the evidence is vague or 
inconclusive, the Constitution’s default position favoring liberty dictates repeal. 

Authorizing government to collect intelligence on citizens for non-law 
enforcemerrt ptrrposes offends tire spirit if trot the letter of tire Fourtlr Amerrdmerrt. 
Spying for domestic security predictably mushroomed during World War I and its 
aftermath fueled by the “Red Scare.” President Calvin Coolidge appointed Harlan Fiske 
Stone as Attorney General in 1924. Stone was later appointed Chief Justice of the United 
States. His signatme achievement was to terminate investigations or intelligence 
collectiorr by the Bmeau of Irrvestigation, except for law enforcement. Storre observed, 
"The organization was lawless, maintaining many activities which were without any 
authority in federal statutes and engaging in many practices which were hrutal and 
tyramrical in the extreme.” He asked for the resignation of the Brtreau Director William 
J. Bitrns, former head of the Brrms Detective Agency, and directed that the activities of 
the Bureau "be limited strictly to investigations of violations of law, under my direction 
or under tire direction of atr Assistarrt Attorney General regularly corrductirrg the work of 
the Department of Justice." 
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Citizen loyalty and love for the United States is the mainstay of national security. 
It is fostered by the Government’s scrupulous adherence to constitutional limitations and 
restraints, not by coercion or suspicion that every citizen could be a Benedict Arnold. As 
World War 11 raged, Justice Robert Jackson observed: “Government of limited power 
need not be anemic goveiiunent. Assurance that rights are secure tends to diminish fear 
and jealousy of strong goveiiunent, and by making us feel safe to live under it makes for 
its better support. Without promise of a limiting Bill of Rights it is doubtful if our 
Constitution could have mustered enough strength to enable its ratification. To enforce 
those rights today is not to choose weak goveiiunent over strong government. It is only to 
adhere as a means of strength to individual freedom of mind in preference to officially 
disciplined uniformity for which history indicates a disappointing and disastrous end.” 

Patriot Act defenders argue that the absence of “bodies on the sidewalk” proves its 
respect for the Constitution and civil liberties. The argument misconceives the 
fmidamental premises of America. Every citizen is bom with tire unalienable right to be 
left alone. Government is instituted to seciue that right, not to cripple it. Government in 
the United States, as opposed to the People’s Republic of China, has no business 
collecting or retaining infonnation about citizens without “probable cause” to believe that 
a crime has been or will be committed by a target who is identified with “particularity; or, 
that a particularized search will unearth evidence of crime. Each and every Patriot Act 
investigatiorr irrvolving citizerrs triggered by less than probable cause or irrvolving norr- 
particulaiized targets or searches is an abuse of government power. At present, the 
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number of victims probably exceeds one million, including recipients of National 
Security Letters or targets of section 2 1 5 surveillances. 

Section 206 of the Patriot Act authorizing roving wiretaps to collect foreign 
intelligence; section 215 authorizing orders to seize any “tangible thing” like books or 
computer hard drives to protect against international terrorism or clandestine intelligence 
activities; section 505 authorizing National Security Letters to seize customer records of 
financial institutions, credit bureaus, and telecommunications providers by the 
government’s assertion of relevance to preventing international terrorism or clandestine 
intelligence activities; and, section 6001 of the Intelligence Reform and Terrorism 
Prevention Act of 2004 authorizing surveillance against hypothetical “lone wolf’ 
international terrorists are all abusive of citizen liberty because they encroach on the right 
to be left alone without probable cause to believe the target is implicated in crime. 

Since 9/11, the nation has witnessed approximately 170,000 murders. But that 
ghastliness has not provoked the suspension of habeas corpus or civil liberties in a quest 
for absolute safety. The Supreme Court lectured in United Stales r^. United States District 
Court, 407 U.S. 297, 314 (1972); “The price of lawful public dissent must not be a dread 
of subjection to an michecked surveillance power. Nor must the fear of unauthorized 
official eavesdropping deter vigorous citizen dissent and discussion of Government 
action in private conversation. For private dissent, no less than open public discourse, is 
essential to our free society.” 

The Patriot Act, in isolation, is no mortal blow to the Constitution. But James 
Madison instructed: “It is proper to take alarm at the first experiment upon our liberties. 
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We hold this pradent jealousy to be the first duty of citizens and one of the noblest 
characteristics of the late Revolution. The freemen of America did not wait till usurped 
power had strengthened itself by exercise and entangled the question in precedents. They 
saw all the consequences in the principle, and they avoided the consequences by denying 
the principle. We revere this lesson too much . . .to forget it.” 

Many argue that the Constitution is an unaffordable luxury m confronting the 
danger of A1 Qaeda. The Supreme Court’s answer in lix Parle Milligan (1866) is 
unanswerable: “The Constitution of the United States is a law for rulers and people, 
equally m war and in peace, and covers witli the shield of its protection all classes of 
men, at all times, and under all circumstances. No doctrine, involving more pernicious 
consequences, was ever invented by the wit of man than that any of its provisions can be 
suspended during any of the great exigencies of government. Such a doctrine leads 
directly to anarchy or despotism, but the theory of necessity on which it is based is false; 
for the govenunent, witliin the Constitution, has all the powers granted to it, which are 
necessary to preserve its existence. . . 

^ Violations of the Patriot Act compound die abuse inherent in investigations without probable 
cause to suspect crime. Estimating dicir frequency is problcmalic. Implementation of lire Act is shrouded 
in secrecy; and, die involved parties have little incentive to disclose compounded abuses. The absence of 
public documentation of a single sanction against a government official despite thousands of violations 
publicly reported by the Inspector General of the Depardnent of Justice is worrisome. 

The climate of antagonism towards liberty fostered by the Patriot Act has facilitated abusive 
application, as chronicled below'. 

A. Brandon Mayfield, Brandon Mayfield is an attorney, a veteran of the United States Army, a 
Muslim, and a United States citizen. The government aggressively investigated him under the Patriot Act 
for alleged complicity in the March 11, 2004 bombings of several commuter trains in Madrid, Spain. 
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despite definitive exculpatory' evidence supplied by the Spanish National Police. He was detained for two 
weeks. He was subject to electronic surv'eillance with no showing of probable cause to believe he was 
complicit in crime. His home was repeatedly invaded and scoured. He was consistently followed, and his 
"shared and intimate” rooms were ^'bugged.” Personal information obtained as a result of the 
investigation was shared among several intelligence agencies and stored in government databases. 

B, Sami Al-Hussayen, Sami Al-Hussayen was known to his Moscow, Idaho community as a 
family-oriented father of tlircc who, shortly after tlic Sept. 1 1 attacks, organized a blood drive and a 
candlelight vigil that condemned the attacks as an affront to Islam. The government investigated and 
detained him for providing "expert advice or assistance” to international terrorists outlawed by a Patriot 
Act amendment to 18 U.S.C. 2339. His alleged crime was volunteering to use his computer skills to mn 
Websites for a Muslim charity. While the charity generally promoted peacefiil religious teachings, 
prosecutors alleged that buried deep within the Web sites were a handful of violent messages — written 
by others — encouraging attacks on the United States and donations to terrorist organizations. Al- 
Hussayen was eventually' acquitted of all terrorism-related charges. 

C. Tariq Ramadan. Tariq Ramadan is an Oxford University' professor and a leading Muslim 
scholar who advocates the peaceful integration of Muslim values and western culture. His lectures 
include a discussion on "Why Islam Needs a Feminist Movement” and ‘'Muslim Democrats in the West 
and Democratization in the Muslim World: Prospects for Engagement.” In August 2005, at the invitation 
of Prime Minister Tony Blair, Professor Ramadan accepted an invitation to join a U K. government 
taskforce to examine the roots of extremism in Britain. 

Professor Ramadan has been a consistent critic of terrorism and those who use it. In October 
2001, Professor Ramadan publicly deplored the September 11 attacks, saying to fellow Muslims, "Now 
more than ever we need to eriticizc some of our brothers ... You arc unjustified if you use the Koran to 
justify murder.” Professor Ramadan publicly condemned llic kidnapping of two French journalists in Iraq 
in August 2004; die attacks on Jewish synagogues in Istanbul in November 2003; and die terrorist 
bombing in London in July- 2005. 

In January 2004, Professor Ramadan was offered a tenured position as the Henry' R. Luce 
Professor of Religion, Conflict and Peacebuilding at the University’ of Notre Dame’s Joan B. Kroc 
Institute for International Peace Studies. Professor Ramadan was granted a specialized nonimmigrant 
visa on May 5, 2004, but on July 28, just nine days before Professor Ramadan and his family were to 
move to Indiana, he was informed that his visa had been revoked. Professor Ramadan was not directly 
provided an explanation for the revocation and neither Professor Ramadan nor the University' of Notre 
Dame has ever received a written explanation. At a press conference on August 25, 2004, however, Russ 
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Knocke, a spokesman for the Immigration and Customs Enforcement division of the Department of 
Homeland Security, cited the ideological exclusion provision of the Patriot Act as the basis for the 
revocation. 

D. Wiretapping of Children, After FOTA requests and a review of FBI responses, the 
Electronic Frontier Foundation discovered that, in 2005, FBI Agents devoted five consecutive days to 
monitoring the telephone conversations of two "young children'' under a roving wiretap mandate. 


Mr. Sensenbrenner. Mr. Mullins? 

TESTIMONY OF ED MULLINS, PRESIDENT, 
SERGEANTS BENEVOLENT ASSOCIATION OF NEW YORK 

Mr. Mullins. Mr. Chairman, Ranking Member Scott, and Mem- 
bers of the Subcommittee, thank you for having me here today. I 
am here as the head of a police labor organization representing my 



84 


members and their family. I also speak with the perspective of a 
sworn law enforcement officer with 30 years of experience. 

I responded to the scene of the terrorist attacks on September 
11th, 2001. I also responded in 1993 to the terrorists’ first attempt 
to topple the Twin Towers. 

I am a third generation New Yorker whose life was forever 
changed by the terrorist attacks of 9/11. These unprovoked attacks 
devastated New York City and the ranks of its fire and police de- 
partments. The 2,973 innocent men, women, and children killed on 
9/11 surpassed the death toll America suffered in the surprise at- 
tack on Pearl Harbor that triggered our entry into World War II. 

Sadly, the final casualty figures from 9/11 are not yet known. 
Those terrorist acts continue right up to the present day to claim 
the lives of more firefighters, police officers, construction workers, 
and ordinary citizens who were caught in the events of that fateful 
day. These are the people who, in the years after 9/11, have devel- 
oped debilitating illnesses and died from their exposure to the tox- 
ins released when the World Trade Center Towers collapsed. 

The James Zadroga 9/11 Health and Compensation Act, passed 
late last year to help discontinue victims, is a stark reminder that 
while justice has been served on bin Laden, innocent Americans 
continue to die and suffer as a result of his evil. 

The USA PATRIOT Act was enacted in direct response to these 
terrorist attacks for the purpose of preventing any repetition. I ap- 
preciate the chance to help clear up some of the myths surrounding 
the deliberations over whether to reauthorized three specific expir- 
ing PATRIOT Act authorities. Let me begin by setting aside the 
false clarities and simplicity that seek to impose on these delibera- 
tions. 

Reauthorizing these authorities is not a stark choice between 
whether we place a greater value on our civil liberties than our se- 
curity. It is not a choice between freedom and a police state. Let 
us not lose sight of how much alike every one of us in this room 
today really is. We share the same values. We are all Americans 
who love our country and the liberties upon which it is founded. 
We all hate seeing our fellow citizens slaughtered by bin Laden’s 
demented disciples. None of us desire or intend to extinguish lib- 
erty in the pursuit of security. We only differ as to how, not if, our 
elected representatives should strike a balance between the uni- 
versal value of protecting innocent lives from murderers and our 
uniquely American notion of individual liberty. 

Reauthorizing the three provisions set to expire later this month 
strikes the right balance. By any historical yardstick, these au- 
thorities are a measured response to an unprecedented and undeni- 
ably real threat to our Nation. A generation learned from struggles, 
the heroes of our past encountered imbalance in liberty and secu- 
rity while reacting to the unprecedented threats. We did not re- 
spond by rounding up and committing to internment camps all 
members of the ethnic and religious minorities from which the per- 
petrators of 9/11 were descended. We did not grant law enforce- 
ment wholly unprecedented powers never before entrusted to police 
on our shores. What we did was to extend the Federal agents hunt- 
ing terrorist powers analogous to those that state and local enforce- 



85 


ment have long used to investigate drug dealers, burglars, and 
other common criminals. 

In closing, let me dispel one final myth. We can let our guard 
down and permit these authorities to sunset because bin Laden is 
dead. The Pakistani Taliban, which was behind last year’s attempt 
to bomb Time Square, has vowed revenge. They have bragged, “We 
already have our people in America and are sending more.” Do not 
allow our recent success to obscure the fact that 10 years ago in 
less than 2 hours we lost more Americans at the hands of bin 
Laden’s henchman than we did almost 70 years ago on the Island 
of Guadalcanal. 

Our enemies are more desperate than ever to replicate this hor- 
ror. A generation faces an unprecedented threat from a new kind 
of foe. Still, we are very fortunate. Responding to the great crisis 
of our age does not require drafting citizens to fight. It has not ne- 
cessitated the conversion of our economy to wartime footing. There 
is no rationing of fuel, food, and other resources. Citizens are not 
even asked to buy war bonds. It is a testament to America’s 
strength that most citizens can go about their lives much as they 
did before 9/11 and delegate defeating the terrorists who declared 
war on us to a relatively small group of volunteers. 

As cops, my members are among those volunteers. We pray that 
as you debate the tools available to our Federal counterparts that 
played a critical role in this mission, they will be pragmatic in bal- 
ancing the defense of our Nation with the preservation of the free- 
doms we cherish. We hope that you will not be seduced by rigid 
ideologies that demand the sacrifice of one of the fundamental val- 
ues of another. 

As you know, this week is Police Week in our Nation’s capital. 
As we recognize all those officers who made the ultimate sacrifice, 
I beg that you do not disarm those sworn to protect you at a time 
when our enemies are bringing a renewed fervor and new tactics 
in their efforts to murder Americans. 

[The prepared statement of Mr. Mullins follows:] 
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Mr. Chairman, Ranking Member Scott, and Members of the Subcommittee; 

Thank you for having me here today to provide the perspective of local law enforcement 
concerning whether Congress should reauthorize the three Patriot Act authorities scheduled to 
sunset at the end of this month. 

1 am here as the head of a police labor organization representing my members and their 
families. I also speak with the perspective of a sworn law enforcement officer with almost 30 
years of experience. I responded to the scene of the terrorist attacks on September 1 1 , 200 1 . I 
also responded inl993 to the terrorists’ first attempt to topple the Twin Towers. I am a third 
generation New Yorker whose life was forever changed by the terrorists attacks of 9/1 1 . These 
unprovoked attacks devastated New York City and the ranks of its Fire and Police Departments. 
To put these attacks in historical perspective, the 2,973 innocent men, women and children killed 
in less than two hours on 9/i 1 surpassed the death toll America suffered in the surprise attack on 
Pearl Harbor’ that triggered our entry into World War II. It is almost equivalent to the total 
number of American troops killed in Iraq and Afghanistan over the last decade.^ 

Among the dead on 9/1 1 were 343 firefighters and seventy-two federal, state and local 
law enforcement officers, including, thirty-seven members of the Port Authority Police 
Department and twenty-three members of the NYPD. According to the 9/1 1 Commission the 
FDNY’s losses were '‘the largest loss of life of any emergency response agency in history .”^ The 
losses of the Port Authority Police and the NYPD on 9/1 1 constitute the first and second “largest 
loss of life of any police force in history.” 

Let us also not forget that the final casualty figures from 9/1 1 are not yet known. Those 
terrorist acts continue right up to the present day to claim the lives of more firefighters, police 
officers, construction workers, and ordinary citizens who were caught in the events of that fateful 
day. These are the people who in the years after 9/1 1 have developed debilitating illnesses and 
died from their exposure to the toxins released when the World Trade Center Towers collapsed. 
The James Zadroga 9/1 1 Health and Compensation Act passed late last year to help this 
continuing tide of victims is a stark reminder that while Seal Team Six has visited justice upon 
bin-Laden, innocent Americans continue to die and suffer as a result of his evil. Let us also not 
forget the many parents, children, sisters and brothers who have struggled for the last decade to 
live their lives without a child, a parent or a sibling lost on that tragic day. 

These heart-wrenching statistics are appropriate to dwell upon as we commemorate 
National Police Week. They remind us that our countrymen have died in large numbers and 
continue to die as a result of a very real war that terrorists declared upon America. They also 


’According to the National Park Sendee 2.388 niihtan’ pereonnel and civihans were killed in tire attack on Pearl 
Harbor December 7, 1 941 . hljp://\vvvw.Tips.gov/iir/ivvhp.dvwvvips.hessons/l 8ari/ona/18charis1.1Um 
^According to the iioii-proril orgaiiizalionicasualUes.org, lo dale a total of 3,063 U.S. troops liave been killed in 
Iraq and ‘‘in and around” Afghanistan (1,572 in Iraq and 1.491 "in and around Afghanistan”). 

hitp://icasuaitics.oi.g/OKF/.lndcx.aspx 

■’ Report of the National Conmussion on Terrorist Attacks Upon the United States at 3 1 1 wwiv.9' 

1 lConiinission.gov/repo rl/indcx.htm 
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remind us that although the three expiring Patriot Act authorities are tools reserved for federal 
agents, it is state and local first responders and the citizens we are sworn to protect and serve 
who will suffer most of the consequences that may be realized if these authorities expire before 
the War on Terror is won. 

The USA PATRIOT Act was enacted in direct response to the 9/1 1 terrorist attacks and 
to prevent their repetition, 1 have been dismayed to hear people avoid the serious and complex 
questions involved in the discussion of whether to reauthorize the expiring authorities by 
reverting to generalizations such as Benjamin Franklin’s statement that “[tjhose who would give 
up essential liberty to purchase a little temporary safety deserve neither liberty nor safety.” 
Reasonable minds can differ as to whether the expiring authorities, one of which cannot even be 
used against U.S. citizens, implicate what Ben Franklin and the Founding Fathers would have 
deemed “essential liberty.” No one, however, should trivialize the tragedy of 9/1 1 by describing 
efforts to prevent its repetition as a quest for “a liule temporary safety .” To those content to 
revert to sound bites divorced from the context of experience 1 counter with Abraham Lincoln’s 
admonitions that “the dogmas of the quiet past are inadequate to the stormy presenf’ and that: 

If there ever could be a proper time for catch arguments, that time surely is not 
now. In times like the present, men should utter nothing for which they would not 
willingly he re.tpon.sihle through time and eternity.^ 

Let us set aside the false clarity and simplicity that some seek to impose on these 
deliberations. My members and 1 are not timid souls begging some tyrant to take our liberties 
from us if only he would guarantee our physical safety from an imagined threat. Reauthorizing 
these expiring authorities is not a stark choice between whether some people place a greater 
value on our civil liberties than on our security. It is not a choice between freedom and a police 
state. Let us not lose sight of how much alike every one of us in this room today really is. We 
share the same values. We are all Americans who love our country and the liberties upon which 
it is founded. We all abhor seeing our fellow citizens slaughtered by bin-Laden’s demented 
disciples. None of us desire or intend to extinguish liberty in the pursuit of security. We differ 
as to how, not if, our elected representatives should strike a balance between the universal value 
of protecting innocent lives from murderers and our uniquely American notions of individual 
liberty. 


As a citizen who values his liberty as much as any other, and as a police officer who has 
witnessed the awful cost of letting one pitch from the terrorists get past us, it is my opinion that 
reauthorizing the three provisions set to expire later this month strikes the right balance. By any 
historical yardstick, these authorities are a measured response to an unprecedented and 
undeniably real threat to our nation. Our generation learned from struggles the heroes of our past 
encountered in balancing liberty with security at home in the face of unprecedented threats. We 
did not respond by rounding up and committing to internment camps all members of the ethnic 
or religious minorities from which the perpetrators of 9/1 1 were descended. We did not grant 
law enforcement wholly unprecedented powers never before entrusted to police on our shores. 
What we did was to extend to federal agents hunting terrorists powers analogous to those that 


■ Lincoln’s Second Amuial Message lo Congress December 1. 1862. 
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state and local law enforcement have long used to Investigate drug dealers, burglars and other 
common criminals who pose far less of a threat to society than bin-Laden’ s followers. 

You do not have to be a constitutional law scholar to make some observations about the 
expiring specific Patriot Act authorities that ordinary people find pretty compelling: 

There is no record of a pattern of abuse by federal law enforcement of these three specific 
authorities. 

The expiring authorities do not relate to National Security Letters, for which Congress 
did have to tighten procedures and controls. 

If abuses materialize, Congress can always make adjustments after reauthorization. 

All three of the expiring authorities require the prior approval of a federal judge 
experienced in criminal matters whose integrity, wisdom, and impartiality have been 
scrutinized by your Senate colleagues during the confirmation process. 

Under the Patriot Act it is more difficult for federal agents to get authority to use the 
investigative tools the three expiring provisions extended to federal law enforcement 
involved In terrorist cases than it is for local police officers to use similar techniques 
when looking into drug dealers or mobsters. 

Over the last decade none of the three authorities has been found unconstitutional.^ 

People like Mr. Barr and Mr. Fein play a valuable role in our society by ensuring that 
Congress does not pass laws that are on their face unconstitutional or that are used in a manner 
that violates constitutionally protected rights. For this I thank them. They keep us mindful of 
how these authorities may be abused to deprive people of their rights. But let’s be clear that 
concerns about systemic abuses of the three expiring Patriot Act authorities are a risk that has not 
yet been realized. 1 wish 1 could say the same about terrorism on American soil. 

Since 9/1 1 the United States has foiled no less that 32 terrorist plots to murder innocent 
Americans.’ While it’s been estimated that post-9//l I PATRIOT Act authorities were 
instrumental in about one-sixth of these efforts,* the nature of diligent police work makes that a 
hard thing to quantify. By its nature good police work is a mixture of the lucky-breaks that often 
accompany hard work combined with facts gathered in myriad ways that come into clear focus 
only with the application of experience and a seasoned intuition. It is tough to say just what 
ingredient in this recipe makes it work. It may differ in each case. But even if the expiring 


Mayfield V. U.S., a federal dislricl court in Oregon did rule tlial the aspects of roving wiretaps under seetion 206 
may infringe on 4* amendment rights, but tills decision w as vacated by the United States 9^’ Circuit Court of 
Appeals inMayfieklv. US, 599 F.3d 964. 970 (9"’ Cir. 2010) cerL denied, 131 S. Ct. 503. 178 L. Ed. 2d 369 (U.S. 
2010 ). 

' Ordinary’ Measures, Extraordinary’ Results: yin Assessmen I of Foiled Plots Since 9 A 1 . 
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Patriot Act authorities have been the key ingredient in stopping just one or two more 9/1 1 s, or 
one or two more Pearl Harbors, that is significant. 

The argument that since one of these authorities, the “Lone Wolf’ provision, may never 
have been used and therefore should be repealed does not make sense to me. We arm police 
officers in this country because experience and common sense show it is necessary. We do not 
take away a cop’s gun if he has failed to fire it after ten years. We rejoice that he has never had 
to do so, but require him to remain proficient and able to use his weapon if he must. 

With disclosure of plans for new plots and tactics found in bin-Laden’s lair we are 
reminded that the terrorists are still intent on replicating the nightmare of 9/1 1 . We are all 
relieved that bin-Laden is dead, but many who subscribe to his hateful, anti-American ideology 
remain. The Pakistani Taliban, which was behind last year’s attempt to bomb Times Square, has 
vowed revenge. They’ve bragged “[w]e already have our people in America, and we are sending 
more there.”'^ We should not dismiss these threats. In my experience when a crime family or a 
street gang loses its leader, there is often a competition among his surviving followers to become 
the new boss. The hallmark of such contests often takes the form of novel displays of brutality 
and cruelty that gain the perpetrator the obedience of the group. I do not see any reason to 
expect anything different from Al-Qaeda, except that instead of perpetrating their brutality on 
each other or a rival gang, they will direct it at us. As they seek to do so, 1 would argue that 
federal agents will need more and not less flexibility to adjust and respond. Do not allow our 
recent success to obscure the fact that ten years ago in less than two hours, we lost more 
Americans at the hands of bin-Laden’s henchmen than we did almost seventy years ago at 
Guadalcanal.^*’ Our enemies are more desperate than ever to replicate this horror. Do not punish 
law enforcement for the success it has had in pitching a shutout every day for the last ten years 
by assuming that this success is the result of a half-hearted effort by a foe that has given up. 

Our generation faces an unprecedented threat from a new kind of foe. We have tough 
fighting ahead. Still, we are very fortunate. Responding to the great crisis of our age has not 
required drafting citizens to fight. It has not necessitated the conversion of our economy to a 
war-time footing. There is no rationing of fuel, food, and other resources. Citizens are not even 
asked to buy war bonds. It is a testament to America’s strength that most citizens can go about 
their lives much as they did before 9-1 1 and delegate defeating the terrorists who declared war 
on us to a relatively small group of volunteers. But this strength poses a risk. This is the risk 
that the vast majority of Americans are so far removed from the exertions and exactions of this 
war that they do not fully appreciate the danger it presents or the commitment it requires. 

As cops, my members are among those volunteers who understand the risk and what 
must be done. We ask that as you debate the tools available to our federal counterparts to play 
their critical role in this mission that you will be pragmatic in balancing the defense of our nation 
with the preservation of the freedoms we cherish. We hope you will not be seduced by rigid 
ideologies that demand the sacrifice of one of these fundamental values for the other. As you 


^ Threat of Revenge Emerges After bin Laden Killed (May 3, 2011) www.knax-coiii/news/tlii'eat-of-i~g\'eii£e- 
cmcrscs-aricr-bin-lidcij-k.ill.cd/ 

According to tlie National Park Sendee the battle for Guadalcanal resulted in the deatli of “1.598 officers and men 
killed." \vw\v.nDS.GCv/archjvc./wapa/mdcplli/'c.\!conicnt/usmc./pcn-190-003117-()0/scc6.hlin 
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commemorate National Police Week and the sacrifices law enforcement makes to protect 
America, we beg that you do not disarm those sworn to protect you just as our enemies are 
bringing a renewed fervor and new tactics to their efforts to murder Americans. 

Thank you again for considering my views. 

Respectfully, 


Edward D. Mullins 


Page 6 of 6 


Mr. Sensenbrenner. Thank you very much, Sergeant. 

The Chair will now recognize Members alternatively by side for 
5 minutes to ask questions of the members of the panel. And the 
Chair has made note of the approximate order in which Members 
have appeared, and will use that list in terms of recognizing folks. 
And the Chair recognizes himself for 5 minutes. 
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Mr. Barr, you voted in favor of the PATRIOT Act when it was 
considered in the Committee, and then you voted in favor of an- 
other version that was less favorable to civil liberties when it ap- 
peared on the floor in October of 2001. The Committee has done 
extensive oversight under both Republican and Democratic control. 
Why do you think we failed, and why are you opposing just a sim- 
ple extension of what has been the law since 2005 in these three 
areas given your votes in favor of it? 

Mr. Barr. I certainly, Mr. Chairman, would not deign to try and 
speculate on what Members have done or not done or why. I can 
certainly speak for myself. 

Yes, I did vote both for the better version more protective of civil 
liberties that was reported out unanimously by the full Judiciary 
Committee. Subsequent to that, when a very different bill came to 
the floor, I had several conversations, including some personal 
ones, with the Attorney General and some other members of the 
Department of Justice with regard to certain promises or assur- 
ances that the provisions in the PATRIOT Act then to be voted on 
would be used in certain ways for certain investigations that were 
indeed important national security terrorism related investigations. 
There were promises made that the executive branch, the Presi- 
dent and the Attorney General, would report regularly and openly 
and extensively on the use of the PATRIOT Act. 

Mr. Sensenbrenner. Oh, I think they did that after you left the 
Congress. As a matter of fact, there was one time I cancelled a 
hearing of Attorney General Ashcroft because he didn’t submit his 
testimony on time. So, you know, maybe we were busy doing some- 
thing else. 

Let me ask you another question. There was an outstanding war- 
rant against Osama bin Laden. You condemned the President for 
sending a U.S. military unit to strike and kill him when the civil- 
ian justice system was waiting to grind slowly away at him? 

Mr. Barr. No, I think this was one of those instances in which 
the resolution the use of military force does provide and did provide 
proper authority for the presidential action of taking out Osama 
bin Laden. 

Mr. Sensenbrenner. Okay. But should not the President have 
used what you refer to as tried and true methods of capturing what 
you call a criminal-like bin Laden, like pursuant to an arrest war- 
rant? 

Mr. Barr. No, simply because an individual can be pursued ei- 
ther through the criminal justice system or militarily in certain cir- 
cumstances does not make it improper to choose one over the other. 
And in this instance, I think the President chose wisely and prop- 
erly, and it was properly authorized by the Congress, unlike some 
of the other actions by the current and former Administration 
using the resolution for the use of military force which does not 
provide proper authority. 

Mr. Sensenbrenner. The PATRIOT Act was passed after 9/11. 
Do you think the U.S. attorneys of New York, New England, and 
Washington, D.C. could have prevented the 9/11 attack by using 
traditional law enforcement methods? 

Mr. Barr. Certainly not being privy to all of the information that 
they had or did not have or the circumstances under which certain 
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acts were authorized or not authorized, it does seem to me that 
there was more than sufficient authority to have given us — the 
U.S. government, that is — a much greater chance, likelihood of 
having prevented the attacks had those proper preexisting authori- 
ties been used. They were not used. 

Mr. Sensenbrenner. Well, the PATRIOT Act repealed the wall 
that prevented the FBI and the CIA from exchanging information. 
So, if the CIA knew that there were Al-Qaeda terrorists loose in 
the United States and, specifically, in the New York City area, it 
would have been a violation of the pre-PATRIOT Act law for the 
CIA to walk that information across the hall and give it to the FBI. 

Mr. Barr. Not necessarily. 

Mr. Sensenbrenner. Oh, yes, it would have. Yes, it would have. 
Yes, it would have been. 

Mr. Barr. And on circumstances under which it was required, 
Mr. Chairman. 

Mr. Sensenbrenner. Well, if the circumstances were, you know, 
that they acquired it overseas and then they found out that they 
appeared in New York, it was still giving them intelligence that 
they had found overseas. And the 9/11 Commission determined 
that the wall prevented that, and they studied it extensively for a 
couple of years. 

Mr. Barr. Well, we also now know, and with hindsight, that 
the — is the 19th or 20th hijacker — I forget the number — that had 
the government gone before a court and sought a warrant to access 
that person’s computer, which a court, based on the circumstances 
we know now existed at the time, almost certainly would have 
granted a warrant. The fact of the matter is, the government chose 
not to do that. They made a policy error. It was not that the law 
did not allow it. They made a policy error. 

Mr. Sensenbrenner. Well, you know, from what I have heard 
you say, I think that you are advocating that before 9/11, the FBI 
would have violated the law that that was put up by the Church 
Commission if they ended up exchanging intelligence information. 
And as a result of the PATRIOT Act, we do not have that any 
more. 

The gentleman from Virginia, Mr. Scott? 

Mr. Scott. Thank you, Mr. Chairman. 

One of the problems with the PATRIOT Act is understanding ex- 
actly what it does. And so, Mr. Rowan, let me ask you a question. 
In declaring someone to be a “Lone-Wolf’, where you can begin 
surveilling them, what information and what standard is there that 
you would not be able to get a run of the mill criminal warrant? 

Mr. Rowan. Congressman, as you know, the FISA statute, with 
respect to the “Lone-Wolf’ definition, talks about an individual en- 
gaged in activities relating to terrorism or preparation therefor. So, 
potentially you could think of circumstances where an individual 
was engaged in preparation for terrorist activities, and yet an Arti- 
cle III judge looking at it from a criminal law enforcement perspec- 
tive might determine that there is not probable cause. 

But I agree with the thrust of your question, which is that most 
of the circumstances one can conceive of would also describe a 
crime that you could obtain a Title III wiretap under. 
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Mr. Scott. Okay. Let me ask the same question about business 
records. You’ve suggested it is the kind of same as criminal. What 
kind of investigation could you get business records under PA- 
TRIOT Act that you cannot get them under a regular criminal war- 
rant? 

Mr. Rowan. Well, when you say a warrant, I presume you mean 
a grand jury subpoena. Certainly, a 

Mr. Scott. Well, whatever the warrant, grand jury subpoena, or 
however else you want to get it. 

Mr. Rowan. Yeah. No, I think you are right, that you could get 
all those tangible things with a grand jury subpoena. The critical 
difference is obviously not what you can get, but the circumstances 
under which you can get it. If you get it under a business records 
under FISA, you have the opportunity to gather it covertly, to use 
it for an intelligence investigation with far less risk that your in- 
vestigation is going to be exposed. 

Mr. Scott. And if you get it with a criminal warrant, you cannot 
keep it secret? 

Mr. Rowan. You cannot. I mean, with a grand jury subpoena, 
you are in a position when it hand it to a third party custodian. 
That custodian has every right and opportunity to turn around and 
share it with whoever else he or she cares to include in the target. 

Mr. Scott. And you cannot have an order prohibiting the dis- 
semination of that information in the criminal court? 

Mr. Rowan. I think what conventionally occurs is an AUSA will 
write a letter. They will request the third party custodian not to 
share the information. The actual getting an order from a judge, 
there may be circumstances under which you can obtain that. I 
think there are some judges that would provide it, others that 
might not. 

Mr. Scott. Roving wiretap — who gets to approve it, and after ap- 
proval, what kind of oversight is there that is different under the 
PATRIOT Act that you cannot do in a normal criminal warrant? 

Mr. Rowan. Well, a roving wiretap is obviously a FISA wiretap, 
so the approval mechanism 

Mr. Scott. Well, no. Under FISA, you have to designate it to be 
roving rather than kind of a stationary wiretap, or all wiretaps 
under FISA roving wiretaps? 

Mr. Rowan. No, they are not all roving wiretaps. The way it 
kicks in is when you are asking the court — the FISA judge — what 
sort of orders you are going to need, and that is when the cir- 
cumstances under which you described this as being an occasion 
where you need a roving wiretap. So, the approval mechanisms 
there, both within the Department of Justice, they are higher for 
a roving wiretap in a FISA context than you would have in an ordi- 
nary Title III wiretap. The approval with respect to the judiciary 
is going to be the same thing. It is going to be an Article III judge, 
and one of them happens to sit on the FISA court, the other does 
not. 

Mr. Scott. Once you get personal information subject to surveil- 
lance, exactly how many people have access to that information? 

Mr. Rowan. When you say surveillance, you mean in the FISA 
world. 
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Mr. Scott. Yeah, in the FISA world, you got a FISA wiretap. In 
Northern Virginia, a lot of people work for the “government.” How 
many people get access to the private information that you have 
listened into? 

Mr. Rowan. As you know, in the FISA statute there are a re- 
quirement for minimization procedures, which are procedures that 
are approved by the FISA court, which restrict the government’s 
dissemination of information. With the respect to 

Mr. Scott. Well, the whole point of this is for the FBI to talk 
to the CIA, to talk to everybody else. I mean, how many people get 
access to this information? 

Mr. Sensenbrenner. The gentleman’s time has expired. 

Gentleman from California, Mr. Lungren? 

Mr. Lungren. Thank you very much, Mr. Chairman, and thank 
you for these hearings. 

Mr. Fein, you and I have been on the same side of arguments 
before, but we find ourselves on the opposite side of the argument 
this time. You make a statement that I hope is an overstatement, 
where in your written testimony you say that repealing the PA- 
TRIOT Act would honor what the Americans who fought in the 
Civil War begot. Do you really favor repealing the entire PATRIOT 
Act, even that section which dismantled the so-called wall between 
law enforcement intelligence that the 9/11 Commission indicated 
was one of the major vulnerabilities that we had, and one of the 
reasons why we could not connect the dots so that we might be 
able to prevent the kind of attacks that we saw on 9/11? 

Mr. Fein. I believe that the 9/11 Commission concluded that the 
9/11 abominations would have been thwarted if the so-called wall 
of separation had been absent. And I believe Jamie Gorelick, who 
was on the 9/11 Commission, who was deputy attorney general, I 
believe, when the alleged wall of separation was erected, denied 
that there really was that wall. And I do not believe that in pass- 
ing the USA PATRIOT Act, that this Congress made a finding that 
if the wall was not erected, 9/11 would not have occurred. 

Mr. Lungren. My question, though, is do you really favor repeal- 
ing the entire PATRIOT Act? 

Mr. Fein. What I stated in the testimony, Mr. Congressman, was 
that the burden is on the government in this country to dem- 
onstrate the need and urgency to compromise the customary prob- 
able cause to suspect crime to endow government with author- 
ity — 

Mr. Lungren. So, you think the probable cause to suspect a 
crime is sufficient to give us the kind of information necessary to 
find out about the possibility of a terrorist act and thwart it before 
it is carried out. You think the criminal law intelligence, criminal 
law procedures that we have talked about are sufficient to do that? 

Mr. Fein. I believe the Constitution places the burden on govern- 
ment, when it wants to encroach on liberties to be justified. 

Mr. Lungren. No, I understand that. But what I am saying 

Mr. Fein. And so, the burden 

Mr. Lungren [continuing]. Are you telling us what we have are 
sufficient to thwart terrorist attacks as opposed to gathering the 
evidence after in fact is has occurred to be able to convict those 
who may be involved in it? 
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Mr. Fein. Well, first of all, you can gather evidence before any 
attack has concurred under the conspiracy laws. As you well know, 
conspiracy can reach before you come close to even getting that at- 
tempt. 

Secondly, I have stated that if this Committee can establish by 
empirical evidence, make a finding that these powers are indispen- 
sable to preventing a terrorist attack, then you have a justification 
for breaching the wall. But I do not have 

Mr. Lungren. Okay. So, do you have confidence in this Com- 
mittee that we could make such a finding? 

Mr. Fein. Ordinarily findings should not be made out of trifles 
lai desaire, meaning you have got to define based upon evi- 
dence — 

Mr. Lungren. Well, I guess your answer is no. I guess you do 
not trust us to be able to make that finding. 

Mr. Fein. No, I expect there to be empirical evidence with the 
experts who would state, yes, if we had this power, this particular 
investigation would have reached fruition and then blocked a ter- 
rorism act, and otherwise could not have happened. 

Mr. Lungren. Well, the predicate 

Mr. Fein. Those decisions are made all the time. 

Mr. Lungren. The predicate for wiretaps is not that a crime is 
being committed, but that surveillance is necessary because the 
person to be surveilled is a foreign power or agent of a foreign 
power. It does not mean that they are involved in a crime at that 
point in time? Do you not think that is a sufficient basis for being 
able to have a wiretap? 

Mr. Fein. I think that Title III does require suspicion of implica- 
tion in crime, and I think that ought to be the standard. 

Mr. Lungren. So 

Mr. Fein. That is the standard that Harlan Fiske Stone, Chief 
Justice 

Mr. Lungren. I understand. 

Mr. Fein [continuing]. And former attorney general adopted for 
the 

Mr. Lungren. So, you are saying that we do not have the right 
to spy on foreign powers in our own country unless we have evi- 
dence that they are about to ready to commit a criminal act. 

Mr. Fein. Now, if you are spying on citizens on the United States 
or people that are here lawfully, that is one thing. It is something 
else if you are spying on diplomats who are involved in embassies 
or otherwise. They are not loyal to the United States. They do not 
have the same protection. 

Mr. Lungren. And the definition of a U.S. person in this Act is, 
someone who is a citizen or someone who is a permanent resident 
alien. Other people are allowed under this, but those are not. 

Mr. Mullins, you have had more than a slight participation in 
the criminal justice system. Are you satisfied that the criminal 
tools that are available to law enforcement are sufficient that we 
do not the PATRIOT Act in our anti-terrorism efforts? 

Mr. Mullins. Not at all. 

Mr. Lungren. Well, why is that? I mean, you use that every day. 
If I listen to Mr. Barr and Mr. Fein, you should be very satisfied. 
You guys are professional. You know what you are doing. You have 
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been able to do a great job in the city that you represent. Why do 
we need this? 

Mr. Sensenbrenner. The gentleman’s time has expired. 

The gentleman from Michigan, Mr. Conyers? 

Mr. Conyers. Thank you. This is a quite interesting discussion 
because what we are exchanging views on is whether the failure 
of 9/11 was a failure of intelligence analysis or law enforcement. 
And I hear Members on the Committee claiming that law enforce- 
ment dropped the ball and that is how it happened. But I think 
that it was failure of intelligence, and I would like you two to com- 
ment on it, because since 9/11, of course, we have reorganized our 
whole Federal law enforcement, given the FBI, for example, the 
mission of preventing terrorism. And so, the failure of 9/11 was in 
one sense a failure to connect the dots. It was a failure to use the 
information that we had. And I would like you to expand on that. 

Mr. Fein. Representative Conyers, I do not know whether I 
would be all that critical of the intelligence people. They make er- 
rors make from time to time. 9/11 was unprecedented in many 
ways. People did not think that that kind of dastardly abomination 
would be plausible, but certainly think, and I think Mr. Barr men- 
tioned, that Mr. Moussaoui, the 20th hijacker, there was clearly 
probable cause to search his computer that could have uncovered 
the plot, and simply was not exercised on that score. 

And with regard, I think, to the general idea that anything that 
makes it easier to thwart terrorism is justified, then you might as 
well say, go into anybody’s home and spy whenever you want. And 
if the question is, DoE sit make it more likely for us to thwart ter- 
rorism, the answer is yes, but it destroys the country that we know 
and we fought to maintain as a country give to freedom rather 
than national security. 

Mr. Barr. I would say probably, not to coin a phrase, but what 
happened in the lead up to 9/11 was probably a perfect storm of 
failures. I do not think that it was, nor is it the case today, that 
these terrorists are all rocket scientists, and know exactly what 
they are doing, and never make mistakes. 

They got very lucky on 9/11. There were numerous opportunities, 
from enforcing our immigration laws to enforcing the laws requir- 
ing and establishing security at airports, to laws allowing the gov- 
ernment to access computers, that were simply not exercised by the 
government at all levels, state government as well as Federal Gov- 
ernment. There were licenses that were obtained, driver’s licenses 
based on false pretenses and false information that were never 
checked out. There were immigration statuses that were overstayed 
that the Federal Government did not enforce. There were not prop- 
er steps taken to search the baggage and so forth. And the 20th 
hijacker did not have his computer access, which the government 
could have. There was authority to do that. Yet, I do not recall, and 
maybe the Chairman does, but I do not recall that the post- 9/11 
hearings that we had leading up to the PATRIOT Act, any govern- 
ment witnesses coming in and saying they had made a mistake. 
They all paraded in here and said, oh, we did not have enough au- 
thority. We did not have enough money. Give us more authority, 
give us more money, rather than address the mistakes that had 
been made by failing to use existing powers. 



98 


Mr. Conyers. I ask unanimous consent to put in a New York 
Times story that said that the leaders — “Bush Was Warned Bin 
Laden Wanted to Hijack Planes.” 

Mr. Sensenbrenner. Without objection. 

[The information referred to follows:] 


I Archives 

I BUSH WAS WARNED BIN LADEN WANTED TO HIJACK PLANES 

I j 

I By DAVID E SAWDER | 

i Tlie Wliite House said tonight that President Bush had been warned by j'Vmerican intelligence agencies in early August that Osama bin ; 

I Laden was seeking to hijack aircraft but that the warnings did not contemplate the possibility that the hijackers would turn the planes into i 

I guided missiles for a teiTorist attack. ; 

; "It is widely known that we had information that bin Laden wanted to attack the United States or United States interests abroad," Ari • 

i Fleischer, the president’s press secretary, said this evening. "The prasident was also provided intbimation about bin Laden wanting to ! 

i engage in hijacking in the traditional pre-9/11 sense, not for the use of suidde bombing, not for the use of an airplane as a missile.” 

i Nonetheless the re%’elation by the White House, made in response to a report about the intelligence warning this evening on CBS News, is ; 

I bmmd to fuel Congressional demands for a deeper investigation into why American intelligence agencies and the Federal Bureau of 1 

I Investigation had tailed to put together individual pieces of evidence that, in retrospect, now seem to suggest what was coming. i 

; In the past few days, government officials have acknowledged for the first time that an F.B.I. agent in Phoenix had urged the F.B.I. j 

j headquarters to investigate Middle Eastern men enrolled in American flight schools. That memorandum also cited Mr. bin Laden by name i 

I and suggested that his followers covild use the schools to train for terror operations, officials who have seen the memorandum said, j 

Administration officials reached this evening said the warning given to Mr. Bush did not come bom the F.B.I, or from the information j 

dev’eloped by the Plioenix agent. Instead, it was provided as part of the C.I.A. briefing he is given each morning, suggesting that it was 1 

probably based on evidence gathered abroad, | 

Tlie C.I.A had been listening intently over the July 4 holiday last year, after what one investigator called "a lot of static in the system | 

suggesting something was coming." But then the evidence disappeared as quickly as it had arisen, and by August, officials have said, little j 
was heard from Al Qaeda. | 

The warming of the hijacking was given to the president at his ranch in Crawford, Te.x., where he was on vacation. | 

Taken together, the news of the C.IA warning and the information developed separately by the F.B.I. explains Mr, Bush's anger after Sept. I 
11 that intelligence gathered on American soil and abroad was not being centrally analyzed and that the agencies were not working well i 
together. i 

: Several times he has told audiences that he is working on solving that problem, and these days he is briefed jointlj' by the F.B.I and the | 

j C.LA, ensuring that each heats information from the other agency-. j 

j It was not clear this ev-ening why the Wliite House waited eight months after the terrortet attacks in New- York and Washington to reveal ; 

i what Mr. Bush had been told. I 

j But Mr. Fleischer noted that in the daily flow of intelligence information the president receives, the warning of what appeared to be the ‘ 

i threat of a conventional hijacking was not as serious as it appears in retrospect. "We were a peacetime society, and the F.B.I. had a different 
I mission," he said. | 

i Mr. Fleischer said the information given to the president in Texas had prompted the administration to put law enforcement agencies on i 

I alert. But there was no public announcement. I 

j Nonetheless, a senior administration official said tonight that there was speculation within the gov-emment that heiglitened security-- if it i 

i tndy existed in August and September — might have prompted the hijackers to use box cuttei's and plastic knives to avoid detection. j 

j The C.LA warning might also explain why Mr. Bush's aides were so ceitain that Bti\ bin Laden was behind the attacks almost as soon as 
i they happened. "We never had any real doubt,’’ one senior offidal involved in the crucial dedsions at the Wliite House on Sept. 11 said ! 

' several months ago. ' 

\ Until recently, Mr. Bush has deflected demandsfor a lengthy and detailed investigation into the intelligence failures surrounding the Sept. 11 | 

i attacks. Mliite House officials were concerned that the investigation would feed into demands by Senator Richard C. Shelby, the Alabama ; 

j Republican who is the vice chairman of the Senate Intelligence Committee, for the replacement of Cieorge .J. Tenet as director of central i 
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i intelligence. i 

I But the news that the hijacking warning was in the president's brief, which Mr. Tenet se^ and approves, and that it was linked to Mr. bin ; 
I Laden is almost certain to widen the scope of the im’estigation. i 

! Already, several lawmakers w'ho have read the Phoenix memorandum written by the F.B.I. agent have described it as the most significant j 
I document to emerge in Congressional inquiries into whether the government might have been warned about possible hijackings. i 

i Now those investigators are almost certain to demand the details of the president's August briefing by the C.I.A and may ask to hear about | 
; how that evidence was developed. i 

I : 
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Mr. Conyers. Thanks, sir. And another one from the Washington 
Post, the heading, “Two Months Before 9/11, an Urgent Warning 
To Rice.” 

Mr. Sensenbrenner. Without objection. 

[The information referred to follows:] 
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Cl)c too^ljington |3ost 

Two Months Before 9/1 1, an 
Urgent Warning to Rice 

Sunday, October 1. 2006 

On July 10, 2001, two months before the attacks on 
the World Trade Center and the Pentagon, then-CIA 
Director George J. Tenet met with his 
counterterrorism chief, J. Cofer Black, at CIA 
headquarters to review the latest on Osama bin 
Laden and his al-Qaeda terrorist organLalion. Black 
laid out the case, consisting of communications 
intercepts and other top-secret intelligence showing 
the increasing likelihood that al-Qacda would soon 

attack the United Stales. It was a mass of fragments and dots that nonetheless made a compelling case, 
so compelling to 'I'enet that he decided he and Black should go to the While House immediately. 

Tenet called Condoleez/^ Rice, then national security adviser, from the car and said he needed to see 
her right away . lliere was no practical way she could refuse such a request from the CIA director. 

For months. Tenet had been pressing Rice to set a clear counterterrorism policy, including specific 
presidential orders called "Findings" that would give the CIA stronger authority to conduct covert 
action against bin Laden. Perhaps a dramatic appearance — Black called it an "out of cycle" session, 
beyond Tenet's regular weekly meeting with Rice - would gel her attention, 

Tenet had been losing sleep over the recent intelligence he'd seen. There was no conclusive, 
smoking-gun intelligence, but there was such a huge volume of data that an intelligence officer's 
instinct strongly suggested that .something was coming. He and Black hoped to convey the depth of 
their anxiety and get Rice to kick-start the government into immediate action. 

He did not know when, where or how, but Tenet felt there was too much noise in the intelligence 
systems. Two weeks earlier, he had told Richard A. Clarke, the National Security Council's 
counterterrorism director: "It’s my sixth sense, hut I feel it coming, 'fhis is going to be the big one." 

Bui Tenet had been having difficulty getting traction on an imitieduite bin Laden action plan, in part 
because Defense Secretary Donald H. Rumsfeld had questioned all the National Security Agency 
intercepts and other intelligence. Could all this be a grand deception? Rumsfeld had asked. Perhaps it 
was a plan to measure U.S. reactions and defenses. 

Tenet had the NSA re^ iew all the intercepts, and the agency concluded tliey were of genuine al-Qaeda 
communications. On June 30, a top-secret senior executive intelligence brief contained an article 
headlined "Bin Laden fhreals .‘\re Real." 

Tenet hoj^d his abrupt request for an immediate meeting w'ould shake Rice. He and Black, a veteran 

covert operator, had two main points when they met with her. First, al-Qaeda was going to attack 
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Two Months Before 9/ 1 1 . an Urgent Warning to Rice 
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/\mc:rican interests, possibly in the United States itself. Black emphasbed that this amounted to a 
strategic warning, meaning the problem was so serious that it required an o\erall plan and strategy. 
Second, this was a major ibreign policy problem that needed to be addressed inimcdiaicly. They 
needed to lake action that moment — covert, inilitary', whatever — to tliwart bin Laden. 

The United States had human and technical sources, and all the intelligence was consistent, the two 
men told Rice. Black acknowledged that some of it was uncertain "voodoo" but said it was oRen this 
voodoo that was the best indicator. 

i enet and Black fell they were not gelling through to Rice. She was polite, but they fell the bru.sh-off 
President Dush had said he didn't want to swat al flies. 

As they all knew, a coherent plan for covert action against bin 1 .aden was in the pipeline, but it would 
lake some time. In recent closed-door meetings the entire National Security Council apparatus had 
been considering action against bin Laden, including using a new secret weapon: the Predator 
unmanned aerial vehicle, or drone, that could fire Hellfire missiles to kill him or his lieutenants. It 
looked like a possible solution, but there was a raging debate between the CIA and the Pentagon about 
who would pay for it and who would have authority to shoot. 

Besides. Rice seemed focused on other administration priorities, especially the ballistic missile defense 
system that Bush had campaigned on. She was in a different place. 

’i'enei left the meeting feeling frustrated, ihougli Rice had given them a fair hearing, no immediate 
action meant great risk. Black fell the decision to just keep planning was a sustained policy failure. 

Rice and the Bush team had been in hibernation loo long. "Adults should not have a system like this." 
he said later. 

■fhe July 10 meeting between Ienet, Black and Rice went unmentioned in the various reports of 
investigations into the Sept. 1 1 attacks, but it stood out in the minds of lenel and Black as the starkest 
warning they had given the White House on bin Laden and al-Qaeda. Though the investigators had 
access to all the paperwork on the meeting, Black felt there were things the commissions wanted to 
know about and things they didn't want to know about. 

Philip D. Zelikow, the aggressive executive director of the Scpl. 1 1 commission and a University of 
Virginia profe.ssor who had co-authored a book with Rice on Germany, knew something about the July 
1 0 meeting, but it was not clear to him what immediate action really would have meant. In 2005 Rice 
hired Zeiikow as a top aide at the State Department. 

Afterward. Tenet looked back on the meeting with Rice as a tremendous lost opportunity to prevent or 
disrupt the Sept. 1 1 attacks. Rice could have gotten through to Bush on the threat, but she just didn't 
get it in time. Tenet thought. He fell that he had done his job and had been very^ direct about the threat, 
but that Rice had not moved quickly . He felt she was not oi^iibed and did not push people, as he 
tried to do at the C.1A. 

Black later said, "The only thing \^'e didn't do was pull the tri^r to the gun wc were holding to her 
head." 

Editor's Note: Now much effort (he Bush administration made in going after Osarna hin Laden 
before the attacks of Sept. I !, 2001. became an issue last week after former president Bill Clinton 
Qccused FreSiidenl Bush's "neucom" and other Republicans of ignoring bin Laden until the attacks. 
Rice responded in an interview that 'Svhai we did in the eight months was at hast tj.s aggressive a.v 
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Mr. Conyers. Thank you again. 

Now, I want to dispel this misunderstanding that some Members 
seem to he articulating up here. This is not about a hearing of 
whether we have no PATRIOT Act or we continue the same PA- 
TRIOT Act. I want to make that clear. This is about how we im- 
prove the PATRIOT Act, and that is why I have a compromise bill 
that I strongly suggest that we try to have some hearings on. We 
are not having hearings on the bill itself. This a hearing called 
“Dispelling the Myths.” That is not a hearing, and I insist that 
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Mr. Sensenbrenner. The gentleman’s time has expired. The 
gentleman from Michigan knows full well that the Committee 
Rules require advance notice of hearings so that everybody can he 
prepared, and he dropped his bill last night, which was well after 
the time deadline that was required for a hearing today. And the 
full committee Chair has scheduled a markup tomorrow. So, I 
think the gentleman is a little bit too late in meeting deadlines of 
rules that everybody knows. 

The Chair now recognizes 

Mr. Conyers. Would the Chairman allow me 30 seconds? 

Mr. Sensenbrenner. Certainly, without objection? 

Mr. Conyers. You dropped your bill Friday. 

Mr. Sensenbrenner. Mm-hmm. 

Mr. Conyers. I guess that makes your bill okay and my bill too 
late. 

Mr. Sensenbrenner. My bill was dropped in time for the full 
Committee Chair to notice the bill for a markup tomorrow, so we 
complied with the rules on that. And everybody has now had 5 
days to see what was in the legislation that I dropped. You dropped 
yours last night. You did not see me on the floor. You did not see 
the gentleman from Texas, Mr. Smith, the full Committee Chair, 
on the floor. So, we got here today to find out that you dropped 
your bill, and we found out a couple of hours before this hearing. 

The gentleman from Florida, Ms. Adams? 

Ms. Adams. Thank you, Mr. Chair. I will yield my time to the 
gentleman from South Carolina. 

Mr. Sensenbrenner. Okay. The gentleman from South Carolina 
is next up on the Republican side. Without objection, the Chair will 
recognize the gentleman from South Carolina, Mr. Gowdy, for 10 
minutes? 

Mr. Gowdy. Thank you, Mr. Chairman, and I want to thank the 
gentle lady from Florida for yielding and also for her service as a 
distinguished law enforcement officer prior to coming to Congress. 

Mr. Fein, I want to be very, very clear about this. I do not and 
have never challenged the patriotism of anyone who holds a con- 
trary viewpoint on this Act. In fact, I applaud you for probing and 
questioning and challenging. And I would hope in that spirit that 
you would also help those of us who have a contrary view on the 
constitutionality of this Act to beat back the rhetoric, to instruct it 
with fact. And when I read that this hearing is about national se- 
curity letters, or jackbooted thuggery, or sneak and peak search 
warrants when it demonstrably false, just as I would rise in de- 
fense of your patriotism, I would hope that you would rise in de- 
fense of the truth about what these hearings are about. 

And as you mentioned, the spirit of the Fourth Amendment, that 
is the conversation I would like to have with you, one grounded in 
civility, but one about the depth and breadth and spirit of the 
Fourth Amendment. Fair enough? 

Mr. Fein. That is fair enough. 

Mr. Gowdy. All right. You mentioned in your testimony, and I 
will quote, “Government in the United States has no business col- 
lecting or retaining information about citizens without probable 
cause to believe that crime has been or will be committed.” So, you 
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allow that there needs to he government involvement in the inves- 
tigation of future crimes. 

Mr. Fein. Yes, conspiracy is a perfect example, yes, sir. 

Mr. Gowdy. Right, and there are other examples. I mean, you 
cannot wait until something happens to begin to investigate. 

Mr. Fein. Well, that is what conspiracy law is about. Conspiracy 
means nothing has happened; you just have an agreement, and you 
can investigate the agreement to commit an unlawful act, and that 
is permissible. 

Mr. Gowdy. Well, the difference is, in a conspiracy case, nothing 
ever has to happen. It is a crime just to conspire to commit an of- 
fense. You can have conspiracies all day long and not ever have a 
crime. Agreed? 

Mr. Fein. Well 

Mr. Gowdy. I mean, there does not have to be 

Mr. Fein [continuing]. Some conspiracies you do not need any 
overt action. 

Mr. Gowdy. You need no overt action Title XXI conspiracy. 

Mr.. Fein. You can go ahead and prosecute, but all I am saying 
is that you can begin an investigation before anything happens 
under the criminal law. 

Mr. Gowdy. Agreed, but you used the word probable cause in 
that sentence. And then in another sentence you said the whole 
purpose of the Fourth Amendment is to saddle government with a 
heavy burden of demonstrating by indisputable evidence. Now, you 
would agree with me, Mr. Fein, that is not the standard. Indis- 
putable evidence is not the standard by which the Fourth Amend- 
ment is judged. 

Mr. Fein. Indisputable evidence that the inquiry would produce 
is focused on somebody who is probably implicated in crime or the 
evidence unearthed would shed light on a crime. 

Mr. Gowdy. Well, the word “indisputable” and “probably” do not 
fit nicely in the same sentence. What is your definition of probable 
cause? 

Mr. Fein. The one that the U.S. Supreme Court has said you 
have got some reasonable foundation and suspicion that ordinary 
people applying their intellect would conclude makes it substan- 
tially likely that the individual is engaged in crime. 

Mr. Gowdy. It is a fair probability, right? 

Mr. Fein. Fair probability, yes. 

Mr. Gowdy. That is what the Supreme Court said, and that is 
very different from indisputable evidence. 

Mr. Fein. Yes, but I believe my statement with regard to indis- 
putable evidence is indisputable showing that this particular inves- 
tigatory tool is necessary to investigate crime under those stand- 
ards, not the standard for getting a warrant. 

Mr. Gowdy. But you will agree with me that there are several 
areas of criminal law where the standard is not probable cause. 
You do not have to have probable cause for a terry-like encounter 
with law enforcement. You have a distinguished law enforcement 
officer right beside you. If there were to be a police citizen encoun- 
ter on the street, he does not have to have probable cause to frisk 
me for weapons, right? 



105 


Mr. Fein. And that is not viewed as a search. It is a stop and 
frisk. 

Mr. Gowdy. Well, you can remove weapons and contraband from 
their hand or from their pocket under another exception to the 
Fourth Amendment, which is the Plain Feel Doctrine. Do you agree 
or disagree with the Plain Feel Doctrine? 

Mr. Fein. No. The Plain Feel is you have got plain evidence that 
a crime or contraband is in your vision. 

Mr. Gowdy. But you do not have a warrant. 

Mr. Fein [continuing]. Probable cause. No, I am not saying — 
probable cause does not mean you have to get a warrant in every 
circumstance. Sometimes you can act without a warrant, but you 
would have to establish probable cause if it were challenged after 
the fact. 

Mr. Gowdy. And you will agree that there are areas of criminal 
law where well before the PATRIOT Act, all you had to have was 
a reasonable suspicion or an articulable suspicion, or, in some in- 
stances, just a hunch. 

Mr. Fein. With regard to full scale searches and seizures, no, sir, 
I do not believe that is the law. 

Mr. Gowdy. Well, but then we get into a discussion of what is 
a full scale search and seizure. Can I put a tracking device on an 
automobile? 

Mr. Fein. I think that is in dispute now, depending upon wheth- 
er the tracking device is there 24 hours a day. I believe that case 
is just in the U.S. Court of Appeals for the District of Columbia. 

Mr. Gowdy. But there are courts of appeals, including the 4th 
Circuit, which have said you can put electronic tracking devices on 
automobiles, right? 

Mr. Fein. Yes, there are, and they may be wrong. 

Mr. Gowdy. They may be, but what if they find out in 10 years 
we are all wrong? 

Mr. Fein. You have an independent judgment to make as well. 
The Olmstead case in 1928 said wiretaps are free, that you do not 
have to have any cause whatsoever, and it was overruled 3o9 years 
later. 

Mr. Gowdy. Right. 

Mr. Fein. And this body has a tradition of looking at court deci- 
sions and maybe overruling them. They did that with regard to 
Korematsu and Haribiyashi when they enacted the Civil Liberties 
Act. 

Mr. Gowdy. We are having a hard time getting the laws we have 
passed enforced right now with respect. This executive branch does 
not enforce the laws we do pass, so the notion that we are going 
to foresee 

Let me ask you this. Do you agree that law enforcement should 
be able to search the computer records of a suspected child pornog- 
rapher who uses a taxpayer funded computer at a public library? 

Mr. Fein. If it satisfies probable cause, they will come up with 
evidence of crime. Of course, yes. 

Mr. Gowdy. They have no — well, it does not have to be probable 
cause. An assistant United States attorney can send a subpoena, 
right? You do not have to have a search warrant. 

Mr. Fein. I am talking about probable cause. If it just 
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Mr. Gowdy. I know you are talking about probable cause, but 
what I am trying to establish is there is a rich jurisprudence in 
this country where probable cause is not the only standard. An as- 
sistant United States attorney can send a grand jury subpoena to 
a library and get your library records today, correct? 

Mr. Fein. That is correct because the Supreme Court, and I 
think they got it wrong, says that if the information is in the hands 
of a third party, then you have no protectable 

Mr. Gowdy. You have no understanding. 

Mr. Fein [continuing]. Reasonable expectation — yeah. 

Mr. Gowdy. You have no expectation of privacy. 

Mr. Fein. I believe that is an incorrect interpretation of the 
Fourth Amendment. In today’s Internet era, you can have your vir- 
tual digital diary of everything you have done tracked in the hands 
of third parties, and that doctrine enables then the government to 
find — really look in your diary 

Mr. Gowdy. Or you can be on notice that the law is what it is 
and not keep things that you have an expectation of privacy 

Mr. Fein. I think if you are an American, you are endowed with 
liberty, and the burden is on the government to overcome your 
right to be left alone, not the other way around. 

Mr. Gowdy. You think that you are endowed with the liberty to 
use a taxpayer funded computer at a taxpayer funded library and 
search for child pornography, and have standing to contest whether 
or not the government can get those records. 

Mr. Fein. If the government is providing it and they place cer- 
tain conditions that the government places certain conditions on 
use, that may be different because you are then given alert that 
you are using government property. It is like if you are living in 
government operated house, they may say, well, then you are going 
to be searched to make sure you do not have guns or something 
in there. So, that changes 

Mr. Gowdy. Well, that raises a wonderful point. Would you agree 
with me that as a condition of probation, the government can say 
we have the right to search you when we want to? As a condition 
of parole or probation, you consent to be searched. 

Mr. Fein. If they wish to — if you have already established that 
they violated the law, this is a privilege they have got now to go 
out on probation. The government can set those conditions. 

Mr. Gowdy. Well, wait a minute. You have already served your 
debt to society. 

Mr. Fein. Well, with regard to parole, I am not sure 

Mr. Gowdy. Or probation. There is no parole in the Federal sys- 
tem. 

Mr. Fein [continuing]. That if you violate the conditions of pa- 
role, you return to 

Mr. Gowdy. Could we make it a condition on admittance to this 
country that you consent to be searched? 

Mr. Fein. If you are not a U.S. citizen, that is 

Mr. Gowdy. So, you do not have a problem with that. 

Mr. Fein. The rule on border searches is that you do not have 
to — yeah, you do not cause whatsoever. It is an exception to the 
Fourth Amendment. 
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Mr. Gowdy. Border searches, probation searches. So, there has 
already been an erosion in your judgment of the probable cause 
standard, the warrant standard, of the Fourth Amendment. 

Mr. Fein. In very narrow circumstances, yes. 

Mr. Gowdy. All right. Do you disagree with the lawfulness of an- 
ticipatory search warrants? 

Mr. Fein. Of what search warrants? 

Mr. Gowdy. Anticipatory. The crime has not even been com- 
mitted yet, but law enforcement can go get a search warrant for 
that crime. 

Mr. Fein. Well, as I say, if there is a conspiracy and there is sus- 
picion — 

Mr. Gowdy. Not a conspiracy case. 

Mr. Fein. No, I do not believe that you should just go out and 
be able to spy on citizens because of somebody’s individual hunch. 

Mr. Gowdy. Not a spy. 

Mr. Fein. Hey, maybe it will come out. 

Mr. Gowdy. It is not a spy. It is an undercover case where some- 
body has ordered contraband, and it is going to be delivered to 
their home. So, you go get a search warrant in anticipation of deliv- 
ery. The crime has not been committed yet. 

Mr. Fein. No, if the search warrant is based upon probable cause 
to believe you will uncover evidence of crimes, of course you can do 
that. 

Mr. Gowdy. So, again, the strictures of the Fourth Amendment 
do not require a warrant before every arrest, agreed? 

Mr. Fein. Right. Probable cause is different than a warrant. 

Mr. Gowdy. And they do not require a warrant for all searches, 
agreed? 

Mr. Fein. Right, but they may require probable cause if 

Mr. Sensenbrenner. The time of the gentleman has expired. 
The gentlewoman from California, Ms. Chu? 

Ms. Chu. Thank you, Mr. Chair. 

I would like to ask Mr. Fein, pertaining to the business records 
provision and gag orders, we know that secrecy is essential when 
conducting any intelligence investigation. But Section 215 orders 
come armed with significant gag orders that are the subject of the 
order from discussing it with anyone. In fact, you have to wait an 
entire year before you can even challenge the gag order in court. 
And uninformed person might not even know that they actually 
challenge it, or how to it. 

Judicial review is the essential mechanism that we arm citizens 
with to ensure that they can protect their rights, but under the PA- 
TRIOT Act it is practically impossible to bring these cases to court. 

How can we change the rules? What would be your recommenda- 
tion with regard to changing the rules surrounding gag orders to 
more adequately provide innocent Americans with an avenue to 
challenge them in court? 

Mr. Fein. Well, I would authorize them certainly to consult with 
lawyers and to bring court challenges without waiting, because 1 
year all sorts of damage could happen in the interim, because I be- 
lieve that the PATRIOT Act, again, is premised largely on the idea 
that government generally never gets it wrong, and the burden is 
on the citizen to establish their right to be free from government 
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snooping rather than the burden on the government to say, why 
are you crossing the threshold of the citizen. 

And certainly there have been instances where the gag orders 
were challenged. A couple of cases held that they were unconstitu- 
tional because they interfered with the due process right to chal- 
lenge an alleged violation of the law. And I do not believe that 
there is any demonstration. In some of these instances when the 
gag orders were lifted, the FBI just dropped the investigation with- 
out showing that we had a terrorism crime that ensued because 
there wasn’t that particular authority to keep the entire matter 
under wraps, if you will. And I think that anyone who receives 
some government issued document should have a right to go into 
court and challenge its legality. That is what the rule of law is 
about. 

Ms. Chu. You mean immediately without having to wait a year. 

Mr. Fein. Correct. 

Ms. Chu. And also you discussed the fact that subjects are fre- 
quently kept in the dark when they are the subject of these inves- 
tigations because much of the information is requested directly 
from third parties, such as telecommunication companies or Inter- 
net service providers. And not only is the subject never told that 
their information is being shared with the government, the third 
parties hardly ever have any incentive to even question the govern- 
ment’s actions. In fact, the legal costs for those third parties are 
a strong barrier, and they find that it is just easier for them to co- 
operate. 

This essentially allows the government to compile information re- 
garding individuals without notice, providing they claim it as rel- 
evant to a national security investigation. 

Should the government be required to give notice to the subjects 
of these investigations? 

Mr. Fein. Yes. I believe that is true, and I believe in other cir- 
cumstances, for instance when there are tax investigations or the 
Bank Privacy Act, Congress went out of its way and, by statute, 
did allow in limited circumstances the target of the investigation 
to be notified, even though the target was not specifically the re- 
cipient of the subpoena or for the investigative demand. And it 
seems to me more, rather than less, urgent today to do that be- 
cause so much of the data about any individual in the hands of 
third party Internet service providers. It is hard to suggest that 
you volunteer information on the Internet. It is hard to even run 
or live today without having huge stores of information on the 
Internet. 

And without being cynical, you are exactly right. The incentive 
of the provider of the information is to cooperate. They are regu- 
lated by the government. They have huge amounts of contracts. I 
think we discovered that with regard to file cooperation of the tele- 
phone companies concerning the President’s terrorist surveillance 
program, and they were eager. We will give you all of our phone 
records even without asking for an attorney general assertion that 
this is constitutionally mandated because they have got $10, $20 
billion contracts with the Defense Department, and you cannot ex- 
pect them — they are out for their interests — to defend the third 
party target of the investigation. 
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Ms. Chu. Mr. Barr, I wanted to ask a question about oversight. 
At the end of last month, the Department of Justice submitted an 
annual report that Congress had detailed a number of times that 
the government want FISA support authority to conduct secret 
electronic surveillance for access to certain business records and 
the number of national security letters. And this report found out 
that the government used these special tools much more often than 
in the past years. For instance, they made 96 applications for ac- 
cess to business records for foreign intelligence purpose, and that 
is five times more than the year before. And the FBI used national 
security letters to get information on over 14,000 different U.S. per- 
sons; that is over double the individuals of the year before. 

I am greatly concerned about the increase in government access 
to personal information without the proper checks and balances. 
And we know that there have been times when the FBI has abused 
this 

Mr. Sensenbrenner. The time of the gentleman has expired. 

Gentleman from Virginia, Mr. Goodlatte? 

Mr. Goodlatte. Thank you, Mr. Chairman. Thank you for hold- 
ing this hearing, and I want to thank all the panelists for their 
contribution. 

I want to start out, Mr. Rowan, and ask you to comment on what 
I think is the core point that Mr. Barr and Mr. Fein have made 
here. And that is that with regard to the business records provi- 
sion, that there needs to be illegal activity or a known terrorist, 
that somehow this legislation has broken the link between the 
right to privacy and the requirement that the government show a 
reasonable suspicion before being able to examine these third party 
held business records. I wonder if you would comment on that. 

Mr. Rowan. Well, I think that, first of all, there is a standard 
in there. A statement of facts needs to be submitted to a judge 
showing that there are reasonable grounds to believe that the 

Mr. Goodlatte. So, to be clear. No one is looking at anybody’s 
business records without a judge first saying they are going to be 
able to do so. Is that correct? 

Mr. Rowan. Right. And, again, from the perspective of somebody 
who knows how Federal criminal law enforcement investigations 
go, this is an extraordinary bar. The director of the FBI and the 
attorney general or his designate are signing off on these applica- 
tions. This is such a more stringent mechanism in place 

Mr. Goodlatte. So, in order to look at somebody’s business 
records, the top level people in our law enforcement agencies are 
having to approve this. 

Mr. Rowan. That is right. These are being treated with the same 
set of protections as a request for electronic surveillance under 
FISA. And there is an application made to an Article III judge sit- 
ting on a FISA court who is going to determine whether or not the 
standard has been met. 

The standard is, relatively speaking to electronic surveillance, it 
is lower, but it needs to be lower because 

Mr. Goodlatte. I understand there three categories it has to fit 
into — foreign intelligence investigation — not just a whim, but there 
is an actual investigation that this will be a part of — international 
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terrorism or clandestine intelligence activity, all under Section 
501(a). Is that correct? 

Mr. Rowan. That is correct. 

Mr. Goodlatte. And then the court that this is brought to has 
to make a number of specific findings before one can look at one’s 
business records. And these are not business records held by the 
individual; these are, as have been discussed here, business records 
held by a third party. 

Mr. Rowan. That is right, and keep in mind that in addition to 
making those findings, the court is imposing minimization proce- 
dures on the government effectively telling the government, if and 
when you get these records, you need to take great care in how you 
handle them. You need to determine whether or not they are in 
fact intelligence information before you disseminate them. And, 
moreover, there is going to be at the end of the year or whenever 
it is appropriate, there is going to be a report made to the Congress 
that is going to list this particular order as one of those that was 
secured during the year. So 

Mr. Goodlatte. Now, let me interrupt you. Mr. Fein has said in 
his testimony that every provision of the PATRIOT Act should be 
repealed unless the government can prove that, “but for the au- 
thority,” an act of international terrorism would have succeeded. 
That is a pretty high standard to meet in terms of trying to look 
forward to prevent something like 9/11 happening again, because 
it will not happen exactly the same as it happened previously. 

So, let me ask you. Are you confident that the PATRIOT Act has 
helped to thwart acts of international terrorism since its enactment 
in 2001? 

Mr. Rowan. Yes, I am. 

Mr. Goodlatte. And in September 2004 before the Senate Judi- 
ciary Committee, former Congressman Barr, my former colleague 
and friend, and hopefully still a current friend, stated that a Fed- 
eral agent could randomly wiretap an entire apartment complex. Is 
there any legal authority in the PATRIOT Act or in the U.S. Code 
anywhere that would authorize a court to authorize such a wire- 
tap? 

Mr. Rowan. No. 

Mr. Goodlatte. And in your experience, have you ever heard of 
such a wiretap taking place? 

Mr. Rowan. No. 

Mr. Goodlatte. Sergeant Mullins, in your experience, do your 
Federal law enforcement counterparts exercise care, restraint, and 
discretion in the exercise of PATRIOT Act provisions? 

Mr. Mullins. Yes. 

Mr. Goodlatte. Do you want to elaborate? 

Mr. Mullins. Well, to my understanding, there has been ap- 
proximately 32 events to which terrorist acts were about to in- 
flicted upon Americans here in this country. And those events were 
prevented as a result of the intelligence that was gathered by Fed- 
eral authorities. And to date, again, my understanding, there has 
been no Supreme Court decisions, no major court cases that have 
challenged that. 

Mr. Goodlatte. Thank you. 

Mr. Sensenbrenner. The gentleman’s time has expired. 
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The gentleman from Arizona, Mr. Quayle? 

Mr. Quayle. Thank you, Mr. Chairman, and thanks to all the 
witnesses for being here today. 

Mr. Fein, I enjoyed your constitutional back and forth with Mr. 
Gowdy, and obviously there is a differing of opinion between the 
constitutionality of the PATRIOT Act. But aside from the constitu- 
tionality, we just have to decide, even if we stipulate that it is con- 
stitutional, I mean, the Constitution is a set of rights that cannot 
be trampled on by the majority. So, even if you stipulate that it is 
constitutional, you still have to figure out whether it is the right 
thing to do. 

Mr. Fein. Correct. 

Mr. Quayle. And I think that that sometimes is lost in this ar- 
gument when people continue to say this is constitutional, so it is 
constitutional, so it is okay to do. And I just wanted to say that 
at the beginning because there are some concerns that I have. 

And, Mr. Rowan, one of the things that I want to just get some 
clarification on, when you are talking about the grand jury sub- 
poenas that you had issued, and you said that they were obviously 
issued without any court order and without any judicial oversight, 
was that with a criminal investigation to a crime that already oc- 
curred, or was it something that was to try to prevent a crime from 
occurring in the future? 

Mr. Rowan. Well, it would certainly be in the context of either 
historical criminal activity or ongoing criminal activity. As Mr. 
Fein has pointed out, you know, the conspiracy law is broad, and 
you can be investigating a series of activities, including what you 
think is going to happen in the future, in the context of a grand 
jury investigation because you can identify somewhere in there an 
offense that is going on at the time. 

Mr. Quayle. Okay. And one thing that I was just wondering is, 
with the Foreign Intelligence Surveillance Act of 1978, they re- 
quired specific and articulable facts. Why do you think it is impera- 
tive to have that removed from that level of relevancy and actually 
having to be able to state, these are the facts that show the reason- 
able grounds to go and get the business records of an individual or 
to have a surveillance? 

Mr. Rowan. Well, I think there are two different things here. I 
think that the factual showing that needs to be made for electronic 
surveillance is higher in FISA than it is for business records, and 
that is appropriate because it is far more intrusive than going after 
third party documents. 

With respect to Section 215, the business records provision, if 
you are going to ask the FBI to do a lengthy factual narrative of 
why they want these third party records, there is a huge disincen- 
tive for the FBI to pursue that because it is a time consuming ac- 
tivity. Remember, these orders are written by an agent in Phoenix, 
who then forwards it to his supervisor, who forwards it to Wash- 
ington, who takes it to the Justice Department. And the Justice 
Department and the FBI headquarters work on it together, and 
then they eventually say, this is good enough that it can be signed 
by the director of the FBI and the attorney general and sent to a 
Federal judge. All that takes time, and they can do it very quickly 
when they have to. And they do it all the time very quickly when 
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they need to. But when you are asking the agents to get a lengthy 
factual narrative explaining exactly why you need these records, 
that is a lot of work to do under circumstances where they have, 
you know, potentially they may well decide, you know what? I 
would rather risk exposing my investigation and using a grand jury 
subpoena because I can get this quickly, and I need to move. I can- 
not wait to go through everything that you are asking me to go 
through to meet the standards of a 215 order. 

That may not be a good thing, that agents make decisions like 
that, but I think that is the real world of conducting national secu- 
rity investigations. 

Mr. Quayle. And I understand that, and I understand the im- 
portance of being able to balance and give Federal law enforcement 
officers and intelligence officers the ability to thwart attacks 
against the United States. But the one thing that I have been look- 
ing and reading about, sometimes when you have laws that are 
vague or overly broad, it opens up to misuse by various agencies, 
not to say that it would actually happen, but it actually has the 
potential to have — when you have vague and overbroad laws. Do 
you think that that is the case in this instance? 

Mr. Rowan. I understand your general point, but I think that 
when you consider all the informal and formal executive branch 
oversight that exists for these orders, that the chances of abuse are 
far — it is just not very likely, I think, under these circumstances. 
I mean, if you look back at the history of the business orders, it 
took the FBI and the DoJ several years to even use this provision 
because it was new, it was different, it asked them for things they 
had not been required to do in the past. It took a long time for 
agents to get comfortable with this approach. And to be blunt, if 
you raise the bar further in terms of what needs to be provided, 
it is even harder to see this used in the future. 

Mr. Sensenbrenner. The gentleman’s time has expired. 

The Vice Chairman of the Committee, the gentleman from Texas, 
Mr. Gohmert? 

Mr. Gohmert. Thank you, Mr. Chairman, and do appreciate 
each of you being here and the attention that each of you have 
given to this subject. Obviously there are differing opinions. 

There is no question in my mind, and hopefully in yours, that 
there are people who are war with us. They have declared war on 
the United States and on western civilization. They feel like the 
freedoms we have lead to debauchery and lead to things that can 
be avoided if you have on religious zealot controlling what people 
get to do. I do not want to get there. I believe God gave us freedom 
of choice. 

And yet when you are dealing with people at war with you, are 
often different parts of the Constitution come into play. I have been 
struck that people demand constitutional rights for people who 
have declared war against us that actually are not constitutional 
rights for them at all. The Constitution anticipates that in time of 
war or in time of peace, our own military will not have the con- 
stitutional rights. When I was in the Army, I did not have the con- 
stitutional rights everybody else did. That is just all part of the 
Constitution. 
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I have been concerned about parts of the PATRIOT Act, but felt 
that if it were pertaining to foreign non-U. S. citizens and we had 
some terrific discussions about this back in my first term, ’05 and 
’06. But even then it needed to be properly monitored. 

There were a couple of us that really pushed hard, some of us 
harder than others, but really pushed for having sunsets so we 
could have this discussion down the road. And I was pleased that 
we got them in on anything in the House version so that when it 
got to conference it could still be used. 

But as the last 5 years have unfolded, it seems to be that the 
biggest abuses have not come in 206 or 215, the “Lone-Wolf’ provi- 
sion, but in the national security letters. That is where we had the 
IG report that was just devastating of how abusive that has been. 
And that is not something that is up for renewal, but I have con- 
cerns if maybe we ought to slide the NSL authority under the busi- 
ness records provision. I am just uncomfortable after we saw how 
easily abused that could be. 

I think because of some of the presentations some have made in 
public that America is confused about the report of the national se- 
curity letter abuses, which have not been similarly abused that I 
can find under 215 or 206. 

So, I am curious. I asked in a prior hearing if one proponent 
against NSLs, if he wanted to see them disappear because I was 
entertaining that, and he said, oh, no, I do not think so. 

How would you feel if NSL authority were somehow merged with 
215 to at least give some requirement of court authority before you 
could just send out what basically amounts to a subpoena for 
records and other things? Yes, sir, Mr. Fein? 

Mr. Fein. Congressman Gohmert, the first thing I would like to 
do before I get specifically that is read from this statement of the 
unanimous consent ex parte Milligan about the idea of war chang- 
ing the constitutional matrix. And this was, of course, after the ex- 
istence of the republic had been shaken by the Civil War. 

Mr. Gohmert. I understand Milligan, and I understand, and per- 
haps I did not make myself clear. I am not talking so much in war 
there are different things that apply to prisoners of war, enemy 
combatants, and things like that. But I would like to one answer 
to my question. 

Mr. Fein. I think in one of the prior hearings, it was shown that 
on a couple of occasions when 215 authority was sought and turned 
down because the judge thought it was focused on First Amend- 
ment activity, the government then went and got national security 
letters to, in some sense, circumvent the standards of 215. And I 
do not see any reason why the national security letters seem to me 
historically the ones that have been most abused. They have the 
most lax standards administratively. It is not like 215 where you 
have to get a court involved, just the FBI goes out there and say 
it is relevant. That covers about everything 

Mr. Sensenbrenner. The time of the gentleman has expired. 

And the Chair will clarify is that the national security letters 
were never a part of the PATRIOT Act. 

Mr. Gohmert. Right. 
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Mr. Sensenbrenner. They were originally enacted in 1986 on a 
bill that was sponsored by Senator Leahy of Vermont and Rep- 
resentative Kastenmeier of Wisconsin. 

The Chair now recognizes the gentleman from George, Mr. John- 
son? 

Mr. Johnson. Thank you, Mr. Chairman. 

Mr. Bob Barr, we have seen you many times here testifying on 
behalf of liberty. Fourth Amendment issues particularly. And you 
know well this area, having served as a U.S. congressman on this 
Committee for a number of years, and then prior to that as a U.S. 
attorney down in the northern district of Georgia, where, in my 
opinion, you exercised prosecutorial authority in a nonpartisan 
way. And I appreciate your service to the Nation. 

I have just a few questions that I would like to ask you. Does 
a relevance standard impose any real check on the government’s 
ability to secretly collect information about American citizens using 
Section 215? And cannot a good lawyer almost always come up 
with a reason why information is relevant? 

Mr. Barr. The standard that you refer to is virtually no standard 
at all. To come before a judge or any other authority and say we 
need this and you need to issue an order allowing us to access this 
information because it is relevant to an investigation that we are 
undertaking, in effect, means absolutely nothing. It is no standard, 
and it is particularly problematic here because the relevance stand- 
ard, so to speak, is being used to access information or may be used 
to access information on individuals with no connection whatsoever 
to a terrorist, a suspected terrorist, or even an associate of a known 
terrorist. 

Mr. Johnson. Well, let me ask you this question. If a terrorist 
suspect — and before I do that, though, I must point out the fact 
that as a congressman, you served as a Republican, and now I have 
not heard you renounce your political leanings, so I assume you are 
still a Republican with some libertarian leanings. But I will 
not 

Mr. Bar. Probably a little more than that, but I am here today 
in a nonpartisan capacity. 

Mr. Johnson. Well, I do appreciate that, sir. 

If a terrorist suspect used a U.S. online dating site and viewed 
your profile or sent you a message, could the government collect 
your online dating history or other records about you? And would 
not such information be relevant to the investigation and possibly 
even presumptively relevant since it involved contact with a foreign 
power? 

Mr. Barr. I would like to make clear for the record that the con- 
gressman is referring to a hypothetical, not a real situation. 
[Laughter.] 

Mr. Johnson. Well, I mean, many people use dating services 
these days. [Laughter.] 

Mr. Barr. With that understanding, I think probably in that 
case, there would be a justification for accessing those records be- 
cause there would be a link, certainly one that could be dispelled, 
but certainly a link that would be apparent. You have a known or 
suspected terrorist communicating with an individual, and that in- 
dividual may have no connection whatsoever and may be entirely 
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innocent. But I think in that situation, there probably would be an 
appropriate justification for the government to look at those 
records. 

Mr. Johnson. And what if there was no message at all and there 
was just a viewing of the records? 

Mr. Barr. There was just what? 

Mr. Johnson. A viewing of the records. 

Mr. Barr. Well, that would establish nothing. If an individual 
just goes online to a dating service, as I understand it — never hav- 
ing used one — they can look at virtually an unlimited number of 
persons with no connection whatsoever. So, in that situation, there 
would seem to be no nexus whatsoever that would provide a jus- 
tification for the government to then look at that other individual 
and their data. 

Mr. Johnson. Well, that is kind of using a reasonable standard, 
but I guess someone could eke out a relevancy purpose. 

Mr. Sensenbrenner. The gentleman’s time has expired, and the 
Chair will observe that the use of dating services, either hypo- 
thetically or actually, is not within the purview of this hearing. 

So, with that note, I would like to thank all of the witnesses for 
their testimony today. And without objection, all Members will 
have 5 legislative days to submit to the Chair additional written 
questions for the witnesses, which we will forward and ask the wit- 
nesses to respond as promptly as they can so that their answers 
may be made part of the record. 

Mr. Sensenbrenner. Without objection, all Members will have 5 
legislative days to submit any additional materials for inclusion in 
the record. 

Also without objection, letters from the Federal Law Enforcement 
Officers Association, the Sergeants Benevolent Association of New 
York City, the Society of Former Special Agents of the FBI, the FBI 
Agents Association, Keep America Safe, the National Association of 
Assistant United States Attorneys, and the National Fraternal 
Order of Police in support of the reauthorization of the PATRIOT 
Act, will be submitted to the record.* 

And without objection those three requests are so ordered. 

The gentleman 

Mr. Barr. Mr. Chairman, I may have missed the beginning, but 
might I ask permission to have my entire printed statement made 
a part of the record? 

Mr. Sensenbrenner. Well, just to make clear, without objection, 
the printed statements of all four of the witnesses will be made 
part of the record at the beginning of their testimony. 

And if there is no further business to be brought before the Sub- 
committee, the Subcommittee stands adjourned. 

[Whereupon, at 11:53 a.m., the Subcommittee was adjourned.] 


*The submissions referred to are located in the Appendix of this hearing record. 
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First and foremost, I would like to thank Chairman 
Sensenbrenner and Ranking Member Scott for convening this very 
important hearing on the Patriot Act and its expiring prowsions. 

I would also like to thank today’s witnesses for coming in and 
sharing their expertise and experiences with us. 

• Patrick J. Row'an, Partner, McGuireWoods LLP 

• The Honorable Robert Barr, Former Congressman (GA-7) 

• Bruce Fein, Campaign for Liberty 

• Ed Mullins, President, Sergeants Benevolent Association of New 

York City 

In today’s hearing, we will have an opportunity to discuss the 
expiring pro\isions of the Patriot Act and the Foreign Intelligence 
Surveillance Act (“FISA”), particularly, the “roving wiretap,” “lone 
wolf,” and “business records” pro\isions. Unless action is taken soon, 
these provisions are due to sunset on May 27, 2011, after being 
renewed for two months back in March to allow for more ov^ersight, 
investigation, and consideration. 

We are not strangers to these provisions, as they become a 
controv’ersial topic of discussion in every debate about the Patriot Act 
or FISA. As a matter of fact, just a couple of months ago we stood on 
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constitutional and cnil liberties concerns they raise as we debated 
H.R. 514, which would have extended the expiring provisions. 

As a member of the Homeland Security Committee, I 
understand and appreciate the importance of national security, and 
the challenges we face as we strive to protect our nation from foreign 
threats. However, as an American citizen, I am deeply concerned 
when our Constitutional rights run the risk of being infringed upon in 
the name of national security. 

To win the war on terror, the United States must remain true to 
the founding architects of this democracy who created a Constitution 
which enshrined an inalienable set of rights. These Bills Of Rights 
guarantee certain fundamental freedoms that cannot be limited by 
the government. One of these freedoms, the Fourth Amendment, is 
the right of the people to be secure in their persons, houses, papers, 
and effects against unreasonable searches and seizures. 

We do not circumvent the Fourth Amendment, or any other 
provision in the United States Constitution, merely because it is 
inconvenient. While the PATRIOT Act is intended to improve our 
ability to protect our nation, it needs to be recised and amended to 
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jewel of democracy. However, in their current state, the pro\isions 
we are examining today do not do that. 

First, we will look at Section 215 of the PATRIOT Act which 
enlarges the scope of materials that may be obtained under FISA, and 
lowers the standard required before a court order may be issued to 
compel production. This is sometimes referred to as the “business 
records” pro\dsion because it is often used to seize that type of 
information. As the “business records” provisions is currently 
written, an executive branch agent can obtain a FISA court order 
requiring a person or business to produce essentially any record that 
is relevant to a national security investigation without showing 
probable cause or even a direct connection to a foreign power. 

The second provision, known commonly as the “ro\ing John 
Doe wiretap,” allows the government to obtain intelligence 
surveillance orders that identify neither the person nor the facility to 
be tapped. Like the first pro\dsion, this, too, was addressed in the 
Judiciary Committee during the last Congress, and is also contrary to 
traditional notions of search and seizure, which require government 
to state “with particularity” what it seeks to search or seize. If this 
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should be done so to mirror similar and longstanding criminal laws 
that permit ro\ing wiretaps, but require the naming of a specific 
target. 

The third provision that H.R. 514 would extend is the “lone 
wolf’ pro\ision, which permits secret intelligence surveillance of non- 
US persons who are not affiliated with a foreign organization. This 
type of authorization, which is only granted in secret courts, is subject 
to abuse, and threatens our longtime understandings of the limits of 
the government’s investigatory powers within the borders of the 
United States. Moreover, according to government testimony, this 
procision has never been used. Because of the potential for abuse 
created by this precision, and the lack of need for its existence, it, too, 
should be allowed to expire. 

Issues surrounding these particular provisions are not a 
stranger to us, for we have been dealing with them since 2001 w'hen 
the PATRIOT Act wns introduced. In 2005, the Patriot wns examined 
in the Judiciary" Committee. I, along with other Members of the 
Judiciary Committee like Mr. Conyers and Mr. Nadler, offered 
multiple amendments that not only addressed these three 
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of intent. 

Again, these same issues came before us in 2007. On August 3, 
2007, I stood before you on the House floor discussing the Foreign 
Intelligence Surveillance Act (FISA), another piece of law used in 
conjunction with the PATRIOT Act and essential to combating the 
war on terror, but one that was in need of improvements to protect 
Americans’ Constitutionally enshrined chdl liberties. On that day, I 
said that, “we must ensure that our intelligence professionals have the 
tools that they need to protect our Nation, while also safeguarding the 
rights of law-abiding Americans,” and I stand firmly behind that 
notion today. 

When we were considering FISA, there were Fourth 
Amendment concerns around secret surv^eillance and secret searches, 
which were kept permanently secret from the Americans whose 
homes and conversations were targeted. There were also concerns 
such secret searches intended for non-U.S. citizens, could be used to 
target Americans. 

I offered amendments to ensure that any surveillance of an 
American is done through established legal procedures pursuant to 
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Intelligence Surveillance Court is indispensable and w^ould play a 
meaningful role in ensuring compliance with our constitution. I 
stand here today urging my colleagues to consider allowing similar 
amendments to the PATRIOT Act that better protect Americans’ right 
to privacy before mo\ing this legislation out of the House on 
Representatives and onto the other legislative body. 

Furthermore, a bill considering an extension of these provisions 
was considered last year in the Congress, and went through 
oversight hearings and two days of mark-up in the Judiciaiy 
Committee. Yet, none of those voted-on, bipartisan amendments that 
resulted from those hearings have been included in any recent 
legislation. In those hearings, multiple concerns were raised about 
the breadth of the PATRIOT Act and the leeway it gives to infringe 
upon an individual’s privacy and civil liberties. 

In the mark-up, I personally introduced amendments that 
would allow for greater transparency in the PATRIOT Act and 
enhanced protection against violation of individuals’ civil liberties. 
None of my amendments, or those introduced by any of my 
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been included in any recent legislation. 

As an American citizen, the security and safety of my 
constituency is pinnacle, but I will never stand for legislation that 
infringes on the basic rights afforded in our Constitution. When our 
founding fathers drafted the constitution, after living under an 
oppressive regime in Britain, they ensured that the American people 
would never experience such subjugation. Where are the protective 
measures for our citizens in the PATRIOT Act? Why are the 
measures addressed in the last Congress not included in the bill? 

Tomorrow, we will have an opportunity, once again, to make 
substantive changes to these provisions to ensure that we are striking 
the right balance between giving the Executive branch the powers it 
needs while preserving the chil liberties and privacy of Americans. 

There is nothing more important than pro\dding the United 
States of America, especially our military and national security 
personnel, the right tools to protect our citizens and prevail in the 
global war on terror. Holding true to our fundamental constitutional 
principles is the only way to prove to the world that it is indeed 
possible to secure America while preserving our way of life. 
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From this hearing, it is my hope that we will come away with a 
better knowledge of how to best address the needs of those agencies 
which uphold our national security, while upholding constitutional 
principles and protecting the rights of privacy of the American people. 

I would like to thank the witnesses again for their testimony. 
Thank you Chairman, and I yield back the remainder of my time. 
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Leashing the Surveillance State 

How to Reform Patriot Act Surveillance Authorities 

byjiiltan Sanchez 


Executive Summary 


Conj;ress nxwnly ^pprovrd 4 rcmpoMfy c* 
imsion of rlii«c conrrovcr&iA) utnvilLinoe pitni- 
stems of tlic USA Patriot Aa and successor leg 
isUtioit wltich luti prrMousl)' bmt set to expre 
At the end of Pebnury. In the comtng taeeks. Uw 
itukers have an opportunity to levit^ tlir stteep- 
utg expansion oT doniostL- couiuer-tcitoi' pow 
CIS siike 9/11 ajul wicJi die benefit ofa deiiMies 
petspisrmv, stnmgrlvn itiicial nvil-liberties sdhr- 
guanis witlionr unduly buniening leginmaic in 
tdligciKV gathering. Two of the ptovtsions slated 
for stinset-iovutg wiretap authority and ilte so 
called ’'Section 215” oiders tor the prodiKtion 
of records-shoiild tv turmued to mitigate tiv 
risk of overcotlectioii of amsien'e tnronruiioii 
jlmut tiinocent Americans. A dind'-authonty lo 
employ tile broad invt&tigacnv powers of ttie For- 
eign InteihgeiKv SurwiUance Act ogamst *1onf 
woir* suspeers wito lack tics to ariyte>icign tcnoi 
guHip>d^ not appear lo be necessary at all 
More uigem tiiau any of these, however, ts 


the need to rvvtcw- and subsrannaUy modify the 
statures uithonxing the Federal Bua’jii of In- 
vcsfigarion to srctcciy ilctnand records, without 
any prior conn approval using National Secu> 
rir>’ Letters Ttiough nor slated to sunset Muh 
tiie other three Patriot provisions. NSLs were 
the locus of multiple proposed legislative re- 
lomis Junjtg the 2009 rrautiu'vruatioti delutes. 
ami an* also addressed m at Imst one Nil already 
incroduced rhis year. Federal courts liaiv already 
held pattsofthc currenr NSL statiuesurtconsn- 
rutional. and the govctiiinctu's own niremal au- 
dits have unrovercil widespre.uH. cvtcemaric inis- 
tise of expanded NSL powers. Congress should 
resist recent Justice Oepartmetii piTssure to Rii 
(her broaden the scope of NSL aut]ioriiy>-aiid, 
indecii should signifii'ancly curtail it. In lijzhi i>f 
this hisroiy of misuse, as well as the uncmam 
consdimioiiat siarus orNSLs. a sunset should 
be imposed along with more robtuit n;|.>omnx 
ami (weniglu reipiirancnrs. 
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The Patriot Act 
significantly 
expanded 
government 
surveillance 
authorities 
with minimal 
Congressional 
deliberation. 


Introduction 

It is nearly a decade now since Congress 
vesponclcd ro the reiTor attacks of 9/1 1 by 
granting its hasty approval to the USA Pa- 
triot Act, a sprawling piece of legisiarion 
compnsing hundreds of amendments to 
.in .army of complex intelligence and law en- 
forcement statutes/ As the Washington Post 
noted at the rime, ‘‘members of both par- 
ties complained they had no idea what they 
w ere voting on, were feardil char aspects of 
the . . . bill went too fai— yer voted for it any- 
way.”^ 

Recognizing that Patriot had signifi- 
cantly expanded govenmient suri-eillaiice 
authorities wHrh minimal deiiberarion. Con- 
gress esrablislied expiration dates for 16 
oF the Act’s most controversial provasions. 
It similarly established a sunset for the so- 
called "Lone WoiP’ provision of the Intelli- 
gence Refonn and Terrorism Prevention Act 
of 2004. which allowed non-U-S. persons to 
be monitored under the aegis of tlie Foreign 
Intelligence Sutv'eillance Act even if they 
w'crc uiiaffiliated with any foreign pow'cr.^ 
In 2005, Congress made 14 of chose provi- 
sions permanent, but retained sunsets for 
the Lone Wolf provision, as well as Patriot 
-Act provisions authorizing the secretive For- 
eign Intelligence Surveillance Court to issue 
w arrants tor ‘ roving wiretaps” and broad 
orders compelling the production of busi- 
ness records or any other “tangible tiling.”'’ 
Ill the process, legislators added a number of 
safeguards aimed, in parr, at assuaging the 
concerns of civil libeitarians 

In lac(? 2009, as the sunset dace loomed, 
the judiciary committees of both che House 
and Senate held extensive hearings ro con- 
sider how these new powers had been used 
and what modifications ro the cxHsring srar- 
utes might be appropriate.’’ Additionally, in 
response ro a series of increasingly damning 
reports from the Justice Departinenrs Office 
of the Inspector General, showing large-scale 
and systematic abuse of the Patriot Act's ex- 
panded authority to issue National Security" 


Letters,' Congress held ftirrlier hearings Fo- 
ajsed on these powern.il tools, whiei; allovr 
the Federal Bureau of Invesrigarion ro de- 
nund .i wide array of telecommunications 
and financial records without judicial ap- 
proval.® 

The hearings and associated debate geii- 
ei'ated both substantial press coverage'^ and 
an army of substantive reform bills.*'’ Ulti- 
niacely, however, and. despite a temporary 
shorr-remi extension aimed at allowing 
ftirrher debate, Congress passed— and Presi- 
dent Obama signed— a one-yeat reaurhori- 
zarion of the expiring provisions wHrhour 
modification.'’ 

The rationale for the limited teauthori- 
zation was cliat tiic intiTveiiing time wotild 
be iKsed for fiuirhil deiiberarion on needed 
refonns, but tb.at hope was not borne out. 
Until February, there ha.d been .ilmosr no 
further debate in Congress concerning the 
expiring Patriot provisions or the pressing 
need for National Security Letter reform, 
and press attention had been correspond- 
ingly scant. 

At least some legislators, howev-er, appear 
to be growhng w'eary of these defernais. The 
same one-yc.ir reauthorizarion that oasiiv 
garnered the cwo-thirds majority required 
for fast-track p.5ssa.ge :n 2009 fell short this 
year, to r'ne surprise of many ebservens,'^ 
litsce;id, Congress approved an extension 
of the expiring previsions for just three 
months, with loaders in both parries pledg- 
ing that there would now— finally— be seri- 
ous deliLvrarioii on zho. need, for substantive 
reform. 

As of this wriciag, most of the legislative 
proposals chat have l^eeii advanced invoho 
either long-term reauthorizacion without 
alteration or modest amendments. Sen. Di- 
anne Feiiisteiu (D-CA) supports reauthori- 
zarion through the end of December 2013, 
along with an extension of the controversial 
FIS.A .Ameridiiienrs Act of 2008 to the same 
date,** while Sen. Chuck Grassley (R-iA) is 
seeking permanenr reauthorization of the 
expii'ing previsions.^’' Sen. Patrick Leahy 
(D-VT), meanwhile, lias reintroduced the 
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relanvely mild reform iegislarion he spon- 
sored in 2009. wliich ar the rime was ap- 
proved by a biparrisan niajorir)’ of rhe Sen- 
are Judiciary Corrimirtee, 

With additional time for deliberation, 
however, Congress should consider more 
far-reaching changes, With minor modifica- 
tions, the roving wiretap provision can safely 
be made permanent, providing greater clar- 
ity and certainty to intelligence investigators. 
The Section 215 “tangible things” prostision, 
by contrast, requires addirionai Congressio- 
nal scmtiiiy: it slioi..ild. be extended only in a 
narrowed form, and wnth Rjvrher reporting 
and .nidiring reqihremonrs. The Lone Wolf 
provision, which as of last ye<U' the Justice 
Deparmiont said had never been used, can 
simply be allowed to expire. (In the ev'enc 
that consensus has not been achiev'ed when 
rhe new de.3d!ine .trriv’es, there is little reason 
to believe their expiration v/ould cause any 
near-term impediment to intelligence gath- 
ering: .all three suiisetting provisions liave 
been used fairly sparingly, and are, in any 
event, siibjec: to a grandfather clause tliat 
would permit their cotitinued use for invesci- 
gaticiis already underway. 

Most importantly. Congress should nar- 
row the scope ot Natioiiiil Security Letters, 
which have alre-idy proven susceptible to 
widespread abuse, and which federal courts 
have already found to be seriously constitu- 
tionally d.efscti\'e in tlieir current form. At 
an absolute minimum, a series of procedur- 
al safeguards that the Justice Department 
has already agreed, ro iinpleiitent on a vol- 
untary basis should be codified in stature. 
Even with these added constraints, a new 
sunset for expanded NSL authorities should 
be established, along with mandaroiy audit- 
ing by the Office of the Tnspecror General, 
to eirsure that they are subject to adequate 
congressional review. 

I now turn to consider eacli of the sun- 
setring provisions, as v\'eil as National Se- 
curity Letters, in detail. While many of the 
argumenrs below are fi amecl in terms of the 
constitutional limits on gcverninent surveil- 
lance, they ai,so provide policy grounds for 


reform. Insofar as these pro\Hsions impose 
heavier burdens on core privacy, speed’., ;ind 
association interests than is necessaiy ro rite 
protectioix of national seeuxity tbaxt should 
be sufficient i-eason to seek a better balatice 
regardless of where one comes down on the 
legal question. 

The Lone Wolf Provision 

The extraordinary rods .available co in- 
vestigators luider the Foreign Intelligence 
Surveillance Acr, passed owi 30 ycais ago in 
response co revelations or endemic executive 
abuse of spying pow-ers,^® were originally de- 
signed CO cover only “agents of foreign pow- 
ers.” The Lone Wolf provision severed tii<Tr 
necessary link for the first time, authoriz- 
ing FISA spying within rhe United Suires on 
any “iion-U.S. person” (diac is, anyone not a 
citizen or legal permanent resident) who “eii- 
gages in inteniadoiial terrorism or activities 
in preparation therefor,” and allowing the 
sracuce’s definition of an “agent of a foreign 
power^ to apply to suspects wdio, bluntly pu:, 
are not in fert agents of any foreign pcv.'or. 
According co a letter sent to Senatoi' Leahy 
in September of 2009 by Assistant Attorney 
General Roland Weich, the Lone Wolf provi- 
sion’s authority had never been invoked as of 
tlxat date, and there lias been no indication 
that it has been t’,sed since.*® 

As with many pc5t-9/ll intelligence re- 
forms, the Lone Wolf provision has its gen- 
esis in rhe misguided assumption tlut every 
intelligence .fiiilure is exidence chat investiga- 
tors lack yuiFicient sucv'eiliance audioricy— a 
convenient scapegoat— while iiirerciiil insti- 
tutional dysflmction often bears the lions 
shaie of rhe blame.^'’ In the .afterniarh of the 
attacks, ic was initially alleged chat FBI inves- 
rigarors who had wanted ro obtain a Wixnanr 
to search tlie laptop of so-called ''ZOth hijack- 
er” 21acarias Moussaoui were una.ble to do so 
because FISA lacked such a Lone Wolf provi- 
sion. This claim, according ro rhe Congressio- 
nal Research Sendee, provided the “historical 
imperns” for Lone Wolf aufhoviry'.'^* 
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The problem 
was not that 
investigators 
lacked Lone Wolf 
powers^ but that 
they had not 
properly applied 
the powers they 
already had. 


Bur a 2003 biparrisan report from the 
Senate judicial)' Committee tells a vet)' dif- 
ferent sroiy.'^ It notes that on September 1 1 , 
2001, inx'esti gators were able to obtain a coii- 
vcntiona! wairanr using the exact same evi- 
dence that had previously been considered 
insufficient. XX'crso. the Committee found 
that supervisors at FBI Headquarters had 
failed to link related reports from diffrtont 
field oirices, or to pass those reports on to 
the lawyers tasked with determining when a 
FISA warrant should be sought. Officials in 
charge, the Senate report concluded, misap- 
plied such crucial legal standards as ‘‘‘piob- 
able cause” and falsely believed chat they 
could not seek a FISA order unless die spe- 
cific foreign terror group with v/hicli a target 
was affiliated could be definitively identified. 

“In peifonniiig tliis raitly straightforward 
task,” the report concludes, “FBI headquar- 
ters personnel failed miserably.’^-^'’ In short, 
the problem was not that investigators lacked 
lx>iie Wblf powers, but diat they had not 
properly applied the powers they already had. 
Nevei thclesS; die new power was granted. 

"Ihat it had not been used at the rime of 
the last rcauthorization debate suggests chat 
the provnsion remedied no dire gap in exist- 
ing surveillance authorities, but also diat 
it has nor )Helded any practical harm. The 
L one Wolf provision does, howwer, threaten 
CO blur the vital and traditional distinction 
in American law betw'een the constraints on 
strictly domestic national security investiga- 
tions and foreign intelligence. 

Foreign Intelligence versus Domestic 
Seairicy 

Courts liave always e.\tended greater 
deference to the executive in the realm of 
foreign intelligence than in cases involving 
strictly domestic security concerns. In a seiii- 
iual ruling in what has come to be known as 
die Ki;!th Case, a uiicuiiinous Supreme Court 
lield that the Fourth Amendment’s warrant 
requirojnent applied with hill force to sttict- 
!y domestic intelligence investigations, even 
\viiere the national security w'as implicated.^ 
The Court did, howev'er, echo the language 


of prior rulings, suggesting ritar less strin- 
gent limits might aj^ply u here foreign pow- 
ers were concerned: 

rurrher, the instant case requires 
no jud.gmeut on the scope of the 
President’s sun'cillance power wit].i 
respect to the activities of foreign 
powers, within or wnthout this coun- 
try. The Attorney General’s affidavit 
in this cjse states that the ,sui'veillanc- 
es w’ere “deemed necessary ro protect 
the nation from atre.mprs of domaitk 
or^anizatiom ro arrack and subvert the 
existing structure of Govern ir.enr” 
(emphasis supplied). There is no evi- 
dence of any iiivolveiiient, directly or 
indirectly, ofa foreign power.^’ 

The Court clearly saw the involvement of a 
foreign power as a crucial factor demarcat- 
ing two consrirurionaliy distinct realms. Pri- 
or to 2005, the Foreign Lncelligence Surveil- 
lance .Acr rra.cked this distinction, ena.bling 
broad surveillance— subject rc die oversight 
of a secret conre. and governed by iaxer re- 
strictions than apply in domestic criminal 
irrve.sriga.rions— of persons demonstrated ro 
be tied to foreign powers, including interna- 
tional tercorist groups.^” Absent the inv'olve- 
ment of such a foreign power, the salient 
considerations bearing on investigations of 
care lone wolves are nearly iiidisringuislr- 
ablc from those that apply to investigation 
of domestic terrorists and violent criminals. 
Wliii.? the tu’ith Court did. suggest Congress 
might create procedures for domestic na- 
tional security investigations distinct from 
chose governing ciimiiial investigations, the 
Lone Wolf provision simply adds an addi- 
tional trigger condition ro a framework oth- 
erwise exclusively used for investigations of 
foreign powers. 

FISA'S definition of international rv'^rror- 
ism still rwjuiras some foreign “nexus” be- 
fore a suspected lone wolf can be rai'gered, 
bur the stature provides only the vague guid- 
ance that its aims or methods “transcend” 
national bound-u ies. Construed srricrly, rhi,s 
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might be sufficient ro keep rhe boundary 
berween foreign arui doinesric iiifeiiigeoce 
inracr. Bur Justice Deparrmenr ofBcia's have 
suggested that the definition would cover 
a. suspect who “soif-radicalizcs by moans of 
iiifoiiiiacioii aixd riainiiig provided, by a va- 
riety of international terrorist groups via the 
Tntorner,’’ which potenrially makes a You- 
Tube clip rhodisrincrion between a domcsric 
threat and an ini;ernati(Mial one/'^ Activities 
“in preparation” for terrorism, according ro 
the legislative hisrory, may include rhe provi- 
sion of “personnel, training, funding, or oth- 
er means” for either a parricular acr of rei- 
rorism or for a group engaged in rerrorism.-^ 
The FISA definitions of an agent of a for- 
eign power appiicabii; to citizens explicitly 
require that a U.S. person rargered under rhe 
statute must knowingly assist a foreign pow- 
er. They also prohibit investigations con- 
ducted exclusively on the basis of protected 
First Amendment activities, such as political 
ad\'Oca,cy.^'' Tliere are no such explicit liiiii- 
rations m the Lone Wolf provision. 

Moreover, while interiuitional terror- 
ism IS defined by stature, an andy'sis b\’ rhe 
Syracuse University^ Transactional Records 
Access Clca.ringhouse, a research insrirurion 
focused on governmenr oi'ersigliu. suggests 
that government entities apply rhe. classifi- 
ca.rion inconsisrenrlv. Federal prosenirors 
decline to bring charges in a substantial ma- 
jority of the terrorism cases referred for pros- 
ecuticn by intelligence and law enforcomcnr 
agencies, bur in rhe recent cases wiiere charg- 
es haw. l:eeii brought, more than a tjuarior of 
defendants identified as terror related by the 
Justice Department's NationiU Security Divi- 
sion were not so categorized by prosecutors. 
Only 8 percent of defendants appeared on all 
of three lists of terror-related cases indepen- 
dently compiled by the justice Department, 
federal prosecutors, and federal courts.*'’ In 
light of this discrepancy—and especially in 
rhe absence of rhe scniriny imposed a sun- 
set— there are grounds to wcri'y that remov- 
ing rhe bright-line requirement of a link to a 
foreign power may permit the FISA process 
ro be invoked for inve.srigarions involving 


non-citizens that w’ould more properly be 
classified as criminal inquiries. 

The Broad Scope of FISA Surveillance 

Tliough the evidentiary sh.owing needed 
to target a person under FISA is looser than 
under criminal lawt the surveillance pow’crs 
i r affords ar e subsc.anti-i.lly bioader. So-c-alled 
“Title ITT' wiretaps in criminal cases rcquii'c 
evidence of a “nexas” between suspected 
chminai acrKHty and each location or com- 
mi.’nicarions facility monicomd.*^ Even then, 
agents are only supposed to record convt^rsa- 
tions that are pertinent to the investigation. 

Once someone is designated as an agent 
of a foreign power, by contrast, inforiuation 
collection is ‘Tieaviiy weighted cow-ard die 
govemmenrs need for foreign intelligence 
inforiaarion,” meaning chat “large amoutits 
of information are collected by auroinaric re- 
cording CO be minimized after the fact, ' with 
rhe minimization of irrelevant information 
occurring ‘diours, days, or w'eeks after coliec- 
cion.”*^ !n general, FISA “permits acquisition 
of nearly all infonnation from a monitored 
faciliqv or a searched iocadoti.”*'-’ And as the 
discussion of the other provisions analyzed 
below should make clear, even casual associ- 
ates of a target of FISA surv'eillanci? become 
susceptible to acquisition of private rcccids 
detailing their acmities. 

Even wlieti information lias been fortiully 
inuiiinized, it may remain, in practice. ava,il- 
ablc to intelligence agencies. In the 200.> case 
U.S. u. Sattar, the FBI had reported tluc it lud 
conduaed FISA surv'eiliance substv|iu?.tic to 
which “approximately 5,175 pertinent voice 
calls . . . were not minimized," 'WTiien it cniie 
time for the discovery pluisc of a criminal tri- 
al against the FISA targets, however, the FBI 
“retrieved and disclosed ro th.e defendants 
over 85,000 audio files . . . obtained through 
FiSA surveillance.”*^ Moreover, wh.iio targets 
of Title ni surveillance are typically eventu- 
ally informed of th.e eavesdropping, after rhe 
in'/escigation has finislied, FISA targets are 
noc^-nhancing the secrecy of intelligence 
practices, but removing a povveiful check 
against abuses.*'^ 
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about the 
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roving 
intelligence 
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Recommendations 

In Slim, any investigition authorized under 
FISA «nll rend to sweep quire broadly, collect- 
ing a more substantial volume of infonnation 
about innocent Americans than would be the 
norm under Tide III wiretaps. Tliese signifi- 
cant differcnees may make sense in the con- 
text of spying aimed at taigcrs who have the 
resources of a global terror ncrvnu k to di aw 
upon, and who will often be trained to employ 
sophisticated counrcrsuiv’eillance protocols in 
their communications with each other. 

Tlie need for secrecy is heightened when 
the Target is a member of a larger group gen- 
erally beyond the immediate I'each of U.S. au- 
tliorities— a group tiiac may even iiave some 
capability to infiltrate traditional law cii- 
forcemenr {systems. Tlie interest in continued 
investigation of that larger group— whetlier 
by m ning or simply continuing to monitor 
their agent in the United States— also means 
that intelligence invesrigarions m.ay not have 
criminal piosecucioii of tlie target as their 
goal- As a rule, these considerations simply 
do nor apply to genuine lone wolves. 

In rhe absence of die special needs cre- 
ated by the involvement of foreign powers, 
then, reliance on rhe more stringent provi- 
sions of Title III should be the norm. This 
should pose no problem for investigators, 
because any .application meeting the stan- 
dard for the Lone Wolf provision, if legiti- 
mately construed to cover actual terror plot- 
ters, will also meet rhe standards of Title ill. 

Bscause Lone Wolf authority does not yet 
appear to have been invoked, it is diffietdt 
to gauge the appiopriaro level of concern 
about its potential fiicuie uses Since, how- 
ever, it does not appear to have been neces- 
sary in practice, and by its own terms would 
only properly apply when parallel criminal 
authorities would also be available, there is 
little good reason to leave it on the book.s. 

Roving Wiretaps 

Section 206 of the Patriot Act established 
aurhoiitv for multipoint or roving wiretaps 


under the auspices of rhe Foreign Intelli- 
gence Suiveillance Act. The idea behind a 
roving wiretap should be familiar to fans of 
tlie .icclaiined H.DO series Wire, in vA’hich 
drug dealers rapidly nvled through dispos- 
able ''burner” cell phones to evade police 
eavesdrooping. A roving wiretap is used, 
when a target is thought to be employing 
such measures to frustrate investigators, and 
aLl.ows the eavesdropper t(5 quickly begin lis- 
tening on w’hatewr new plione line or Inter- 
net account her quany may be using, with- 
out having to go back to a judge for a new 
w'a.iTanr every rime. In 2009, FBI Director 
Robert Mueller testified that roving author- 
ity under FISA had been used 147 times.'’''' 

Roihiig wiretaps have existed for critriinaJ 
invesriga.rions since 1986.’' There is broad 
agreement, even among staunch civil lib- 
ertarians, that similar a.urhoriry should be 
available for terror investigations conduct- 
ed under the supervision of the Foreign In- 
telligence Surveillance Court. 

Serious civil liberties concerns remain 
about the specific sta tutory language autho- 
rizing roving intelligence w’irc-c.ips. however. 
To understand why. it's necessary to exam- 
ine some of the broad differences between 
electronic siirceiilaiice warrants undei FISA 
and the Title III wiretaps employed in crimi- 
nal investigations. 

Tlie Fourth Amendment imposes two 
central tequiteuieiits on warrants at.ithc'riz- 
ing government .searches; "probable cause” 
and "patticularity.”^ Under Title III, that 
trioans warrant applications must connect 
rhe proposed surveillance to some specific 
criiniiial act, an.d. must "particularly [d.e- 
scribe] the place to he searched luid. the per- 
sons or things to be seized.” For an ordinary 
non-roving wiretap, law enforcement satis- 
ne,s tliat requirement l.iy estahlisliing a nexus 
between evidence of a crime and a particular 
place (such as a phone line, an e-mail address, 
ora physical location). This will often involve 
a named target, bi.it it need not. For example, 
a warrant might be obtained to bug a loca- 
tion known to be used for gang meetings, 
or a mobile phone used to discus.s criminal 
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a-crivTcy wirh anorhrr raagcr already under 
surveillance, even if rbe idenriries cl the per- 
sons making use of Those facilities are nor yer 
known. The requiremear of a demonstrable 
nexus TO criminal activity remains, however. 
Authority to hug Tony Soprano's office will 
not entail a power to eavesdrop on his thera- 
py session or bug his bedroom, absent good 
reiison to drink Irek’s cli.scussing mob acrivit}- 
in those places. Since places and conmmnica- 
rions facilities may be used for both criminal 
a.nd innocent pi.irposes, the officer moniror- 
in.g the fa.i::ilicy is only supposed to record 
what’s pertinent to the invesrigarion. 

When a roving wtrerap is authorized un- 
der Title III, diings necessarily work some- 
what differenJy.'^’^ For roving taps, the v/ar- 
ranr application shows a nexus benveen the 
SLisoected crime and an identified target per- 
son rather man a particular facility. Then, as 
surveillance gets underway, the eavesdrop- 
pers can "go up” on a line once investigators 
have “ascertained” tliat tlie target is “proxi- 
ma.re” to a location or ccmmunicarions fa- 
cility, Perliaps in part because they require 
an additional showing that a traditional fa- 
cilities-based wiretap is unlikely to succeed, 
rhe.se broad warrants are used relatively spar- 
ingly: only 1 6 w ere issued in 2009 at the state 
level, .ind none at the federal level.”' 

Problems of Particularity 

A number of Fourth. Arnendineiit chal- 
lenges ha.vc been raised to Title Hi criminal 
roving wiretaps, on tlie grounds tiiat a riar- 
rant naming a target, rather than a specific 
place or fiiciliq'', cannot meet the consriru- 
tioiuU particularity requirement. In rejecting 
such challenges, the C(3u.rts have invariably 
stressed chat, in the modern coneext, the sul> 
stiturion of a named target fora named facil- 
ity is :}. key feature chat allow’S Title lii inulci- 
point wiretap orders rc pass the parricuiariry 
test. For instance, in United States v. Bianco. 
rlie Court of Appeals for the Second Circuit 
emphasised that: 

unlike other orders under Title 111, 

wiiich i'equire.s identification of the 


anticipated speaker only “if knowm." 
Section 2518(l)(b)(iv), to satisfy the 
rowng intercept staaite, the pcison 
targeted for roving interception must 
be identified, and only conversa.tion 
involving the specified iiidividual may 
be intercepted,'’^ 

Similarly, in Unked States v. Petti, the Ninth 
Circuit wrote: 

The srarure does not permit a “wide- 
ranging exploratory search,” and there 
is virrualiy no possibility of abuse 
or mistake. Only telephone facilities 
actually used by an identified speaker 
may be subjected to surv'eillancc, and 
the government must use standard 
minimization procedures to ensure 
that only conversations relating to a 
crime in w’bicli the speaker is a sus- 
pected parridpanr are intercepted.'’" 

The Patriot Aefs roving wHretap provision, 
how'ever, includes no parallel requireinent 
that an individual target be named in a FiS A 
warrant application, giving rise to concerns 
about what hav'e been dubbed “John Doe” 
warrants that specify neither a particular in- 
terception facility nor a particular named 
target. 

An amendment in 2006 did at least add 
the requirement char the description iden- 
rily a specific target— which would appear to 
entail tlut each target must be a paiticuUr 
indmdual person, rather chan some indc- 
renninare group or cUlss of persons satisfy- 
ing a general characterization. But when the 
identity of the target cannot be determined, 
conclusively, this too becomes difficult to 
guarantee. So, for example, an application 
targsting the person residing at a particu- 
lar location or using a particular phone will 
be indecenninace in scope it (unlxtknov. iisr 
to the applicant) multiple people in fact fit 
the description— rendering the cotnmuiiica- 
cions of those ocher (porenriahy innocent) 
persons over multiple tacilicies susceptible 
to interception. A similar error may cause an 


Challenges have 
been raised to 
Title in criminal 
roving wiretaps 
on the groimds 
that a warrant 
naming a target 
cannot meet the 
constitutional 
particularity 
requirement. 



133 


An identity— 
as opposed to 
a description— 
is a key to a 
broad universe 
of records, and 
thus provides 
a multidimen- 
sional stream of 
information that 
can be used for 
error correction. 


agenr ro follov/ rhc wrong person co a new 
t;u iliry in ilie case of a warrant witli a named 
rarger— onr then, ar least, the fact that there 
cleai ly is a wrong person enables the error to 
bo corrected more readily and acquisitions 
fiiUing outside the scope of the warrant to 
be decisively identified. 

A reported intelligence vnolation uncov- 
ered by a Freedom of Information Act re- 
quest from tlie Electronic Frontier Founda- 
tion provides a concme iilusrrarion of the 
point.'’'' In an inve.srigarion of an apparently 
named, identified couple under FISA roving 
authority, a clenca! error resulted in a line 
no longer used by the targets being included 
in an order renewing electronic surveillance. 
Subsequently, a phone apparently used by 
a young child w=as monitored for five days 
until agents realised the mistake. Hie error 
was tletectcd.. in part, because technicians 
noticed chat the subjects identified in the 
warrant had pre\’iousiy been assigned the 
targeted line, but disconnected their sendee. 
Knowledge of the identiw of the subjects 
iilso gave analysts a series of expectations 
about the parties to the communication, 
against w'hich the fruits of sun'eillaiice 
could bo checked. An identity—^ opposed 
to a description— is a key to a broad uniwrse 
ofrecord-s, and thuspro\Hdes a multidimen- 
sional stream of information that can be 
used for error correction, it might become 
apparent, for example, that a phone is mak- 
ing calls fi'om one location when the target 
specified in the warrant is known to be else- 
w'hcrc. When the target is known only by a 
description sufficiently specific to enable 
targeting of a wiretap, robust error connec- 
tion is fiij less likely. 

The Risks of “John Doe” Warrants 

Wirile permitting John Doe warrants 
under Title Hi would be problematic for all 
these reasons, the risk of improper overcol- 
lecrion is acojaliv far greater in the intelli- 
gence context because, as discussed above in 
the analysisof the Lone Wolf protdsion, FISA 
surveillance is in general far broader chan its 
Title Hi counterpart. "'[Llarge amounts of in- 


formation are collected by automatic record- 
ing to be minin;i/.ed after the fact.” and that 
afrer-rhe-cacr “minimization’'’ may nor always 
entail the destmerion of the ‘dninimized” in- 
formation.''’ Had the case discussed above 
occurred under Tide III, real-time miiiimi- 
zaticn shoLiid have prevented recording of 
communications on the targeted line unless 
a. knotvn urger could be positively identified 
as patty to the conversation, 

This risk may be especially high when 
suireiliance involves the use of sophisticat- 
ed online filtering technology at an array of 
unkno«Ti facilities. .Such overcolleccion is 
a risk even when a target i> named, because 
die global scope of the Internet increases the 
likelihood that (for example) multiple users 
wntli similar names, or who have connected 
from the same IP address at difierent times, 
will hold .accounts at .3 new facility, hr the 
course of a recent criminal investigation, for 
example, the FBI inadverrenrlyobrained the 
mil e-mail archives of an unrelated person 
because of a. typo in a warrant application.'’'’ 
Bur the risk is greatly heightened without 
the anchor of a named target. 

As an iliustratioii. consider the hypothet- 
ical (bur presumably represer.ta.rive) wiretap 
order described at a 2009 surveillance con- 
ference by attorney Joel M. Margolis, wh.o 
handles government surveillance reque.srs 
for the telecommunications company Ncu- 
scar.'*’ Margoiis outliited tlie difficulties an 
Inromer service proHder might face inter- 
preting an order instructing an ISP to target 
tlie keyw'ord, orvirtual identifier, ‘'RedWolf'” 
using Deep Packet Inspection technolog}'."’^’ 
Targeting on a virtual identifier will of- 
ten be perfeedy legitimate, provided there is 
evidence chat the person using chat ID at a 
pardcuiar website or online seivice is acring 
as an agent of a foreign power, Indeed, in the 
case of a warrant naming a specific facility, 
“the person using rhc ID Red.’^blf might be 
an adequa.te!y .specific characrerizariori of 
tlie target within the context of surveillanre di- 
rected dt that ftciiity. Bur even wiicn rlrere is an 
ideiicified taty^et, such monicoring creates an 
inferential gap betwT;en the individual target 
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a.nd rhc mechanism used ro acquire his com- 
nujnicarions. Joh.n Doe'’ warmrits add a sec- 
ond interendal gap. 

liivesciga.t(5rs will presLunably be fixirly 
sophisdcared abouir this; "hey are iikciy ro 
understand, for instance, that evidence suf- 
ficient to target Red.Wolf at one. particular site 
will not by itself justify acquisition on that 
identifier elsewhere on the Tnremer. Bur the 
probability of error is inevitably magnified 
when a descriptive targeting mechanism is 
transplanted across facilities, and especially 
w'hen the target is unknown inckpemlefaly of 
that description. We are. as a result, far re- 
moved from tile scenario in Petti, whem there 
was ‘'virrualiy no possiliilicy of abuse or inis- 
cake."'''^ In light of the range of powerfultools 
that will already be available to investigators 
by the time probable cause is established- 
including wiretaps of specified facilities, 
National Security Letters, and Section 215 
orders --it should be nos.sible to determine a 
name for most targets without an unaccept- 
able delay, if this is not possible, however, we 
should question whether the same tools tliat 
are inadequate to yield a target's identity ««« 
permit that target to be reliably tracked from 
frcility ro faciiin-. 

Wliy Ex Post Oversight Isn’t Enough 

Congress made some etforr ro address 
such ccncerns when it teauthorued Sec- 
tion 206 in 2005, adding the aforemen- 
tioned requirement th.3t PISA applications 
describe a specific target. Under tlie revised 
roving statute, e,'ivesdtoppers must infonn 
the FISA Court within 10 da.y,s of any new 
flicility th.ey eavesdrop on (60 days if cause 
for delay is shown), and explain the “facts 
justifying a belief t].iac the target is using, or 
is about ro use, that new facility or place.”'"’ 
Tnat is a step in the right direction, but 
back-end chocks and oversight are unlikely 
to be an adequate suhstiruie for fronc-end 
lirniTatior'.s on the scope of covert surveil- 
lance, and indeed, may create a false sense of 
security. 

Consider rhat in fiscal year 2008 alone, 
rhc FBI collected 878,383 hours (or just 


over 100 years) of audio, much of it in for- 
eign languages; 1,610,091 page,s of text; auid 
28,795,212 electronic files, the majority 
pursuant to FISA warrants. A recent audit 
of FBI backlogs by the Office of rhc Inspec- 
tor General found that fully a quarter of 
the audio collected, between 2003 and 2008 
remained unreviewed (including 6 percent 
of countcrcerror acquisitions and 31 per- 
cent of counterintelligence acquisitions, the 
two categories covered by FISA wiretaps).'''' 
Meaningful independent review of this vol- 
ume of intelligence collection must, in prac- 
tice, be fairly superficial. Indct-xi, when the 
rarger is known only by descriprion, a mis- 
taken collection may not be immediately 
obvhoiis even after the fact. 

Ocher structural features of the criminal 
justice system do p>rovide a form of de facto 
afrer-che-facc oversight for electronic su i vei 1- 
lance in criminal investigations. Because Ti- 
tle ITT wiretaps aim at criminal prosecution, 
investigators must anticipate tliac they will 
be subject to a distributed fonn of de facto 
review' hy ckfense counsel, who have a right 
to seek discovery and a powerful incenewe to 
identify any improprieties. Even wiieii ati in- 
vestigation does not result in charges being 
brought, wiretap targets must be notified of 
the surveillance after the facc.''‘ 

FTSA sun/eillance, by conrrasr, i.s covert 
by default, and often seeks inceiiigence for 
purposes ocher than crimiiul prosecution.^'' 
Even when the fruits of FLSA collection arc 
used at trial, discovery is fai' more limited.''^ 
Defenders of tliis and other Patriot Act pro- 
visioas o.ften assert that they only provide 
intelligence agencies the same cools ai'ail- 
able in criminal investigations, but almost 
invaiiablv neglect the profound structural 
differences between criminal and intelli- 
gence law'. 

Recommendations 

Because FTSA surveillance is in practice 
subject to less robust ex post scrutiny, it is, 
if anyrhing, more important to constrain 
the discretion of investigators in selecting 
target facilities at the acquisition stage. Idc- 
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Third-party 
custodians 
of records 
would have few 
incentives beyond 
sheer public- 
spiritedness to 
expend resources 
challenging 
Section 215 
orders. 


ally, Congress shonld impose a requirement, 
I'.arallel fo Title TIT, tliat the target of a rov- 
ir.g wrerap be a named individual— as in all 
likeliiiood is already the case for the vast ma- 
joriry of the 22 ro\Hng FIS.A wnreraps issued, 
on avenige, each year. For the small number 
of unnamed targets, the array of other FISA 
tools rliar would alreatly be available— in- 
cluding facilirics-based wiretaps and aurhor- 
ity to acqture business records— should eti- 
able idenrificarion of the target before roving 
surveillance begins. With rhar change, FISA 
roving authority could safely be made per- 
manent. 

If experience vvirli previous rovHng inves- 
tigations suggests tliat greater flexibility is 
truly essential, FiSA could pennit ajolm Doe 
.application to make the showing needed to 
justify roi'ing authority, but remain limited 
iipon issuance to a spedfied set of facilities. 
Roving authority- would be triggered only af- 
ter agents hati positively identified the John 
Doe target, and made a submission to the 
FiSA Court of the facts supporting the con- 
clusion that the target described in the initial 
order had been identified. The FISA Court 
would need to ratify this identification with- 
in a relatively short period— 10 days seems 
reasonable— bur without tl^ need to approve 
an entirely new' application. Widi the latter 
modificarion, roving authority could be re- 
r.ewed, but should not be made permanent 
w ithout a 6.irther period of review. 

In cither case, the justice Department’s 
aiKmal FISA report to Congress should be 
required to include a tally of the nvimber of 
rovhig orders issued each year and, if .appli- 
cable, the number of those issued without 
a. itained target. To the extent possible, any 
opinion of the FISC involving substantive 
inrerprer.arion of the scop? of roving wire- 
tap authoiity should be made available in a 
public, redacted version. Finally, Congress 
should direct the Justice Departmenrs Of- 
fice of the Inspector General to conduct pe- 
riodic audits of roving wiretap orders and 
prepare reports on their use, which should 
be redacted as necessary to permit public 
release. 


Section 21S Orders 

Section 215 of the Patriot .Ac: vastly ex- 
panded die ability of investigators to compel 
the production of sensitive records. Between 
1998 atid 20Q1, FISA allowed the Foreign 
Intelligence Surv'eilla.ncc Court to issue or- 
ders demanding records fiom a few’ specified 
categories of business., provided the FISC 
found, there to he “specific and articulable 
facts” supporting the belief that the records 
pertained to a “foreign pow’er or an agent 
of a foreign pew'er During that time, the 
business records authorityvvas invoked only 
oncc.'^’ 

Tiie Patriot Act expanded this authorit'/ 
in cliree crucial respects, it removed the liini- 
rarion on die r\q->es of businesses to which 
production orders could he issued; it ex- 
panded the irems cowred by the ciders from 
business records to ajiy “tangible thing"; and 
perhaps most imporranrlv, it removed any 
requirement that the inibrrnatioii siDught 
permin to a person suspectedofinvoivemcnr 
with terrorism or a foreign governrneiir, 

These demands ate subject to gag orders 
proliibitiiig the recipients from disclosing 
their existence. Unlike National .Serunrv Let- 
ters, tliese gag orde."s ate at least iviiposed 
by a federal judge, bur thci b ladi i md 
the highly deferential srandiid ot icvc” to 
wliicli cliey are subject para Lis la igiugt’ in 
die NSL sratures that has already been held 
incompatible with the Fourth .Amendment 
by die U.S. Court of Appeals for the Second. 
Circuit.-’ Third-party custodians of records 
would have few’ incentives beyond sheer 
public -spiritediiess to expend resources chal- 
lenging these orders under any circumstanc- 
es, and few'er still when the reviewing judges 
are inscrucred to trear the mere assertion of a 
iutionai security need for secrecy as “conclu- 
sive.”-^* A cha.llonge under such a standard re- 
quin^ a willingness to dir at windmills with 
a gold-plated lance. 

The initial wording of Section 215 re- 
quired only rhar die rccord.s be sought for a 
foreign-intelligence investigation. Congress 
subsequently taised this standard, requiring 
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a. rccirarion of facrs providing “reasonable 
grounds ro believe” that the informarion is 
relevant ro an authorized invesrigarion to 
protect against terrorism or an iateliigence 
invesrigarion whose target is nor a U.S. per- 
son,''-' This is ‘‘an tuidemandiag standard 
that requites the government to show that 
the tangible things may have a bearing on 
or produce informarion probative of the 
investigation.”^''' But the FISC is liirther re- 
quii'ed to find that records are presumptii'ely 
relevant on a showing that they perrair ro 
an agent of a foreign power, a person in con- 
tact with an agent of a foreign power, or the 
activities of such an agent.''* 

In the inodeni context, that standard 
permits tb.e acauisition of a wide array of 
sensitive informarion about an enormous 
number of Americans '.vith no coiuiecrio:i 
to terrorism, on the b.isis of the most cenu- 
OLis connecticn to any actual stispect. “When 
combined with the broad sweep of the three 
areas in whicii a tangible-chings order is 
presumptively relevant.” according to the 
manual coauthored by the former head of 
the Justice Departmends National Security 
Division, "FISA appears to allow ihe govem- 
menr to obtain a tangible-things order with a 
mirdirid showing rhac the items it seeks are 
connected to the actidries of a foreign power 
or agent of a foreign power." This might in- 
clude, for f?x;imple, "the bank records of the 
grade school teacher of the child of a person 
who is suspected of being an agent of a for- 
eign power, 

Like National Security Letters— which are 
issued entirely without advance judicial ap- 
proval— Section 2 1 5 orders need, not be sup- 
ported by the ind.ivid.Lialii:ed. suspicion or 
finding of probable cause normally required 
for a Fourth Amendment search. In both 
cases, the legal theory underpinning such a 
procedure is the .so-called “third-parry doc- 
trine,” which rests on the dubious proposi- 
tion char persons normally waive rlieir “rea- 
sonable expectarion of privacy” when they 
provide docuinenrs ro third parries, even 
when chose parties are contracmally or srat- 
urordy bound to coniidenriaHty 


How Protected are Third-Party Records? 

During the initial debate over the Pmriot 
Act, Senator Leahy justified the expansion of 
Seaion 215 on the grounds diac' the Fourth 
Amendment does not normally apply to 
s'u.ch techniques and the FBI lias cotnparabie 
authority in its criminal investigations."'*'^ 
Supporrers of rhe provision, since the Act’s 
passage, haw rourinely invoked simiLir com- 
parisons CO such tools as aduiitiistrative- or 
gi'aiid-jury subpoenas, despite significant 
differences beru’een these aurhoriries.'*’'^ 

Wliile a detailed analysis of rhe third- 
parry doctrine is beyond the scope of this 
paper, ir bears noting that it hits long been 
the subject of blistering criticism by legal 
scholars, especially as teclinological chatige 
has increased the quantity of personal in- 
fonnation about each of us held by third 
parties.®^ One of its lonely defenders in the 
academy lias cbxnacterized it as “the Fourth 
.Amendment rule scholars love to liace. . . . 
the Lochner of searcli and seizure law, widely 
criticized as profoundly misguided.”'’' Nu- 
merous state supreme courts liave rejectcii 
it, in whole or in part, under state consti- 
tutional provisions parallel to the Fourth 
Amendment.**' 

If we stipulate the general validity of the 
third-party doctrine for the sake of aigu- 
menc, hoivewr, it is w’orch noting that it has 
traditionally been applied precisely to records. 
retained by fkins whose employees have ac- 
cess to them for ordinary business purposes. 
It is not a blanket Fourth Amendment excep- 
tion for any item in tlie possession of a third 
parry. The exception does not, for instance, 
extend to the contents of rented storage 
lockers.®*’ A recent appelLice a.iling luis simi- 
larly suggested that it does not apply to die 
contents of remotely stored e-mail, wiiicli a. 
25-year-old federal statute li,id hitherto per- 
mitted CO be obtained wirhour a. probable- 
cause warrant in many circumstances.^'’ 

Even within the category of records, a p- 
pellate courts have begun indicating that 
rhe third-party doctrine wHIl nor always ap- 
ply. The Tliird Circuit recently held that lo- 
carion records held by mobile phone pi ovi d- 
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CIS do cnioy Fourth Amendment protection, 
til parr lx=:cai.ise“[a] cell phone customer has 
not voluntarily shared his location infor- 
mation with a cellular provider in any mean- 
ingful way.”'' A parailel argument could 
easily be made for much of the transactional 
information, or metadata, generated by on- 
line activity and collected by websites or ser- 
vice providers.’' As rhe.se cases should make 
clear, courts are still in the early very stages 
of grappling with the proper application of 
the Fourth Amendment to the Inrerner era. 

Moreover, there are a range of distinct 
First Amendment interests implicated by 
govemmenr access to online tran&iccionai 
data and other records tliat may reveal ex- 
pressive activity, wHch are explored in great- 
er derail in rl le section dealing with National 
Security Letters belowc’" In brief iimnerous 
coui rs h.9ve fotind chat heightened senitiny 
is necessary when me compulsory produc- 
tion of records would burden the right to 
spea k, read, or associate anonymously. Judg- 
es rev'icwing applications under Section 215 
nia)-, or course, take sucli considerations into 
account sua sponte, but with respect to cov'erc 
itarional security investigations, recipients 
of these orders will cj'picaily have neither the 
incentiv'c nor— just as crucially— the informa- 
non necessary to mount an effectiv'e chal- 
lenge on these grounds when appropriate. 

Language in che amended Section 215 
does explicitly limit the scope of orders to 
items that could be obtained via grand-jun' 
subpoena or sinnlar compulsor)' process.’’ 
But the secrecy surroiuiding the orders, 
coupled with the broad scope of “ungible 
thiitgs” aiiihoiity, invites uses th.at push die 
boundaries of the already overbroad. Fourth 
Amendment loophole upon which this au- 
rhoric}’ is premised, even as courts K^gin 
moving to clarify and narrow' it. Secret pro- 
ceedings bofote the FISC are, to pur it mildly, 
not the ideal forum to test die ourer limits of 
an twolving areaoflaw. 

Section 215 in Practice 

Fortunately— and ow'ing in parr co the 
subst-jiitiai controversy surrounding Sec- 


tion 215— the Justice Dcp.r.'rmenr w.is .u 
least initially relatively cira.i inspect in its use 
of this aurlicrity, limiting irseli to seeking 
actual business records during the period, 
covered by the Inspector General's audits.’'' 
Indited, expanded Section 215 authority was 
not Lisi^dat all for two years after the passage 
of the Patriot Act, and appeai'.s to have been 
usc<l relatively sparingly since then.’^' More- 
over. the FISC appears to be fliirly active in 
keeping the scope of Section 215 orders nar- 
row: of the 21 sought in 2009, for example, 
the Court made modifications to 9 of the 
orders.” 

There .are. nevertheless, several re.^sons 
for concern. First, che relatively sparing use 
tliac has been made of Section 215 may is 
attributable in large meas'jre to the extraor- 
dinary breadth ot post-Patrioc National Se- 
ajrity Letrei's. which make a wide array of 
the most useful records .ivailable co inves- 
tigators wirho',.:t che need for a court order. 
FBI agents iateivievved by the Office of die 
Inspector Genera! have made it clear that, 
in light of the substantial delays associated 
«Hth Section 21S orders,’® they are regard- 
ed as a tool of "last resort,'’ employed only 
when Nariona; Security Lerrers or other a.n- 
thorities are unavailable.” Indeed, the iirsc 
uses of the anrhorip/ .ippe.3r to hav'e been 
motivated primarily by .a desire to ji.isrifo its 
existence to legislators: as a Justice Depart- 
ment atcornc’y' explained to the Office of the 
Inspector General, by the .summer of 2003, 
"there was a recognition that the FBI needed 
to begin obtaining Section 215 orders bc- 
cjiKse - - . Congress w’ould be .scrutinizing the 
FBI's u.se of the authority in determining 
whether to renew the authority.”®'^ 

ShouidNSLauthoricy he narrow'ed along 
che lines recommended below’, how’ever, it i,s 
highly probable that a sharp increase in the 
use of Section 215 v’onld ensue. This would 
be an unambiguous improvement, insofar 
as it substituted judicial authority for agen- 
cy fine in compelling the production of re- 
cords, 'our could lead to arrenuared scrutiny 
unless adequate resources arc allocated to 
the appliCiifion-reiHew proccss. 
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Second, rlie jusrice Dcparrnicnr's rela- 
tively conservarive approacli to Secrion 215 
appears ro be. -u least in parr, a function of 
the scratiiiy associated with the authority's 
sunset. In popi.-la.r discourse, the provision 
has often been referred to as the "library 
provision’’ because it has generated strong 
opposition from librarians chary of govem- 
ment inquiries into their patrons’ reading 
habits,*^ In at least one case, investigators 
seeking production of library records were 
told that a “supervisor would nor permir 
the request to go forward because of the po- 
litical controversy surrounding 21 5 requests 
for information from libraries.”''^ Thar reti- 
cence could easily diminish were the provi- 
sion made pormaiient. 

Finally— and per’n.aps most worryingly— 
testimony from Justice Department offi- 
cials during the 2009 re.iurnorizarion de- 
bate revealed that Section 215 "supports 
an important sensinve collerrion program” 
about which a fevr- selec;t legislators had 
been briefeci.'’^ The hea.vi!y redacted public 
versions of reports from the Office of the 
Inspector General do not discuss uses of 
Section 215 connected with this program, 
which in any event appears ro postdate the 
audit period. Lawmakers familiar wirii the 
program, however, have suggested rh,3f cru- 
cial “information about the ’.ise of Section 
215 orders that . . . Cotigress and the Ameri- 
can people deserve to know" is absent from 
the public debate.*^'^ 

In 2005, legislative language narrowing 
Section 215 authority to require a factual 
showing that records being sought pertain 
to terrorists and spies, or their associates, 
had been approved unaniniously by both 
the Senate judiciary Committee and the 
full Senate, but was ultimately removed 
from the reauthorization bill signed by 
the president. When a similar reform was 
rejected in 2009, apparently as a resiJt of 
a classified briefing in wliicli intelligence 
officials alleged that such a modification 
would interfere with rhi.s “sensitive collec- 
tion program.” Sen. Richard Durbin (D-IL) 
complained: 


[Tjhe real reason for resisting this obvi- 
ous, common-sense inoditlcarion of 
Section 215 is unfortunarely cloaked 
in secrecy. Some day tlut cloak will 
be lifted, and future generations will 
wliether ask our accioiLS today tm?et 
die test of a democratic .society: ct'a,ns- 
parenc}’, accounrabiliry. and fidelity' to 
the rule of law and our Constitution.*^'’ 

The most troubling and direct statement on 
the subject came from former senator Russ 
Feingold (D-Wl), then a tnember of both the 
Intelligence and Judiciary Commitrccs, who 
asserted char he had become aware of spe- 
cific abuses of Section 215 unknow-ri to the 
general public and, indc-ed, to most mem- 
bers of Congress: 

I recall during the debate in 2005 that 
proponents of Section 215 argued 
chat these authorities have never been 
misused. TTjct cannot make that state- 
ment now; they have been misused. I can- 
not elaborate here, but I recommend 
diac my colleagues seek more informa- 
tion in a classified setting. [Ernpliasis 
added.]*"" 

In short, w'liile the limited pu’Dlic reporting 
on the use of Section 215 indicates rhar it 
was used relatively conserv'acively thtough 
2006, there are ample groiuids for concern 
that the pro\Hsion's broad language permits 
far more sweeping information collection 
about iiuiocent Americans— and, indeed, 
there are hinrs that steps in this direction 
may have already been taken. 

Reeoin m endations 

Nor.rirhstanding these concerns, greater 
future reliance on a properly circumscribed 
Section 215— as a substitute, in m?.ny ca,ses, 
for National Security Letters, which lack 
adequate judicial supenrision— would con- 
sciruce a significant improvement from a 
civil liberties perspective, and the Jusrice 
Deparnnent and FISC should be alloca ted, 
.such resources as may ’tw necessary to render 
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this feasible. In order to efFcccively play this 
role. Section 215 authority that is somewhat 
more expansive than what existed under the 
pre-Pavriot Act EISA may be appropriate. To 
compensate For the heightened risks to civil 
libeities iulierent in covert iiiteiiigeiice gath- 
ering, however, the scope of Section 215 ot- 
ders and the standard of review FISC judges 
-ipply to them should be tightened so as to 
foreclose the possibility of fisiiiiig expedi- 
tions through the sensitive records of inno- 
cent Americans only tenuously connected to 
terror suspects. 

First, in light of the evolving stare of ju- 
hsonsdenco concerning data encrusted to 
third parties, Section 215 authority should 
be explicitly restricted to business records 
whose subjects lack a Fourth Amendment 
expectationofprivacv'intheir coiiceiics. This 
would ciar.fy chat SecDon 215 does not ap- 
ply, for example, to private documents held 
by cloud-based storage systems, or to the in- 
creasingly precise and detailed information 
about a personas clay-to-d.ay physical move- 
iTjencs tliat may be derivable from mobile- 
device records. It would also recognize ex- 
plicitly that courts continue to grapple with 
the question ofhow fir citizens’ “reasonable 
expectation of privacy'” extends to ocher re- 
cords created by third-party informarion 
processing, bi.ir not normally subject to hu- 
man review.*^’ FiSA's physical search and 
electronic surc'cillance authorities, subject 
to a probabic-cause standard, would remain 
available for protected records and other 
tangible thhigs. 

Second, the presumption of relcvaJice 
for certain ca tegories of records— which, the 
attorney generd has j-ireviously indicated 
the Justice Department docs not require- 
shovdd be repealed.’^” Instead, applicarions 
for a Section 215 order should be required 
to cite specitlc and arriailable facts demon- 
strating thar the records sought are birth rel- 
evant to an investigation arrd fall under one 
of three categories; records pertaining to a 
suspected agent of a foreign power who is 
the subject of an authorized iiiyescigacion, 
to persons in contact wHth such suspected 


agent, or to the activities of such a person 
or group wl-eii this is the least intrusive 
available means of idenrihnng the per.sons 
involved in those activities 

This dual requirement would give FISC 
judges a clearer basis for evaluating the evi- 
denciaty showing in Section 215 applica- 
tions, and ensure that something beyond 
mere casual concattt vhrh a suspect justifies 
acquisition of Americans' sensitive records. 
At the same time, the relative laxity of the 
relevance standard ensures that agents are 
not burdened with too high an evidentiary 
bar in the exploratory phases of an inves- 
tigation. On the basis of the limited infor- 
mation available in the inspector general’s 
public reports, it .appear? highly probable 
char most— if nor all— of the Section 215 or- 
ders issued between 2003 and 2006 wotJd 
already meet this sranda.i'd- Where there is 
a compelling argument for broader routine 
access to specific types of records, and .such 
access would hav'e minimal effect on speech 
or privac)' interests, Congress may wish to 
consider more narrowly tailored legislation, 
along the lines of the rules governing inipor- 
tatioii or sale of certain precursor chemicals 
for narcotics or explosives. 

Finally, th<? process for challenging Sec- 
tion 215 gag orders should be explicitly al- 
tered CO comport with the Second Circi.iir's 
mliiig in Diw v. Mukasey. wliicli lield ulrat a 
parallel review process in the National Se- 
curity Letter statures failed to adequately 
respect the First Amendment interests of 
recipients.^'’ That staixd.ard requires recipi- 
ents CO wait a full year before challenging 
a nondiscliJSLire order, burdens them with 
establishing chat there is “no reason” ro 
believe disclosure "inay'' incerfere with any 
invesriga.rion or harm national security, and 
requires judges to treat certification by a 
high-rankingjustice Department official as 
“conclusive" c'>n thar question^' 

Tlie required cne-yeai delay sliould be re- 
mo^'ed. and the burden of establishing some 
realisric likelihood of an identifiable harm 
siiifted to the go\'ernrnent. FISC judges will 
naturally— and appropriately- extend sub- 
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srannal deference rc rire govemmonrs as- 
sessnienr or si.ic!i risks, bur the “fiat of a 
govsrnmenral official, though senior in rank 
and. doubtless honorable in the ej<eciition of 
official dudes., cannot displace the judicia! 
obligation to enforce constitutioiiiil reqiare- 
mencs,''^'^ Nondisclosure orders should, be 
narvow'ly railoved and, whenever possible, 
rime limited to ensure recipiwirs’ speech 
rights ixre not constrained, past the point nec- 
essary to protect national security. Similarly, 
the one-year delay imposed on challenges to 
the underlying orders— which denies rci-ipi- 
ents access to judicial review until long after 
the production of records— should also ho re- 
iiioveo. 

While Section 215 could, in all likeli- 
hood, be made permanent if modified along 
tiiese lines, it would be prudent to establish 
a.r least one additional sunset period to en- 
able the Office of the inspector General to 
a.udir the use of the amended anthority'— es- 
pecially given that inodificatioiis to the Na- 
nonal Security Letter srarurcs may subscaji- 
tiaily increase reliance on Section 215. If. as 
its proponents a,?sert, this provision is not 
being used to engage in overbroad "fishing 
expediriens,’" rhe-sc common-sense limita- 
tions should have a riiinirnal practical effect 
on legirimato ini'esriga.rions. 

National Security Letters 

National Security Letters— once all but un- 
known to the general public— have emerged 
as perhaps the most controversial suiveil- 
la,n.ce tool a.ug.vnented l.iy the Patriot Act and 
its successors, and with good reason.-'-' Tliis 
previously i-urrowly limited power was trans- 
formed into a siveeping mechanism enabling 
the FBI to acquire, ivitliour advance judicial 
a.pproval, a vide array of sensitive informa- 
tion about Americans who are not even sus- 
pected of any connection wirli rer.’-orisin. As 
with Section 215 orders, die recipients axe 
barred From disclosing the request. Tlic en- 
suing explosion ofNSLs has been character- 
ized by government officials as a “hundred- 


fold increase O'ver historic nonns.'’’^^ Perliaps 
unsurprisingly, the expanded autliority has 
already been subject to w’har the inspector 
general called "widespread and serious mis- 
use.”''''^ 

NSLs have their origin in an exemption 
from federal privacy statutes created in the 
late 1970s, which pei-mirted the voluntary 
disclosure of oriicrwise protected financial 
records when ciiey concerned, a suspected, 
foreign spy. They b-avc evolvetl over time 
into a set of exrraordinariiy broad compul- 
sory tools akin to admiiiistirativ'e subpoenas. 
NSLs now permit the FBT and certain other 
agencies to demand detailed finaiici.il le- 
cords, consumer credit reports, and telecoiii- 
inunicatioiis transactional records witliour 
judicial authorization.^'’ ^ffiile there are cur- 
rendy five distinct NSL authorities, spread 
across four federal statutes, rliis paper wn!! 
focus on the two types used exclusively by 
che FBI chat account for the overwhelming 
majority ofNSLs issued. 

NSLs under die Right to Financial Piiva- 
cy Act^' are used to compel the production 
of records from “financial institutions, ’ a 
statutorily defined category now encompass- 
ing a wide array of entities chat, in the words 
of former Assistant Atconiey General David 
Kri.s, “\TOuld not ordinarily’ be considered 
financial insrirucions”^*' NSLs under the 
Electronic Communications Privacy Act*’’’ 
are used to obtain telephone and internet 
transaction records. They may be seivcd on 
traditional telecommunications finiis and 
liueniet service providers, but also .any other 
online service char gives usens “the ability to 
send messages or commiini(.:a,cio:is to third 
patties”— SLicii as Facebook, Gmail, or AOL 
instant Messenger The precise range of le- 
cords char can be obraineci with ECPA NSLs 
is currently contested, but the FBI has nadi- 
fionally asserted the right to demand— and 
has apparently received— almost anything 
sliorr of acnial communications content. 
The language of tlie statute refers to "toll 
records”— traditionally meaning lecoro.s of 
teieplione ninnbers dialed and received— but 
in the modem era is generally understooU 
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The problem was 
not inadequate 
information 
collection, but 
inadequate 
sharing and 
analysis of 
information 
already collected. 


ro encompass Web IP addresses \Hsiced and 
e-inai! sender and recipient addresses^ at die 
very least. 

The Patriot Act and subsequent intelli- 
gence legislation vastly expanded these au- 
thorities along inultipie dimensions. The 
most significant is the removal of any rc- 
quirement of a link to a suspected foreign 
power. Previously. NSLs applied only the re- 
cords of persons suspected, on the basis of 
"specific and articulable facts," of being for- 
eign spies (or to rheir conraers, if only basic 
subscriber iiiforination was sought).’"^ In 
their cuiTcnr form. NSLs need only certify 
that the records sought are relevant to an 
autiiorized investigation, according to the 
FBI's own detenninatioii. 

As the Justice Department itself explains, 
this "mininiai evddeiitiary predicate . . . means 
that rhe FBi— and ocher law enforcement or 
incclligeiice Community agencies with access 
ro FBI databases— is able to review’ and score 
inrbrinatioii about American cithjens and 
others in the United States who are not sub- 
jects or FBI foreign couiicerinteiligence in- 
t’cstigacions and about whom the FBI has no 
individ iiali/p d suspicion of illegal aedvity.”’'^^ 
While rhe more limited pre-f^trioc autliority 
required direct approv'al by a high-ranking 
officia! at FBI headquarters, pow'er to issue 
NSLs has now been delegated to the Special 
Agents in Charge of all 56 FBI field offices.’"'' 

Even the vveak limitation of a required 
connection to an authorized investigadon is 
tiitinutely subject to executive branch discre- 
tion: two years afierthi passage of the Patriot 
Act, rhe Arromey General's guidelines for na- 
tional security investigeations were revised to 
permit “prelimiiiaiy’ inquiries— which the 
FBI acknowledges are subject to “no particu- 
lar standard ofprooP— ro count as ‘•'aurho- 
tized investigations."^"' Though pre\'iou.sly 
resrricred ro full invesdgadons, nearly half of 
the NSL requests in the years following die 
guideline change were issued in connection 
•i\'ith preliminary inquiries.’"'' 

L.jrcr amendments also dramatically ex- 
panded the scope of NSLs rot financial re- 
cords. .illowing them to be served not only 


on traditional financi.d insrirurions, such .is 
banks and credit card companies, bur also: 

insurance companies, pawnbrokers, 
dealers in precious stones or jewels, 
travel agencies, teiegrapli companies, 
licensed, money transfer compa.iiies, 
automobile dealers, real estate closing 
companies, casinos, rhe Post Office, 
governi:nent agencies involved, in timui- 
cial transacrions, and any other busi- 
ness “whose c.ash transactions have a 
liigh degi'oe of usefulness in crimiiia.l, 
rax, or reguiarovy matrers.’”'''^ 

RFPA NSLs, therefore, now co\er "almost 
any record'" in the custody of "virriully any 
commercial or government entip,,' that han- 
dles cash transactions with customers.”'"^ 

The Explosive Growth of Post-Patriot 
NSLs 

Tliree extensive reports from die Office 
of the Inspector Genera! show rliat rhe dra- 
matic expiaiision of these authorities has 
led to an equally dram.itic increase in their 
use.^"^ Wnilf no reliable data exists for 2001- 
2002, the OIG counted nearly 200,000 NSL 
requests Issued by the FBI from 2003-2006, 
w’itb more than 56,000 issued in a single 
year— up from rhe 8.500 issued in 2000."''’ As 
the OlG notes, however, poor recordkeeping 
and reporting in the early years mean that 
rhe true figure is almost certainly substan- 
tially higher.^” 

Moreover, du: proportion of those re- 
quests pertaining ro U.S. persons has ri,sen 
sliarply over dme. In 200.3, roughly 39 per- 
cent of NSL requests w'ere related to inves- 
cigacioiis of citizens or legal residents. By 
2006, c!i<ar figure had risen to 57 percent— 
meatiing a total of 11,517 Americans had. 
their records scrutinized punsuanr to NSL 
authorities."^ 

The figi.'res calcuhired by ih.e OTG are nor 
sfiictly comparable to those reported to Con- 
gress by rhe Department of Tu.sricc each year, 
which include only NSL requests pertaining 
to U.S. persons, and (perhaps more .signifi- 
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ca.nrly) exclude requesrs for basic subscriber 
inrouv.arion \jr)der ECPA's NSL auruority. 
Despite rhese limirarions, more recenr re- 
ports suggest that the FBI concinue's to reiy 
heavily on NSLs. In 2009, rhe niosr recent 
year for which reported figures are available, 
the FBI issued 14,788 NSL requests for infor- 
mation about 6,114 U.S. pei'sons (again, nor 
counting requests for basic subscriber infor- 
rnatiou).^'' 

The vast majority of rha.w Amencan.s 
are almost certainly nor even suspected of 
iiivolveirieiit in espionage or rerrorisin. As 
then assisranr atrorr.cy general David Kris 
explained in 2009, NSLs .are used to “sweep 
more broadly tiian just the individuai who 
mav end up being the defendant or identi- 
fied as a terrorist precisely ’oecause [inves- 
dgators] are trying to develop the ease."”'’ 
NSLs a.re often used to m.9p a '‘community 
of interest” based on an initial suspect's “call- 
ing circle," ,i process that may entail gather- 
ing infonuation about persons “two or three 
steps removed" from riie target.”' Often 
FBI officials who signed off on boilerplate 
NSL language seeking broad “commimity'of 
interest" data ‘‘were not even aw'are tliat they 
were ma.lcing such requesrs.””’’ -As the OTG 
noted. gi\’eri the statuujty requirement liiat 
records he obtained wi.9 NSL only following a 
determination of relevance bv designated of- 
ficials, this practice ‘'violated rhe ECPA, the 
Attorney Genotral's NSl Guidelines, and FBI 
policy.””’ 

More Letters, Diminishing Returns 

Agents interviewed by the OIG have gen- 
etrdly indicated that they find NSLs highly 
useful— but as with Section 215 orders, 
much of this usefulness consists in generat- 
ing new leads and then elimi nating the prob- 
able dead ends While this is, of course, an 
important goal, the ease of NSL information 
gathering may also lower the rlireshold for 
which le;ids are worth pursuing. If may even 
crea te a vicious cycle, where gatheiiiig more 
information generates more leads, requiring 
that still more info.rrnation be collected in 
order to slrrink rhe ballooning pool of po- 


tential suspects. As Michael W'oods, a former 
senior FBI aitoniey has explained, reflecting 
on die post-9/1 1 climate at the Bureau: 

All of a sudden, every lead needed to 'iK 
looked at. The atmosphere was such 
thvat you didn’t want to be the guy 
who overlooked the next Moiassaoui. 
... If you’re telling the FBI people 
over and o\-er you need to he preemp- 
tive, you need to get out there liefore 
somerbing happens, you’re pushing 
people tew^d a flsliing expedition. 

We heard over and over again, connect 
rhe dors, and we were pushing the 
envelope and. doing tilings chat, in die 
old days, would have seemed bevond 
Che pale.”^ 

This makes sense, liow’^ever.onlyifdie inabil- 
ity to exiiauscively pursue a large number of 
lotver-rhreshold leads is a significant cause of 
intelligence failure. But there is little e\'ideiice 
for this proposition. Several perpetrators of 
the 9/11 terror attacks— notably Khdid al- 
Midliar and Na^^ al-Hamii— were known, 
al Qaeda associates who liad been moni- 
tored by the Centra! Intelligence Agency well 
before they entered the United Stares. Tiie 
failure ro detect and disrupt diar plot, then, 
cannot be attributed to an excessively high 
tlueshold for following up leads, chose indi- 
nduais plainly met any reasotuble threslioid 
for investigation, and indeed, could cleaiiy 
have been extensively monitored pursuiuit to 
pre-Patrfot auclioritics. As in die case of Zac- 
arias Moussaoui, the problem was not inad- 
e(.)uate information tvi/toww. but inadequate 
sharing and aiuilysis of information already 
collected.’-^" Other provisiensofthe Pactior 
Act and subsequenr legislation b.ave properly 
aimed to remedy some of these .scmccural 
(and, indeed, cultural) problems— bur it is far 
less dear rliat a paucity of raw data prior to 
the expansion of NSL authority w-as a. genu- 
ine problem requiring a solution. 

AnycoolusedasffequenrlyasNSLs wiil.of 
course, retrospecdt'ely be seen to lia',^ played 
a role in some successful invesrigarions. But 
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this is a poor metric of their genera! utility, 
especially when tlieir primary function is pre- 
liniinaiy flitering of large numbers of people 
:o identify individuals— such as terrorists— 
with extremely low frequency in the popu- 
latioit. We do not nornully test the general 
public for t'ciy rare diseases, because even a 
veiy accui are rest wi il rend to produce an un- 
acceptably high number of false positives for 
eacl) accurate diagnosis. In intelligence no 
less rhaji in epidemiology, flic proper policy 
question is nor whether any parrirular tool 
generates some data chat is useful in a suc- 
cessful invcsrigarion, bur whether it provides 
enough lu’cenary informarion at the mar- 
gin -information that could not liave been 
obtained using (for example) a combination 
of nanower. pre-Patriot NSLs aJid judicially 
authorized Section 215 orders— to justify the 
costs of diminished privacy' and resources ex- 
pended chasing false positives. On the basis 
of these very considerations, an independent 
re'.'iew by an expert panel of the National 
Research Council has cautioned against reli- 
iuice on predictive data mining in the War on 
Terror.*^ 

'Iliough it is difficult to say definitively 
wirhoiir access to classified records, publicly 
available data provides some reason to believe 
we have piissed the point of dim.inishing re- 
turns. Of the fraction of FBI terror investiga- 
tions ultimately referred to U.S. attentey^ in 
2001, immediately after tlie 9/U attacks, 66 
[x^rconr resulted in proscairions in 2002. By 
2009. the number had fallen to 21 percent- 
meaning federal prosecutors were declin- 
ing to pursiie nearly 80 percent of the c<uses 
referred to them by the The average 

prison sentence tor internaticniii terrorism 
prosecutions resulting in convictions fell 
from 40 months in 2004 to 5 montlis in 2006, 
suggesting that the gr eat majority involv-ed of- 
fenses substantially less serious than planned 
attacks on Amei'icans.'^'* 

In short, it seems at least plausible chat 
investigative efforts are expanding to fill the 
avaii.ibic space created by enhanced auch.or- 
ities. with easier access to records enabling 
a larger number of investigations to be pur- 


sued with a lower threshold of suspicion, if 
it is a rgued rl’.at NSLs a re necess:i.ry to qi.i ick- 
lysoix through large numbers of ultimately 
unproductive leads, we siiotJd at least insist 
on evidence that there is some measurable 
benefit to opening so j naiiy investigations in 
the first place. It is telling, a.,s the Americi3.i.i 
Civil Liberties Union notes, rh.at “every time 
an NSL recipient has cliallenged an NSL in 
court, the government has ultimately u'itli- 
drawn its demand fbi' lecoi'ds”- a pattern 
that i.s extremely difficult to reconcile with 
claims chat those demands are essential to 
safeguard against rerror atracks.-^^-^ 

After investigations are closed— and re- 
gardless of whether tiiey result in prosecu- 
tion, or any grounds for suspicion that the 
persons whose records have been obtained 
are guilty of anything— "once intoirnatioii is 
obtained in response to a nariona.! securit)' 
letter, it is indcrinitcly tecained and retriev- 
able by the many authorized pensonnel wiio 
have access to various c31 databases. 
Some 13,000 uscr-s, within both the FBI and 
other governinent agencies, liave access to 
the billions of records contained in one of 
the most extensive databases, the Invesciga- 
riv'e Data Warehouse.'*'’ As recent hirge-scaJe 
releases ol classified documents by the whis- 
tleblowing website WikiLeaks h.iv'e showm, a 
single u.ser in the digital era— w'hether a.cring 
from misguided idealism or more sinister 
motives- may be able to extr.ict enormous 
qua.r.cirics of sensitive information, even 
from putatively secure databases. 

A History of "Widespread and Serious 
Misuse” 

Already, cliese sweeping authorities have 
been subject to widespread misuse. A review 
by the Electronic Frontier Foundation of 
some 800 violations of the law or intermU 
guidelines reported to the Intelligence Over- 
sight Board from 20(31-2006 found that 
nearly a riiird involved National Security Let- 
ter's.^''’'' Still more troubling, a small sample 
of case files ■.'cviewed by the OIG found that 
22 percent contiilned potential viola.tions 
that had ngv(r,- been repoi ted, m.3ny invoK'- 
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ing rho acquisirion and rerenrion of records 
beyond the leginmare scope ol the NSL.’-”’ 

Perhaps rhe mosr disturbing violarions of 
the rules governing surveillance pouers in- 
volve rhe use of so-called ‘‘evigenr lcrrcrs’‘and 
iiifonnal requests for telecommunications 
data, to bypass th.e NSL approval and ovci- 
sigbr process. Between 2003 and 2006. agents 
in the FBI’s Commvtnications Analysis Unit 
issued 722 of these exigent letters to obtain 
d.3.ra, ft'om providers without appropriate le- 
gal process, often indicating thar an NSL or 
subpoena woiJd be provided later While 
ECPA does contain a provision covering dis- 
cloflure in genuine emergencies, as when an 
attack is believed to be iniiuiaenc. that excep- 
tion w;is not iTi\’oked in cb.eso instances, and 
would have applied to only a riny fracrion of 
the putatively exigent cases. Among those 
whose records were improperly obtained 
were reporters for the Wasbin^on Post and the 
New York Tinws—m vicla.rion of both, die law 
and internal regulations retjuiring rliat the 
a.rromey genera! approve such requests."’" 

Still more incredibly, investigators sought 
records pertaining to more than 3,500 teic- 
phone nuj libers tvitkout iiny process at ali, 
siirinly requesting records "verbally during 
telephone calls or visits to the providers’ 
Communications .Ana.lysis Unit work sta- 
tions, or on pieces of paper, such a.s Posr-ir 
notes.”''’’' 

FBI olTicials would later attempt to cover 
these improprieties after rhe fact by issuing 
blanket NSLs covering hundred.s of phone 
numbers. But ,'ir least 266 phono numbers 
for which records were improperly acqisired 
"w'ere related to crirniiuU investigations or 
domestic terrorism investigations for whicli 
NSLs are not an aud-iorized technique un- 
der the ECPA NSL stature, the Attorney 
General’s NSI Guidelines, or FBI policy.”*’'-' 

When rhe OIG interviewed the personnel 
resuonsible for these practices, it found that 
'■''rio one could sarisfacroriiy explain their 
actions,” instead offering only '"a variety of 
unpersuasive excuses.”"’' Supervisors had, 
a: one point, attempted to implement a da- 
rab.3se to rr.3ck requests ro relecommunica- 


cions pro\Hders, but agents rehised to use 
the new system “because they did nor want 
the responsibility' for inputting the data."’'’^ 
While it is conceivable that tliis reluctance 
stemmed from an extreme aversion to cleri- 
cal work, it may also indicate tliat at least 
some of them may haw Irad doubts about 
rhe legality of the prevailing practices. It is 
.similarly telling that when infornia.tion ob- 
tained by these 'cxtrak’gal means was later 
cited in rhe sin.Ul sample of warrant applica- 
tions to the secret Foreign Intelligence Sur- 
veillance Court reviewed by OIG, ‘FBI per- 
sonnel filed inaccurate sworn declararior-s 
with the FISA Court ro the effect that the 
subscriber or calling activity information 
was obtained in response to NSLs or a gra tid 
jury subpoena, rvhen in fact the informa- 
tion was obtained by' other means, such as 
exigent letters.’'’*'’'’ Again, while it is possible 
to ascribe these false stacemencs to innocent 
error, chw are also consistent with a desire 
to avoid FISC scrutiny of the use of exigent 
letters and informal requests. 

The Nature of Intelligence Abuses 

Wliile the use ofexigenc letters was finally 
formally barred in 2007, it seems clear that 
the broad and discretionary nature of NSL 
authority was a key factor in allowing rhe 
practice to continue for sev'eral years— wei! 
after supendsors and Department of justice 
attonxeys became aware of it While presum- 
ably this particular form of abuse is not now 
likely to continue, its scale and persistence 
confinas the general tendency for admirably 
dedicated invesrigarors, precisely as a ftme- 
tion of their dedication, to stretch the limits 
of rheir authority when unchecked by a neu- 
tral and detached tnagisttace. It denunds 
too much ro e3q5ecr agenrs pioperly focused 
on what is expedient in a specific invesciga- 
rion to simultaneously balance rheir needs 
against the aggregate interest in preserving a 
general system of liberties and privacy pro- 
tections. 

Indeed, from a systemic perspective, ex- 
cessive focus on particular “abuses” may be 
something of a red herring. It v/ould. after 
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all. be far more troubling if the authority 
ro acquire records were simply broadened 
so far that almost nothing counted as an 
abuse. The reaJ issue is that e\'eii if used pre- 
cisely as intended, NSLs permit the collec- 
tion and retention of an enonnous amount 
of sensitive information about innocent 
Americans for the most part. 

The hi.srory of intelligence abuses in the 
United States suggests tliat tiie existence >3f 
svicli largo databases in itself increases the 
risk of .ibt.ise. even if the initial collection 
itself is consistent with the letter of tiie law. 
While our system of checks and balances is 
designed ro exclude improperly obtained in- 
foriiia.tioii at trial, liistorical abuses of intelli- 
gence SLin'cillaiice have more often involved 
the extralegal use of informarion to intimi- 
date or harass political dissidents, joumal- 
isr.5, and even judges and legislators.'-^'’ As 
:he Senate committee headed by Sen. Frank 
Church summarized the results of its inten- 
sive investigation in the 1970s; 

Too many people have been spied upon 
by coo many Government agencies 
and coo much information lias been 
collected. The GoTCmmenc has often 
underrakeii tlie secret surveillance of 
citizens on the basis of their political 
belieft. even when chose beliefs posed 
no threat of violence or illegal acts 
on behalf of a hostile foreign power. 
The Govommenc, operating primailiy 
through secret infonnants, but also 
using other intrusive tccluxiques sucii 
as wiretaps, micropiione ‘‘bugs,” sur- 
reptitious mail opening, and break- 
ins, has swept in vast iunciuits of 
infonnacion about the personal lives, 
views, and associations of American 
citizens. Investigations of groups 
deemed potentially dangerous— and 
e'/en of groups suspected of associat- 
ing with potentially dangerous organi- 
zations— have continued for decades, 
despite the fact chat those groups did 
not engage in unlawful activity. 

Groups and individuals have been 


harassed .and di,sn.ipred because of 
their political viev\-s and their life- 
styles. Invesrigarions have been based 
upon vague standards whose breadth 
made excessive collection inevitable. 
Un&rvory ;iiid vicious tactics have been 
employed— including anonymous at- 
tempts to break up marriages, dis- 
rupt meetings, ostracize persons ftom 
their professions, iuid provoke nargec 
groups into rivalries that might result 
in deaths. Intelligence agencies have 
seived the political and personal objec- 
tives of presidents and orlier high offi- 
cials. While the agencies often com- 
mitted excesses in response to pressure 
from high ofHcials in the Executive 
braJich a.ini Congress, the)- also occ.i- 
sionaily iititiated improper activities 
and rhen concealed them ftom otfic'-.ils 
w'hoin they had a duty to inform, ''' ' 

In many cases— although not all— the initial 
monitoring of domestic targets was itself 
improper, aii<i there has been an under- 
standable tciidenc)' to see this as the sine qua 
non of abuse. But in a 21st- century techno- 
logical context, an enormous qtjanrirv' of 
infbntiation about group political activities, 
which previously would ha\^' been obf.3in- 
able only via targeted direct suiveilkance, 
may be dt'tiv.ible by means of sophisticated 
analysis of telec<?mniunica.tictis metadata 
swept up in the counse of facially legitimate 
investigations. Under mies that permit the 
sweeping collection of such data— especiiUly 
if dead-end leads are both numerous and 
dispwportionately concern unpopular (hut 
nonviolent) political and religious groups— 
the pocencial for inappropriate future use of 
information will not necessarily be linked 
with improper intent at the acquisition 
.stage. Minimization rules limiting verenrion 
ami disseminaaon of data— which should be 
sn-engrhei’.ed- can mitigate tins risk to some 
extent But harms of this type are inlK’renrly 
difficult to detecr, and the mere existence of 
such massive databases has the potential to 
chill protected political activity. 
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Just Another Subpoena? 

Liki? Secrion 215 orders, Narionai Secu- 
nq/ Lecrers are routinely defended on the 
grounds that cliey only grant intelligence 
investigators ’'the same” authority that is 
available to criminal investigators via such 
mechanisms as administrative or grand-jury 
subpoenasd"^^' Even in the criminal conrexr, 
it bears noting that the routine investiga- 
tive use of third -party document subpoe- 
nas is a, late 20rh-century development that 
has occasioned fierce criricism from Fourth 
Ai'nenduu'iit scholars,*''^ But these analo- 
gies also typically elide a number of impor- 
tant and fundamental differences berween 
NSLs and the subpoenas typically used in 
criminal investigations. 

\Xliile the grand jury, as it exists today, is 
Ol ten subordinate to prosecutors in practice, 
the “theory of its function,’* as Justice Anto- 
nin Scalia has wnitten, “is chat it 'oeiongs to 
no Oranch of the insritutional Government, 
serving as a kind of buffer or referee betv/een 
the Government .md the people.”’’’’ This 
''uniCiUe roie in our criminal] justice system” 
is intimately related co its broad inv'cstigato- 
ry powers, which may be exercised in seradee 
of “determining whether or nor a crime has 
been coniinitred.'’^^’- This Emotion bears 
the greatest resemblance to the most fre- 
quent use or Na.rion.ll Security Letters— as 
a tool for exhaustively follouing-up leads, 
typically in order to dose olf unpromising 
a.venucs of investigation— except that recipi- 
ents of grand-juty subpoenas are generally 
not subject to indefinite gag orders barnng 
disclosure of their own testimony. Trial sub- 
poenas issued at the discretion of federal 
prosecutors, by contrast, are bound by more 
stringent procedural restrictions: they arc 
qqiically tied to a particular criminal offense 
that tliere are grounds forbelieving has been 
or will be committed, and they arc meant ro 
be I'elatively narrowly cdcukced to produce 
adrvii.s.sible evidence of that offense.-’’® 

Perhaps the most important practical 
difference, however, is that Narionai Secu- 
rity Letters are fundamentally secret tools 
whose recipients are, in most cases, indefi- 


nitely' bound from disclosing even rheir 
existence to the general public. The derails 
of their use typically’ remain shrouded, nor 
merely for the duration of a specific inves- 
tigation, but effectively forever. This not 
only removes one important kind of check 
on the agents using the authority, but also 
importantly alters the incentives facing the 
recipienrs of demands for information. 

A comparison with the recent case of Cion- 
zales V. Googe is instructive herc.''*^ The In- 
ternet search-giant Google moved ro quash 
a subpoena seeking a sample of user search 
queries, which the government hoped would 
be relev'anc co its defense of the conrtoversial 
Cliild Online Protection Act against a chal- 
lenge by the American Civil Liberties U iiion. 
The compaJiy made clear that a primaiy' ba- 
sis for its clialleiige was the tear ot losing us- 
ers’ enrst, and chat “even a perception that 
Google is acquiesdng to the Government’s 
demands to release its query* log would 
hann Google's business.”^'”’ Though rela- 
tively unmo'ved by this “business goodwill” 
argument, the court sua s^mte raised its in- 
dependent concerns about the implications 
of the request on the privacy of Google's us- 
ers, and ultimately rejected rh.c dem.inri for 
ev'en anoiiyniEed query logs. V^liile Google's 
reputational interest did not prove dccisiv’c 
in blocking the demand for information, it 
did provide an important motive for die ju- 
dicial review that allowed user privacy inter- 
ests to be weighed against rh.e government’s 
need for information. 

Contrast the track record of Natujnai Se- 
curity’ Letters, w|-.ere in many Ciises employ- 
ees from major telecommunications firms 
not only failed to object to improper re- 
quests, but were to a substantial degccc the 
insrigaton of the abusive practices.'’’’ In the 
sample of reported violations surveyed by 
the Electronic Frontier Foundation, more 
than half of chose related to NSLs occurred 
because “the private entity receiving the 
NSL either provided more irifonuation chati 
requested or turned over infoiTnation with- 
out receiving a valid legal justification from 
the In one particularly egregious 


The potential for 
inappropriate 
fijture use of 
collected tele- 
communications 
metadata will not 
necessarily be 
linked with 
improper intent 
at the acquisition 
stage. 


21 



147 


In many cases 
employees 
from major tele- 
communications 
firms not only 
failed to object 
to improper 
requests, 
but were the 
instigators of the 
abusive practices. 


case, a provnder responded to a request for 
e-n^ai! "header information” with, "two CDs 
containing the full content of all e-mails in 
the accounts.”'''’* As EFF concluded; 

Companies were all too willing to 
comply with the FBI's requests, aiid 
—in many cases— the Bureau read- 
ily incorporated the over-produced 
inforniaiion into its investigatory 
databases. 

Tliis presents a potentially serious problem, 
bccauisc even where the Fourth Amendment 
doi's nor protect data against disclosure, gov- 
ernnient searches of celeccimnunications 
records, in paiticular. may implicate distinct 
First Amendment interests. Tire permanent 
secrecy suiiouiiding Narioiial Security Let- 
ters— which, again, appear to be used primarily 
CO obtam information about people who are 
not uirimacely found to be engaged in wrong- 
doing— means tliat tlie recipients will typically 
lack LkicIi the informarion chat w^uld be nec- 
essat)' to detenniiie wlien a cliailen^ on First 
f\niendiiient grounds might be appropriate 
and, as importantly, the incentive to do so. 

^X%e^c the Fourth Amendment Meets 
die First Amendment 

As j’.isrice Powell observ’ed in his majority 
opinion in the Kekh case, national security' 
ir.ve$tigatior,s “often reflect a convergence 
of First and Fourth Amendment values not 
present in cases of ‘ordinary’ crime. Tliough 
the investigative duty of the executive may be 
stronger in such cases, so also is there great- 
er jeopardy to constitutionally protected 
speech.”*'^' These concerns are fu- from hy- 
pochcttcaJ; in at least one case noted by the 
Inspector Cieneral, the FBI inirially sought 
a Section 215 order for records, wdiich the 
FISA court denied on the basis of First 
Avnendment concerns. Tire Bureau then pro- 
ceeded to obtain the very same records using 
National Security Letters, even though the 
NSL srarures are nominally subject to the 
same First Amendment constraints as Sec- 
tion 215 orders. 


One o'bvioiis inreresr implic,ued Py NSLs 
seeking intonnarion abc'i.ir Inrernet acriviries 
is that of anonymous speech. The Supreme 
Court lias held thar “an author's decision 
to I'cmain a-nonyuious, like other decisions 
concerning omissions or additions to the 
content of a publication, is an aspect of the 
freedom of speech protected by the First 
Amendment.”'''' The Constitution itself, af- 
ter all. owes its existence in no small part to 
the p-scudonymously-published pamphlets 
we now' know as 77;e Fndcralist Papirs. 

For this reason, a grovi'ing number of 
courts have found it appropriate to apply 
heighreiit'sd standards to civil subpoenas 
whose purpose is to uncos er the identity ot 
an anonymous online speaker.*'’' While the 
precise standards employed vary from court 
to court, cauimon features incl'ude a require- 
ment of notice (via .in inrermediaiy) to the 
defendant before his identity is disclosed to 
the plainrifE some pnm.i facie showing to 
establish the strerigcli of the plaintiff's case, 
andajudiria! 'oalancing of the plamrifPs in- 
terest against the burden on speech entailed 
by disclosure.*^'’ 

The First Amendment protects not only 
the right to speak, hut also a coroll.ny "righr 
to receive information and ideas. Tiius, 
some iega.l .scirolar.s have a.rgued for a paral- 
lel right to read anon\'mou.sly, which could 
siiuilarly be burdened by NSLs targeting 
websites hosting controversial content. 
Kerc, too. courts have suggested that sub- 
poenas seeking to reveal the reading habits 
of a target w-ould he subject to heightened. 
scruciny.*'''^T!-ie Supreme Court of Colorado 
has e.’tteii.ded. this logic to ijnpose lieiglit- 
ened standards, even upon probable-cause 
search warrants “directed to bookstores, de- 
manding information about the reading hi,5- 
tciy of CLisromei-s,” on the grounds that they 
“inm^de upon the First Amendment rights 
of customers and bookstores because com- 
pelled disclosure of Lxiok-'Ouyiiig records 
threatens to destiroy the anonymity upon 
which m.my customers depend.”''^' 

There is no obi'ious reason to think this 
logically foss applicable to the Internet than 
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ro bookstores— and. indeed, suKstanrial 
circir.nsranriiii evidence that risers rely, if 
anything, man- heavily on the sense of ano- 
nymicy the Web provides, For example, 40 
percent of Internet users, by one esrimare, 
visit pornographic websites each month.*®^ 
More than a third hai'-e visited, sices related 
to sensitive personal issues, such as online 
stipport groups or sices providing infor- 
mation about rnediciU conditions.*®'' Tlie 
willingness of users to seek information on 
s\]ch sensitive topics will often depend on 
the belief that they remain anonymous in 
doing so. 

Fin.3.11y, the Supreme Court has rccog- 
niaed a First ,%nendinent interest in “ex- 
pressive association,” holding in iVAACP r 
Aiaha-ma that ''iminunin- from .stare scrutiny 
of nieuibership lists'’ may be necessary co 
prescive the “right oFrhe mem'txrs to pui'sue 
their lawful private interests privately and co 
associate freely ■'.virh others in so doing.”’®"' 
Tliis is, necessarily, a,:i interest that does not 
turn on whether a third parn^ entity has 
access co the data in question. It is also an 
interest especially likely to be implicated as 
government agencies use NS.h-derived data 
for link analysis aimed precisely at infciring 
group stmetures from patterns of coininu- 
nicarion. In the context of the War on Terror, 
there is ample evidence that the pracrice of 
using NSLs to ''follow every lead” is particu- 
larly likely to sweep in data about members 
of controversial (but peaceful) political and 
religious groups, even if oidy for the purpose 
of establishing the ahmice of a connection 
with more dangerous groups that may hold 
superficidly similar radical views. 

Obviously, as organizations make use of e- 
mail and the Internee co communicate with 
a.nd coordinate their membership, requests 
for telecornmunicarioiis metacLita will often 
tend ro reveal such group associations— and 
w hen the organization itself is targeted, will 
be rantarnounr ro straightforward acquisi- 
doa of a membership roster. Suppose, for 
example, an NSL ''vommi.init].’ of interest” 
request takes as its starting point a member 
of a gro'ijp mailing list devoted to polirica! 


advocacy. The acquisirion of the “second 
degree” transactional records for rhe list’s e- 
mai! address ^till not only, in effect, reveal rhe 
ftili membersiiip list of the group, but is aJso 
likely ro provide fairly derailed infotma.rion 
about whidi are the most activ.'t pardciparits, 
This is true not only with respect co tradition- 
al, foimally incorporated polidc<il entities, 
bur selfforganizing ad-hoc groups, which le- 
gal schoiai Kaclierine Scrandburg has dubbeci 
“emergent assoda-tions."’®® These kinds of 
informal, borrom-up associations may be es- 
pecially sensidv'C to cliilling effects, precisely 
because they will often lack the institutional 
resources to protect rhemsciws possessed b)’ 
more fonnai, traditioiial activist entities sutli 
astlieNAACP. 

Nanona! Security Lerrers, then, give us 
an imfbrtuiiate confluence of feactu'es. Coii- 
firming Justice Powell's v/arning, they 5*'m 
especially likely co intrude on protected do- 
mains of religious or political speech and 
association, as they are used in a sw'eeping 
effort to preemptively identify the miniscule 
number of dangerous needles in a largely 
benign haystack. Tlic extreme secrecy sur- 
rounding them, meanwliile, effectively elim- 
inates the practical mechanism by wliicli ju- 
dicial scrutiny is often brouglit to bear' when 
those interests are implicated by (i nrrinsical- 
ly narrower) criminal investigations. Ail of 
this coincides with massiwly increased ca- 
pabilities to process, share, and indefinitely 
store whatever data is obtained, exaceibac- 
ing the risk tliat the aggregate information 
contained in govenunent databases may be 
subject to peimicions uses unforeseen— and 
perliaps unforeseeable— at the time any par- 
ticular piece of d.aca is acquired.. 

Recommendations 

lliere is Kttle doubt itivestiga.tors find 
NSLs useful and convenient. But given the 
risk to core dvil-iiberties interests posed by 
sucli sweeping and discretionary tools, con- 
venience is an inadequate jiiscificaiioiL Tlie 
secret acquisition, without judicial approval 
of sensitiv-e records pertaining to presump- 
tively innocent Americans should not be 


National Security 
Letters seem 
especially likely 
to intrude 
on protected 
domains of 
religious or 
political speech 
and association. 


23 



149 


The secret 
acquisition of 
sensitive records 
pertaining to 
presumptively 
innocent 
Americans 
should not be 
countenanced 
witliout clear 
evidence that it 
is necessary to 
the prevention of 
serious harm to 
national security. 


counrenanccd wirhouc clear e\Hdence chat 
it is necessary to tlie prevention of serio’js 
harm ro naciovial security, and chat any more 
limited authority would be izisufEicient to 
accomplish this goal. Nothing in the public 
record suggests chat this burden am be met. 

Of the five types of National SeairityLct- 
reis, ECPA NSLs for communications records 
present the most serious threat to protected 
privacy interests and civil liberties interests. 
The Patriot Act’s expansion of ECPA NSLau- 
rhority to investigations designed to protect 
against international terrorism should be re- 
tained. along mrh the delegation of issuing 
authority to field offices, assuming ongo- 
ing centralized review. Its scope sliould otii- 
eruise be returned to its pre-Pacriot limits. 
ECPA NSLs for “toll records” or their Inter- 
net equivalent sliotdd be limited to persons 
bclicv'cd, on the basis of specific facts, to be 
agents of some foreign power. Any effort to 
expand their scope from col! records to elec- 
tronic coinmunicadons transaction records 
generally should be especially resisted, since 
the practical impKcarions for privacy inter- 
ests of such broad authority are effectively 
impossible to predict given die speed of tech- 
nological change. More restricted NSLs, seek- 
ing b;»sic subscriber information^ siiould be 
available for persons in direct communica- 
tion with those suspected agents. 

This stnict'ure properly balances the need 
for investigative flexibility with the privacy 
interests of largely innocent parties. It al- 
lows analysts to determine tlie identities of 
persons with, whom actual investigative sub- 
jects aie in conracr, bur does not permit the 
exposure of potentially sensitive paitents 
of communication and association on the 
basis o f any casual link to a single suspect. 
In combination with evidence obtained by 
orlier investigative means, tliis should en- 
able agents ro establish which persons re- 
quire further scrutiny. 

If there is some reason to think the re- 
cords of particular parties in contact with a 
rarger are relevant to the investigation, bur 
there are insufficient grounds for conclud- 
ing that those parties are themselves agents 


of a foreign power, the in Formation obtained 
at that stage can be employed ro make the 
requisite showing ro the FIS.4 court for a 
Section 215 Older seeking more-detailed re- 
cords. This structure still grants enormous 
flexibility to investigators, permitting ac- 
cess to records pursuant to a relatively per- 
missive standard, bur ensures that records 
implicating core speech and association 
interests are not routinely obtained about 
innocent persons without the approval of 
an independent magistrate. While it may 
be cetnpriag to insist that a court order be 
obtained for ail records, this could have the 
perverse consequence ofjdelding grearer In- 
tiiision, as agents would have an mceniive 
to sweep as broadly as possible in a single 
order— obviating the need for mulriple ap- 
plications— even when iiKDi'e-liitriced records 
would suffice. 

A similar process sliould obtain for fi- 
nancial-record NSLs. Thar is, they should 
permit investigators to obtain detailed re- 
cords only for persons believed, on the ba- 
sis of spiedfic facts, to he agents of foreign 
powers. They may also permit identification 
of ocher parties to those transactions— such 
as the recipient of a wire trarisrer. Records 
ot timse pa-tties, liowevet. should be acquired 
pursuant to a Section 215 order following a. 
judicial dererminarion rhar the records are 
relevant. Secatuse full c;redic reports gener- 
ally contain less-sensitive and detailed in- 
formation, and are attended by le.sscr expec- 
tations of privacy, the current standard for 
credit report NSLs may he adequate, provid- 
ed future atidins con firm they are being used 
in an approp riately narrow fiishion, 

As with Section 215 orders, the gag provi- 
sions ofclicNSLscacuces should he modified 
ro conform to the ruling in Doev. Mukasay.'^'^ 
The oversight and minimization procedures 
which the Justice Dep.artmenr has already 
agreed to implement on a voluntary basis 
sliould similarly be codified in .sraaire ro 
ensure they J.re not quietly eroded by the 
decisions of future adminisrr.itions.''” In 
paixicular, when an iii\ estigari(rn is closed 
without further leg.il or intelligence action 
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being raken, records obrained in rhe course 
or vii.ii invesrigarion siiould he p-orged from 
FBI databases, by default, after some fixed 
period of rime. There is no iegithnate reason 
to indeFirrirely retain deta.iled irrorniarion 
about reus of thousands of Americans who 
are not suspected, of involvcm.ent in toiTor 
or espionage. Notwithstanding any changes, 
the myi'iad problems already identified with 
the use of National Security Letters, and the 
incredible scale of their use, suggest, s that 
this expanded arirhoriry shovild be subject 
to a sunset and. regular auditing by the Jn- 
specror General to ensure that they are .sub- 
ject to continuing review. 

Conclusion 

It has become commonplace over the last 
decade to speak of the need to balance prh'a- 
(.y and securiy interests. it is certainly 

true that trade-offs between these values are 
sometimes -inevitable, we should not allow 
the metaphor to mislead us into viewing 
them as inherently conflicting. Often we 
can have both. 

The refo'rms -proposed in this paper are 
guided by that principle: they seek to iiiiiit tlie 
governmenrs abiliy to imude the pirivay of 
innocent American.^ wirheur compromising 
the effectiveness of tools the intelligence com- 
uranity truly requires to detect and apprehend 
terrorists. In the climate of panic and uncer- 
tainty following the attacks of 9/ii— witli 
no clear uiid.erstaiiding of how the attackers 
had gone undetected., how many more might 
be waiting to strike again, or what inethock 
might prove neciissaiy to detect tliern— it 
should not be surprising that we en-ed on the 
side of granting government more power with 
fewer rescriccions. Now. with the benefit of a 
dec:a.do’s experience., wc ha.ve an opporruniry 
to do better. 
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Association of State Criminal Investigative Agencies 

SHARING IDEAS FOR BETTER LAW ENFORCEMENT 


May 12, 2011 


The Honorable Lamar Smith 
Chairman 

Committee on the Judiciary 
U.S. House of Representatives 
Washington, DC 20515 


The Honorable John Conyers 
Ranking Member 
Committee on the Judiciary 
U.S. House of Representatives 
Washington, DC 20515 


Dear Chairman Smith and Ranking Member Conyers, 

The Association of State Criminal Investigative Agencies (ASCIA) supports the 
reauthorization of the key provisions of the PATRIOT ACT, specifically the "Lone Wolf", 
'Third-Party Business Records" and "Roving Wire Tap" provisions. 


ASCIA members are very cognizant of their responsibility to protect the civil liberties of 
our citizens and believe our record as agencies has demonstrated this. We would not 
support any legislation that we believe would infringe upon our citizens' civil rights or 
civil liberties. 


As the association that represents the chief executives of the state criminal investigative 
agencies we must be sure that our investigators comply not only with the letter of the 
law but also with the intent of the law in all of our investigations. We also must support 
the use of every reasonable lawful investigative technique in our efforts to uncover any 
plot to do harm to this nation by terrorists. 

Our belief is that these three provisions are responsible and needed tools to help law 
enforcement agencies in their investigation of counter-terrorism cases. We do not 
believe these provisions represent undue intrusions into the privacy of American 
citizens nor in the past has their use created a pattern of abuse by investigators. 


www.ascia.org 
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Therefore, we urge Congress to reauthorize these three important provisions. 


Sincerely, 

U ' 

John Quinn 
President of ASCIA 
Director 

Division of Criminal Investigation 
State of Iowa 


WWW. ascia.org 
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FEDEIiAl, LAW ENFORCEMENT OFFICERS ASSOCiA'FION 
P.O. Box 326 Jjewisberrj’, PA F7339 
www.fieoa.org 
(717)938-2300 
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March 8, 201 1 

The Honorable Lamar Smith 
House Committee on the Judiciary 
United States House of Representatives 
W ashingtou, DC 205 1 5 

The Honorable John Conyers, Jr, 

Ranking Member 
House Committee on the Judiciary 
United States House of Representatives 
Washington, DC 20515 

Dear Chairman Smith and Ranking Member Conyers; 

On behalf of the 26,000 members of the Federal Law 
Enforcement Officers Association (FLEOA), T am 
prepared to support legislation that seeks to incorporate a 
long-term solution to the USA PATRIOT Act’s 
problematic reoccurring expiration date. It is of 
paramount importance to federal law enforcement 
officers that the online surveillance provisions of the 
USA PATRIOT Improvement and Reauthorization Act 
of 2005 continue, are protected from expiring and are not 
degraded or impeded by any further restrictions of the 
currently existing authorities. FLEOA is the largest non- 
partisan, non-profit law enforcement association 
representing over 26,000 federal law enforcement 
officers from 65 federal agencies. 

FLEOA has the distinct honor of representing the 
interests of law enforcement officers from the 
Department of Justice, Department of Homeland 
Security, Department of State, Department of Defense, 
Department of Treasury, and a host of other agencies. 
These officers are the front-line guardians that protect 
our nation from terrorist and criminal threats. They 
are the ones that have used the provisions in the USA 
PATRIOT Act to keep Americans safe under the 
microscope of strict Agency and judicial oversight that 
has yet to be cited as "excessive. " 
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The USA PATRIOT Act gave law enforcement 21 st 
Century tools to combat 2 1st Century crimes. In today's 
world, terrorist and criminals use the internet, cellular 
and satellite phones, phishing schemes, social 
networking and wire transfers to affect their crimes. 

Prior to the USA PATRIOT Act, law enforcement found 
itself playing catch up to terrorists’ schemes. Today, as 
has been evidenced by many recently thwarted terrorist 
plots, federal law enforcement officers can be ahead of 
violent criminals and better protect the American 
citizenry, FLEOA sees this act as a crucial tool for law 
enforcement, and not something that should periodically 
expire. 

Currently, there are a few legislative proposals that have 
been introduced to extend the provisions of the USA 
PATRIOT Act, Each would continue to allow roving 
wiretaps of suspects who change computers or phone 
numbers to avoid monitoring; tracking of individuals of 
interest with no known links to terrorist groups; and 
retrieval of records and other tangible evidence from 
organizations with a court order. Unfortunately, they 
only allow for a short-term fix, and do not provide any 
long-tenn support for federal law enforcement officers. 

Crime and terrorism will not "sunset" and terrorists don’t 
need any "extension" to continue their heinous activities. 
Just like handcuffs, this tool should be a permanent part 
of the law enforcement arsenal. Arguments to the 
contrary are flawed and don’t recognize the reality that 
the Act has been judiciously used and has kept 
American's safe. The Department of Justice’s, Office of 
Inspector General and the Inspectors General within the 
Intelligence community, are staffed by dedicated Special 
Agents who are capable of investigating any allegations 
of abuse. With their professional oversight, there is no 
need for a short-term expiration date. 

As you move forward to a reauthorization of the act, we 
strongly encourage you to pay close attention to any 
amendments to law that might impede or degrade the 
ability of law enforcement officers to act as swiftly as 
possible. It is imperative to the effectiveness of law 
enforcement’s ability to protect our communities that 
they have timely and broad access to information and the 
ability to put that information to use as they deploy. 
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Those of us in law enforcement are well aware of the 
crucial importance of the first three hours after a 
kidnapping. Whether or not the victim survives often 
depends on the actions of responding and investigating 
officers during these crucial first three hours. Our society 
has seen fit, based on the nature of that crime and the 
exigent circumstances involved, to granting special 
authorities and allowances to investigating officers when 
responding to a kidnapping. We urge you to view the 
investigation of terrorist acts in the same light and not to 
place any further burdens on our Federal Law 
Enforcement Officers while they conduct these 
extremely important, dangerous, and time sensitive 
investigations. 

We (hank you for your continued efforts to resolve issues 
surrounding this important reauthorization and we stand 
ready to offer any support you should need. 

Respectfully yours, 

Q^cfn^Jh' 

J. Adler 

National President 


Sergeants Benevolent Association 

Police Deparitviltmt, Citv np New York 

35 WoBrti STKmrr. Nrw Yokk. NY 1<)013 

313.226.21KU RAX 312 •ni.42XU 

www.bhunyc.org 

OFFICE OFTHE PRESmt^M May 5. 201 1 

KUMAI•^ 0. MiUlM 

Lamar Smith 
Chairman 

United Stales Hoiuicof Rqtrcscniativcs 
Commitiee on the Judiciary 
2 1 38 Rayburn 1 louse OfTice Building 
Washingtuii, DC 205 1 $-<S2 1 6 

Dear Mr. Chainmn and Ranking Member Conyers: 

The Sergeants Benevolent Association of New York City U a labor organization that 
represents live I L00() active and retired Sergeants of the NYPD. This letter ls (o advise >nu of 
our union\ views regarding the reaulhori/alion nfUic expiring provisktrts of the USA PATRIOT 
Act. We respectfully request your support in ensuring that the three provisions due to expire on 
May 28th concerning law cnlorccmcnt access to business avonis. 'toving wiretaps'*, nnil “lone 
wolf* surveillance are reauthorized. at>d that the rcauthonzaiion is pennanent and without 
legislative inodilicotion. The SBA stands wHb the FBI Agents Association, the Suckay of 
Former Special Agents of the FBI. and the Federal I^w Bnibreement Oflicers Association in the 
belief ihai the c.xpinng Patriot Act provisions are simply i<io imponani lo our security to allow 
them to sunset or to be constrained with new limitations on their use until our elected 
rcpfcsciilalivcs can declare that America has won (he war against temiri-sm. 

The USA PATRIOT Act was enacted in direct response to the terrorist attacks of 
September 1 1 , 2001 . These municrous attacks dcvastatcvl New York City and the ranks of its 
Police aixi Fire Departments. More than 70 low enforcement oflicers lost their lives when the 
Work! I'radc Center Towers collapsed. Moreover, mend^ers of our union and other law 
enforcement officers, firefighters, and an array of other citizens who helped respond to the 
attacks arc ainttntiing to die and suffer dchiliuttng illnesses as a result of inhaling the toxins 
released by the collapse of the Twin Towers. The SBA takes time lo remember the price of 9-1 1 
each year when we Ixild our annual Heroism Awards lo hoiKir ihe memory iifthe N'YPD 
Sergeants killed by the terrorists. As we do so. we recommit ourselves to d4ting all we cun lo 
ensure such an attack never liappcns again. 

The powers Ihe Palriol Act pmvided to our federal counterparts alter 9-11 arc an 
important tool tiir easuring there is not another 9-11. Tlie welcome success in eliminating 
(3saina Bin-Laden makes rcautborization of the expiring Patriot Act autlioritics more, not less, 
important. Din-Laden 's death lias enraged gmups and individuals attracted to his itatcfiil and 


John Conyers. Jr. 

Ranking Member 

United States House of Representatives 
Committee on the Judiciary 
21.38 Rayburn Kou.se Office Building 
Washington, DC 205 15-621 6 
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snatderouj KiLulug>. D'lt Pakistjmi isiibau bat; vowed mvenge and bragged "[wle aiieadv bavc 
oiir people in America, and weiare seridingiffloTe lhCT^^^^ Wcagrec witlu'i A idiiecloi P.ii.dn’i 
recent cuteirenl!. ir an inrciview with Brim WlUainsor’NBr Nlgllliv News that wv s’n.niid m't 
“njd oursches that killing Osama bin Larkn killsalQaeda. , . . They're still going ro try fn tdlaek 
on Coonuy . Wc'vr damaged them, huf eve still haw to deteattliem." Given this, we are 
dismaved that some Menibets oj'tlietinitHl StttttBifoiitse at’Repicsciilaliuw n^ i.e litMlai,; to 
.suppuii Teaiiilionzauoii of the expiring Patriot Aet atithtirilies- 

VVe tiiid Liia! tile eoncems expressed abant reautlsirr/arion ictlect confi-ision about the 
nature of the expii mg auilKirities aiicl tliar importance in safeguarding Aiiierica Irtnn fiimre 
attacks. Seelinn 21 5 of the Patriot .Act has allowed tixleral Imv euturcernent To seek orders 
requirmg the piodudiiin of business records that relate to foreign mtcliigeiin: operations or 
tiUe.rimtionii! terrorism. Under .Section 206 of Use Act, law eiilbrcemcnt can obtain wdretap 
orders only upon a showing olpmhtiblc cause tor those who atieiniit to evade siiiveillunce bv 
using multiple eomraunications devices. Finall}', the "toiiewolf provision of the Intelligence 
Refetin and Tenorisii! Prevention Act of 2004 allows the USA Court to issue .siirveilhmcc orders 
fiir those tioii -l.LS. persons engaged m inteniational tetron-sm or activities in preparation of 
terrorism. Over the last decade, our tcdcral law entorcement arunicTparts have developed a 
record of irstfig these specific inforraation gathering powers rttsponsibly lhr their ihtended' 
puipose of sateguarding .Ajuericu iroffl Biiothcr 9-U. 

We also lind niisgutided arguments that we must, protect oivi! libemes by fixing in statute 
viiricms intciiial procedures law enfiireement agencies iTiiiy ibllow to ensure the responsible uau 
of the expiring PntiitiL Act airthotities. fixing an agency's cuirent internal pmuetlurcs into aetuiil 
legtislmive constraints is a bad ideabeuausc it ties the hands of oiir federal couiiferpart.s. This is 
e.speciallj' daiigetous to do right now because law enfirruenient needs mure ilexibility than ever 
in tlie wake of our recent .success. As Al-Qaetla and its sympathircrs seek to avenge Bin- 
I.adeit's death uiid i-ea3.sc-n their continued relevance and eirtcacy. we arc likely to see significanf 
changes in how they operate. These changes tnciy necessitate subtle alterations in hfjw law 
enib.rceinyn^ util.iMS tlic L'xpiring Patriot Act autltorities. Fixing currem procednres in Icgislativ'c 
mandates cotUd. preclude such adJusJnifeiTl's. 


The teiTorist organizdthjns dial d.ecMr*^ war on .America even before 1 are wouixird 
iiii\ de.pwalcTnut still dangerous. They are m enemy that on 9-1 1 killed more Americans thfo 
the Miiprisc attack on Peart Harbor that iuunchi^ WorW War U. And they woul.i lovc now mere 
than ever, lo carty out another such atj^city on Afn^jChiilsoil. Therefore, we ask that before 
House Members dcciineto .eaulhori^e or decide to curtail authorities crealedfo stop ittacks 
ihriL they konsidei th<it raw enforcement needs these pvjwere now more than ever to preven' 
anoebet 9-1 ], or something even wot^Cr Out ladon. appreciates' yimhislODcai suppmi odavv 
enioR'omeut We appiveiate your attcmioato ouriftjrioCis (»nccrri3 on this matter. PleHedfi n<-t 
allow Am^r'.ua a recent success and the security ffOiti additional stacks tkat our armed forces 
01 . 11 " iiitdligencc comi.nunit>'. and federal, stale. luid: local Iaw:-ervlb.rccmcnt have pi -'v idej cvti the 
almosi teiiycar.b sink.e 9-11 to lullyfou ffltbbchex^gdharth put oi ruitai' the 

Uhcoi f(‘oK 'Tcateri alter 9-11 to preveiiL another terrorist act on American soil. 
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Sineei^.v,, 

Kd Muiliiis 
President 

SergeaiitH Bene-k-oient Associalion 
ofNew; YOfS City 


CC; Members, CrnuTiiHict' an dieJiidreirn-y:, ifouseofBqtfcscutarives 
Hon. Jolm Boelmci., Sf^Ctikei', U*S.:HdUse tit'Rcpresefflath'% 

Hoii. Naticv Pdosi, Minority Ixiadcr, TJ-S Ifcuseof ReprcscntatK't^ 
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Society of Former Special Agents 
OF THE Federal Bureau of Investigation, Inc. 

3717 FettleR Park Drive » Dumfries, Virginia 22025-2048 
(800) 527-7372 • (703) 445-<X)26 • FAX (703) 445-0039 


May 5, 2011 


The Honorable Lamar S. Smith 
Chairman 

U.S. House of Representatives 
Committee on the Judiciary 
2138 Rayburn House Office Building 
Washington, D.C. 20515 

Dear Congressman Smith; 

On behalf of the 8000 members of the Society of Former Special Agents of 
the Federal Bureau of Investigation, Inc. (Society), I am writing to inform you of our 
views on the importance of permanently reauthorizing the three provisions of the 
USA Patriot Act that are going to expire on May 28, 2011. 

The Society was established in 1937 as a fraternal, educational, and 
community-minded organization to preserve the FBI heritage in a spirit of friendship, 
loyalty, and goodwill. As former and current Special Agents of the FBI, our members 
are experienced in conducting sensitive criminal and terrorism investigations and are 
concerned that any changes to the Patriot Act that would make it more difficult for 
the FBI to fulfill its vital mission of protecting our great country. 

In addition, the Society is concerned with the introduction of new issues that 
could impede progress in reauthorizing these important national security provisions. 
In view of the bipartisan consensus for the reauthorization of these provisions, we 
hope that their expiration can be avoided. 

Since the September 11, 2001 terrorist attacks, Federal law enforcement 
agencies have effectively utilized three sections of the Patriot Act, namely: the 
business records provision, the roving wiretap provision and the lone wolf 
surveillance provision. These sections of the Patriot Act were adopted in direct 
response to the September 11'*’ attacks and to place new restrictions and 
requirements on these sections of the Act would be detrimental to Federal law 
enforcement efforts to detect and prevent future terrorist attacks. 

The business records provision. Section 215 of the Patriot Act, allows 
Investigators to apply to the U.S. Foreign Intelligence Surveillance Court (FISA 
Court) for an order requiring the production of business records related to foreign 
intelligence operations or investigations of international terrorism. This provision is 
utilized in specific and rare circumstances. However, despite the infrequent use of 
the provision, the ability to access important records early in an investigation is 
critical. The Society strongly encourages Congress to reauthorize this provision on a 
permanent basis without limitations 
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The roving wiretap provision, Section 206 of the Patriot Act, allows the FISA 
Court to issue wiretap authorizations that are not linked to specific telephones or 
computers if the subject of the surveillanoe demonstrates an intent to evade the 
surveillance. It is absolutely essential to provide this ability to investigators due to 
the advanced technology employed by criminal and terrorism networks and 
conspirators. The failure to reauthorize this provision of the Patriot Act or encumber 
the provision with restrictions would jeopardize the importance of this valuable 
investigative tool. 

The lone wolf provision, Section 6001 of the Intelligence Reform and 
Terrorism Prevention Act of 2004, provides the FISA Court with the authority to 
approve surveillance of non-U, S. persons acting alone or not linked to a foreign 
entity who are engaged in international terrorism or activities in preparation of 
terrorist acts. The lone wolf provision provides law enforcement with an important 
tool to obtain necessary information to prevent dangerous terrorist acts from 
occurring. The Society strongly encourages Congress not to allow this provision to 
expire or place restrictions on the provision that would weaken this vital investigative 
tool. 


The Society respects and appreciates your leadership on these important 
issues. As former and current Special Agents of the FBI, our members are very 
concerned with any changes to the Patriot Act that would make it more difficult for 
the FBI and other Federal law enforcement agencies to investigate terrorists and 
their threats to our nation. We urge Congress to reauthorize the expiring provisions 
of the Patriot Act permanently and without restrictions as the three expiring 
provisions are essential to the security of our country. 

Sincerely, 


Lester A. Davis 
President 
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Federal Bureau oiinfestigatmn 

Agents Assodation 

March !6. 201 ] 

The Honorable Lamar Smith 
House Commillee on the Judiciary 
United States Mouse of Representatives 
Washington. DC 2Ui 15 

i he Honorable John Conyers. Jr. 

House Committee on the Judiciary 
United States f iouse of Representatives. 

WashmgtotL DC 20515 

Dear Chairman Smith and Ranking Member Conyers; 

The FBI Agents Association ("FBIAA'H appreciates this opportunity to submit our views on 
the importance of reauthorizing; the expiring provisions of the USA PATRIOT Act 
{"PATRIOT Act"). The FBTAA is comprised of over 12,000 active duty and retired Agents, 
nationwide and is the only professional association dedicated to advancing the goals of FBI 
Agents. On behalf of the Special Agents of the bBL we urge you to pemianently reauthorize 
the provisions of the PATRIOT Act and related laws that will expire on May 27. 2Ui 1. 

Business Recc/rds 

The "business records" provision. ^ 2\5 of the PATRIOT Act, allows criminal investigators 
to apply to the U.S. Foreisn Intelligence Sun-eiliance Act C.ourt (‘TISA CouiTT tor an order 
requiring the production of business records related to foreign intelligence operations or an 
investigation oidntema.tiona,l terrorism, How^ever, no such order can be issued if it concerns 
an investigation of a U.S. person based solely on that person's exercise of his or her First 
Amendment rights. 

This provision is used in specific and rare circunrstanccs, described h\ the C'ongrovsionai 
Research Service, the busines'- records tool has been used "sparingly and never to acquire 
library, book.srorcs. medical or gun sale records," Despite infrequent use. the ability to 
access important bank and telephone records early in investigations is critical for criminal 
invesciga.ior.s. and leaders in the Department of Justice and FBI have called the business 
records provision a "vita! tool in the war on terror."- 


Charles Doyle, C.onyressional, Research Seivrce. liSA PA I RIO! Act Scinscl:; A Sketch i.lunc 19. 
2i105). 6,1 Ij-i',, -'.ii .1 l<s ' 'iNi.r ytt' ■\!\o hi-KrarJ C. I iu. C oncres'.ional Rc^ca'ch 

Servee, -Vmentlments to the F-oreigti Infeihgcnce bunciilvjn>.w Act iFISA' Set to tvpiic Febr-ujrs ;:0il 
fFeb. 2S. 20! Cl. 

] ettcr from Jnmos B romey. Deputy Anomev General to t he flonorable .i Denius Hastorr, Speaker 
or' the fix House 01 Represcnlanvi's (Juh h, 20U4) jvraLibic at- 'rn. >, j • , j m ' 

Po5i Office Bi)\ 126S0 • .Vrlinj^tori. Virginia 22219 
A Xon-GoverDmental iVsociation 
(703) 247.2173 Fax (703) 247-2175 

E-mail: feiaat' fbiaa.org www.fbiaa.org 
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Given that the proMsion hub been u.scJ carefully anU cffectncK m in\c''isgaiioiLs ofteiTonst 
threats, the hBlAA recommends that t ongres's reiuiihoii/e the pro\i5?hni on a pernuncji! 
basis without new limitations on its tisc. 

Rftvmi! M iretiips 

The "roving wiretap" provision, § 206 of the PATRIOT Act. allows the FISA Court to issue 
wtretap orders that are not linked to specific phones or computers if the target of the 
sutweillance has demonstrated an mtentto evade sun-eillance. 

The ability to obtain orders for roving wiretaps is absoluteh essential to contemporarv 
criminal and c<.iunterieiTonsTn invesugattons because cnnnnal ncuvorks have become 
technologically advanced and wd! often purchase and use many different mobile phones and 
computers in order to evade wiretap etforts, Law enforcement experts have described the 
roving wiretap provision as a "\er> critical lnea^urL"’ that has iikelv helped detect and 
prevent numerous terrorist ploi^, including the plots to bomb multiple synagogues in New 
Vork City. 

The FBIAA urges Congress, to permanently reauthorize the roving wiretap authority and not 
subject it to further restnctions. The roving wiretap provision is already constrained by the 
requirements that the f iSA Court must find pr<5bable cause that the target intends to evade 
aurvcilLmcc to issue a wiivtapi and that minimization pioccdurcs arc followed regarding the 
collection, retention, and dissemmalion of mfonnalion about U.S. persons, A failure to 
reauthorize the roving wiretap provision, or encumbering the provision with unjiecess,ir> 
rc.stnctions, would jeopardize the uitluy of an important unestigativc tool nnd could, as 
Director Mueller ha^- warned, open up a "gap in the law that ..sophisticated terrorssts or spies 
could easily exploit.”'^ 

Lme W olf SurveiUance 

i'he "lone wolf provision, found m Section 6001 of the Intelligence Refonn and Terrorism 
Prevenlion Act of 2004. allows the F1S,A C.oiirt to issue sunreiliance orders targeted at non- 
L .S. person^ who engage m international terronsm or acliMtics in preparation of ren'orism 
Prior to eniictmont of the lone wolf provision, the FISA Couit could onlv i.^^ue surveillance 
orders if specilic evidence linked the targeted person to a forcigiv power or cntitv This meant 
that non-U, S. individuals acting alone could not be effectively investigated, even if evidence 
indicated that they were preparing to engage in international terrorism. 

The FB1A,A recommends that Cengress permanently rcauihonzc flic lone wolf provision 
because it is a neccssarv’ part of combating cuiucmporarv tenonst threats. Commumcatiuj) 
between individual terrorists and foreign governments and or entities is often very scarce. 

(.iistmat < rnn w -ft f ^ i . F/’ r A r /’ f / ’ s > 2 

■/.VI Patrso^ tc/ ')/ Ik’anng Hthnt' rne Sendh' ScUr< ( i-inn'. Od l')tc!‘'gc^i.'e. 1 in" i. 

(July y, 20(}7) istatement of fBl Direeror Rob^n Mueller), 
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preeiselv because iht'sc groups arc seeking to evade detection bv law enforcement. Tlie lone 
wolf provision gives taw enforcement an important tool to obtain the information nccessarv 
to ensure that threats are thwarted before terrorists can act on their ptan.s. Congress should 
not allow this provision to c.xpjre. or place additional restrictions on the provision, as such 
actions could make it inorc diiTicult to investigate and present d.angeroi;s tcrTorisi threats. 

{ onc iiisiim 

FBI Agents work diligently to detect, investigate, and appreliend indisukuls atKl groups that 
are engaged in a constant and evoKing effoil to cratl and execute plots against the United 
States and its citizens. These expiring provisions of the P.ATRIOT .Act and similar laws are 
an important part of the fight against terrorism. 

The FBIA.A appreciates your con.sideraiion of the.se comment.s and urges Congre.ss to 
pcririancntly reauthorize the e.xpiring provisions of the P.ATRIOT Act without imposing new 
and UTtnccessury re.slriclions on their use. 


Very tmly yours. 

FBI .Agents .As.snciation 

Konrad Motyka, President"' 
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KEEP 

AMERICA 

SAFE* 


April I, 201 1 

The Honorable Lamar Smith 

2409 Rayburn HOB 

United States House Of Representatives 

Washington. DC 20515 

Dear Rep. Smith; 

The Patriot Act has been an essential tool for law enforcement in defending America and 
keeping us safe since its passage in 2001 . Thanks to the PATRIOT Act, numerous terror plots have 
been stymied and untold numbers of American lives have been saved. Continued success, however, 
can only be ensured if the PATRIOT Act is renewed in its entirety. The PATRIOT Act is both 
constitutional and effective. 

America remains a primary target for Al Qaeda and its allies. While the War on Terror rages 
on, we face the very real danger of another devastating attack. The threat of Al Qaeda-inspired, 
home-grown terrorism plots are on the rise as the terrorist organization increases its presence on the 
internet-using videos, internet forums and an on-line magazine-to reach adherents and recruit new 
followers within the United States. In February, Secretary of Homeland Security Janet Napolitano 
testified before Congress that the threat level today is as high as it has been since September 11. In 
March. Denis McDonough, the Deputy National Security Advisor to President Obama, addressed 
the issue of radicalization within the U.S in a major speech, bluntly observing. "For a long time, 
many in the U.S. thought that we were Immune from this threat . . . That was f^se hope, and false 
comfort. This threat is teal, and it is serious." Last December, Attorney General Eric Holder said 
the growing number of Americans being radicalized and willing to take up arms against our country 
"keeps him awake at night." 

If the PATRIOT Act had been in effect prior to 9/1 1, law enforcement agencies would have 
stood a far greater chance of disrupting the terror attack. The PATRIOT Act has been credited with 
helping to erode the bureaucratic “wall,” which many believe allowed the 9/1 1 terrorists to succeed 
undetected, between the law enforcement and intelligence communities. It is imperative that we 
never again allow ourselves to regress into the pre-9/1 1 mindset, which is exactly what will happen 
without a permanent extension of all provisions of the PATRIOT Act. 

On behalf of over 75,000 members of Keep America Safe, we urge Congress to permanently 
extend all provisions of the PATRIOT Act in a timely manner. Failure to do so Jeopardizes our 
national security and the lives of Americans in the future. 

Respectfully, 

Debra Burlingame 
Co-Founder, Keep America Safe 

Timothy Killeen 

Executive Director, Keep America Safe 


17tBM SUWI. NW. <>351 ■ Wasliingtcxi. DC 20036 




172 



NATIONAL 

FRATERNAL ORDER OF POLICE® 


328 MASSACHUSETTS AVE., N.E. 
WASHINGTON, DC 20002 
PHONE 202-547-8189 • FAX 202-547-9190 


CHUCK CANTERBURY JAMES 0. PASCO, JR. 

NATIONAL PRESIDENT EXECUTIVE DIRECTOR 

The Honorable F. James Sensenbrenner 1 1 May 2011 

Chaimian 

Subcommittee on Crime, Terrorism and Homeland Security 
Committee on tlie Judiciary 
U.S. House of Representatives 
Washington, D.C. 20515 

Dear Mr. Chairman, 


1 am writing on behalf of the members of the Fraternal Order of Police to advise you of our support 
for H.R. 1 800, the “FISA Sunsets Reauthorization Act,” which will be marked up this week. 

This legislation would reauthorize, until 31 December 2017, two key provisions of the USA 
PATRIOT Act— authorizations tor roving wiretaps and orders for tangible tilings (commonly referred 
to as “Section 21 5”)-- which are set to expire in May of this year. The bill would also make permanent 
a third provision which allows law euforcemeut to seek warrants against “lone wolf’ terrorists. 

These provisions enable law enforcement officers to use the same investigative tools used in criminal 
cases against suspected terrorists seeking to attack our nation and its people. Without it, the 
intelligence and law enforcement communities will be unable to share information about the ongoing 
threats our nation faces and the ability of law enlbrcement to prevent future attacks will be 
considerably lessened. Ensuring these vital tools remain available to law enforcement is a priority for 
the FOP, and we are prepared to work with the Administration and Congress to make other 
improvements to the statute that may be needed. Terrorists and terrorist organizations are not a 
static threat-they adapt and evolve, and the tactics and statutes we adopt to counter them must be 
equally flexible. 

Wc recognize tliat, in popular and media culture, the USA PATRIOT Act is portrayed as 
controversial. This is an unjust and inaccurate portrayal. The law is one which has been carefully 
considered and judiciously used and there is no record that any of the authorities gi'anted by the Act 
have been abused. It is a tool to catch teiTOiists and prevent terrorism, nothing more. While the 
United States won a significant victory by e limin ating Osama bin Laden, we did not eliminate the 
danger posed by al Qaeda and others seeking to do harm to the United States and her citizens. 

It is our hope that the Subcommittee will act quickly on the legislation before we get any closer to the 
expiration of these important provisions. As always, on behalf of the more than 335,000 members of 
the Fraternal Order of Police, thank you for your leadership on this and so many other issues 
hnportant to law enforcement. If I can provide any further information about the importance of this 
issue, please do not hesitate to contact me or Executive Director Jim Pasco in my Washington office. 


auc-fe-z 

Chuck Canterbury ^ j 

National President V M 

— BUILDlim ( 
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Major Count)' Sheriffs’ \ssociation 

1450 Duke* Slfcet Suite 207, Alcxaniiria. Virginia 22314 


May 11. 2011 

The Honorable Lamar Smith 
Chairman 

Committee on the Judiciary 
U.S. House of Representatives 
Washington. OC 20515 


The Honorable John Conyers 
Ranking Member 
Committee on the Judiciary 
U.5. House of Representatives 
Washington. DC 20515 


Dear Chairman Smith and Ranking Member Conyers. 


The Major County Sheriffs' Association (MCSA) supports the extension of key provisions 
of the PATRIOT Act to ensure that federal law enforcement agencies have the toots 
they need to investigate possible terror plots and to protect American citizens. 
Specifically, the MCSA believes that "lone wolf." "third-party business records," and 
"roving wire tap" provisions should be extended 

Protecting (he civil rights, civil liberties, and privacy of our citizens is at the top of our 
minds daily in law enforcement. MCSA members hold themselves to high standards 
and constantly balance their core responsibility to preserve public safety with the 
imperative to protect citizens’ liberties. We take very seriously our mission to ensure 
that those who would do harm to our communities are denied that opportunity at 
every turn. That is why we have significantly improved the way we collaborate with 
our law enforcement and intelligence partners at every level of government since 
September 11, 2001. 
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MCSA members collectively represent over 100 million Americans. The tens of 
thousands of brave men and women who work in our agencies have a tough job: they 
must be prepared to respond to any crime or act of terror, even as they do everything 
within their power to prevent those events and Investigate possible threats. It is our 
people at the local level that have to pick up the pieces when the worst happens. As 
their leaders, we owe it to them -> and to our communities to ensure that every tool 
of government is used effectively to prevent attacks from happening. 

Critical amof>g those tools are the three expiring provisions of the PATRIOT Act 
mentioned above. A few facts are dear: 

• these three provisions do not represent undue intrusions into the privacy of 
American citizens; 

• these authorities have not resulted in any pattern of abuse by agents entrusted 
with them; 

• these authorrties ensure that investigative tools which are so effective in the 
enforcement of laws against organized crime, gangs, and drug traffickers are 
available for use against aspiring terrorists; 

• If these provisions are not reauthorized. America will be less secure. 
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It is a tough reality that law enforcement agencies at every level are facing significant operational 
challenges due to the tight budget environment. And yet our enemies are not shrinking in number, the 
threats are not diminishing, and the sophistication of terrorists' planning and communications methods is 
not lessening. We are already doing more with less. Taking away investigative authorities will only make 
matters worse. 

We must not let the fact that we have gone neaiiy 10 years without a major terrorist attack on U.S. soil lull 
us into complacency. We must redouble our efforts to detect and prevent acts of terrorism. 

The MCSA urges Congress to reauthorize these three important provisions. 


Sincerely, 



President, MCSA 
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National District Attorneys Association 

44 Canal ConLor Plaza, SiiiLe 110, Alexandria, Virginia 22314 

7 0 3 . 5 4 9 . 9 2 2 2 7 0 3 . 8 3 6 . 3 1 9 5 F a X 

WWW. ndaa.org 


May 11,2011 

Chairman Lamar Smith 
House Committee on tlic Judiciary^ 

2138 Ra}’bum House Offiec Building 
Washington, DC 20515 

Dear Chairman Smith and Ranking Member Conyers: 

On behalf of the National District Attorneys Association, the oldest and largest organization 
representing the interests of over 39,()()() state and local prosecutors, we offer our fiill support 
towards the reauthorization of several expiring provisions of the USA PATRIOT Act. 

Specificalh'. NDAA fully supports making the 'lone ^volf ’ definition in die existing statute 
pemituient. extending the roving wiretap provision for an additional six years and extending the 
provision allowing law enforcement access to business records for an additional six years. 

Since die USA PATRIOT Act was passed b}- Congress tmd signed into law shortly after the 
September 1 1, 2001 attacks on America, the three provisions listed above have been used 
effectively and judieioiisly by federal, state and local law enforcement to prevent another 9/1 1- 
like attack from happening on Ameriean soil for nearly a decade. If any of diese provisions were 
allowed to e.xpire, both domestic and international terrorists and terrorist organizations would be 
able to use substantial loopholes in the United States Code to put America’s communities at risk. 

It is also important to note tliat all branehes of our government - Legislative, Executive and 
Judicial - have perfonned routine o^versight over each provision since tlieir implementation in 
200 1 and none of the provisions have been deemed unconstitutional or have been found to be 
abused by the government at any time. 

With the recent apprehension and death of Osama Bin Laden at the hands of American forces, 
many may feel that these provisions are no longer applicable w'hich, in our view, couldn't be 
fiirther from the tnith. Osama Bin Laden was but one of thousands of terrorists in the w^orld who 
want to bring America harm by any means necessary. With the radical advances with internet 
and cell phone tecluiology since 9/11. terrorists are more independent and mobile than diey-' have 
ever been before. By extendmg each of these provisions you ^vill help maintain America's ability 
to protect our homeland by providing law' enforcement the necessary' tools to perfonn their jobs 
safely and successfully. 

Tlie National District Attorneys Association urges you smd your colleagues on the House 
Judiciary- Committee to extend each of the three provisions mentioned above when you meet to 
mark-up tlie USA PATRIOT Act Reauthorization, Thank you for all that you do for America’s 
state and local prosecutors. 

Respectfully. 

... 

James Reams 
President 

To Be the Voice of America's Prosecutors and to SuoDort Their Efforts to Protect the Rights and Safeti/ of the Peovle 


Ranking Member John Conyers 
House Committee on tlie Judiciary 
B351 Rayburn House Office Building 
Washington, DC 20515 
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NatlQMl Assooiatidn of As&islMt Dulled SMes Aticneys 

12-SK7 He!!g«3 Eilin Or. • Sts 104 "Laks iUsSs'8, VA SKlK-iTlS 
Tal; (Seiil 455-568! • Fax; (BOO! 528-3432 
Wfibi \yvvH'.fl8,au.sajjrg 


May I L 2011 


Tilt* Honorable Litoiar Smith 
House Commillee on the Judiciary 
United States H<iuseof Repieseniatives 
M^asbington., DC 205'15 

The Honorable John Conyers, Jr. 

House Committee on the Judicimy 
United States House of Representalives 
Washington., DC 20515 


Dear Chairman Smith and Ranking Member Conyers: 

I write on behalf of the National Association of Assistant United States Attorneys 
(NWAUSA) to express our support for the reauthorUadun of the provisions of the 
PATRIOT Act and related laws tliat will expire on May 27, 201 1 .. We support H.R. I KQO 
and urge its prompi approval by the Gongress. Ttie legLslation would extend expiring 
provisions ofthe USA PATRIOT Improvement and Reauthorization Act of 2005 
relating to access to business records and roving wiretaps and to permanently 
extend expiring provisions of the Intelligence Reform and Terrorism Prevention Act 
of 2Q04- relating to individual terrorists as agents of foreign powers. 

NAAUSA represenis the interests ofthe 5.600 career Assistant United Slates 
Auomeys employed by die Department of Justice. We believe that die PATRIOT Act has 
d.einoiistrated its value as an ess^tia! law enforccm.ent tool, in de.lendiEg-/\m.erica and 
preserving public safety. As we noted in a 2005 leller to the House Judiciai'v Committee 
in support of the PATRiUT ACT’s reauthorization at that lime, “ft certainly is not 
coin.GMental that the UTiited States has not. been attacked by terrorist forces since 
September i 1.” More than five years later that observation still rings true. 

Recent developments' in vohing Uie .death of Os^a Bin Laden mate it doubly 
critical that Congress take the actions necessary to assure that law CMforccrncnt 
authorities have the necessaiy tools to root out terrorism at home and abroad. Law 
enforcement and intelligence agencies need tbs. investigative and security-related 
authority TO' Imd and bring to justiee drose that pbitemor aimed, at Americans. That 
authority is embodied in the three provisions -- the business records, roving wiretap, and 
lone wuif surveillance proUsions — extended by H.R. 1 SOO. These pro visions .have 
aided in the discovery and lliwartiiig of ciiifiierous terror plots and die saving of untold 
American lives. 
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i.L i.-.i \uiil Lh;ii the }'AI}UOr Aclbcrcn<?wtjUaFKl Uigf no'.'e oJ'iLs pFuvi-.U'ii'C h 

^ilinvcd iO «jmscr. Thank yoii ror your consideration of onr comments, 

Sincerely, 



Sicven ! I. C;K)k 
President 


O 



